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A Study on Reconstruction of Linear Scrambler
Using Dual Words of Channel Encoder

Xiao-Bei Liu, Soo Ngee Koh, Chee-Cheon Chui, and Xin-Wen Wu, Member, IEEE

Abstract—In this paper, the reconstruction of the feedback poly-
nomial as well as the initial state of a linear feedback shift reg-
ister (LFSR) in a synchronous scrambler placed after a channel
encoder is studied. The study is first based on the assumption that
the channel is noiseless and then extended to the noisy channel con-
dition. The dual words, which are orthogonal to the codewords
generated by the channel encoder, are used in the reconstruction
algorithm. The number of bits required by the new algorithm is
compared with another recently proposed algorithm and results
show that the number of bits required to do the reconstruction can
be significantly reduced.

Index Terms—Binary symmetric channel, linear feedback shift
register, scrambler.

I. INTRODUCTION

A LINEAR scrambler is usually used in a communication
system to convert a data bit sequence into a pseudo-
random sequence that is free from long strings of 1 s and 0 s.
It is easy to implement with a wide variety of scrambler poly-
nomials to choose from and the choice of which one to use has
relatively little impact on the performance of the communica-
tion system. However, basing on the scrambler reconstruction
technique detailed in [1], it is found in [2] that not all scrambler
polynomials offer equal protection against reconstruction. In
this work, we examined further the reconstruction of the feed-
back polynomial of a linear scrambler assuming the source bits
are being encoded with forward error correction coding before
being scrambled. The findings of this work are envisaged
to aid the design of secured digital communication systems
implemented in a flexible platform such as software defined
radio (SDR). Our results point out what can be done to pre-
vent reconstruction of a communication system; for example,
various scrambler reconstruction techniques were proposed in
[1]-[5]. The proposed approach will also add to the plethora
of techniques for designing an intelligent receiver which can
adapt itself to the different building blocks of the transmitter
such as those proposed in [6]-[8]. It is also an extension of
the results and findings on recovery of error-correcting codes
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which include linear block codes [9]-[11] and convolutional
codes [12]-[16].

There are generally two types of linear scrambler, namely
synchronous scrambler and self-synchronized scrambler. Both
types of scrambler usually consist of a LFSR whose output se-
quence (¢ ), is combined with the input sequence (¢ ),~., and
the result is the scrambled sequence (y),s» 1-€., -

t>0 (1)

where & denotes modulo 2 summation. In this paper, for
simplicity, only synchronous scramblers are considered.
Reconstruction of a synchronous scrambler consists of re-
constructing the feedback polynomial of the LFSR as well
as its initial state. When some input and scrambled bits are
known, the Berlekamp-Massey algorithm [3] can be used to
reconstruct the feedback polynomial of the LFSR. In [4], a
method is proposed to estimate the initial state of the LFSR
from the scrambled sequence only, and by assuming that the
feedback polynomial of the LFSR is also known. Recently, in
[1], an algorithm is proposed by Cluzeau for reconstructing the
feedback polynomial of the LFSR by only using the scrambled
sequence. In the following, this algorithm will be referred to as
Cluzeau’s algorithm.

Although Cluzeau’s algorithm is much more efficient than
the brute force search algorithm in the recovery of the feedback
polynomials of the LFSR, it is based on the critical assumption
that the source bits, which XOR directly with the outputs of the
LFSR, are distributed with a biased probability Pr(z; = 1) =
(1/2)—e, where e # 0. Although this assumption usually holds
for natural sources, when the source bits pass through a channel
encoder before they are scrambled, the bias existing in the bit
sequence might become very small. Consequently, the number
of bits required to do the reconstruction becomes exorbitantly
large. To deal with this problem, in this paper, a scheme is pro-
posed to use the property of “dual words”, which are orthogonal
to the codewords generated by the channel encoder, instead of
the bias existing in the encoded bit sequence, to achieve recon-
struction of the scrambler. It can be observed that by using the
proposed scheme, the number of bits required for reconstruction
is reduced drastically.

The paper is organized as follows. In Section II, Cluzeau’s
algorithm is reviewed. In Section III, the bias existing in the
encoded bit sequence after a channel encoder is analyzed. In
Section IV, the scheme to recover the feedback polynomial as
well as the initial state of the LFSR in a linear scrambler placed
after a channel encoder is proposed. In Section V, the problem
of reconstruction of the scrambler in the presence of channel
noise is investigated. Some security propositions are given in
the concluding section in Section VI.

Yr = Ly D 8¢
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Fig. 1. Structure of synchronous scrambler.

—— Q(X) is not a multiple of P(X)
-— - —-Q(X) is a multiple of P(X)

Probability

Fig. 2. Distributions of Z.

II. CLUZEAU’S ALGORITHM FOR RECONSTRUCTING A
SYNCHRONOUS SCRAMBLER

In a synchronous scrambler, s; is generated independently of
a4 and vy, as shown in Fig. 1.

Instead of brute force searching for the feedback polynomial
P(X) directly, Cluzeau’s algorithm searches for sparse multi-
ples of P(X) with the degree of the sparse multiples varying
from low to high. After two multiples of P(.X') are detected, it
returns the nontrivial greatest common divisor (gcd) of the two
detected multiples as the detected feedback polynomial. The
determination of whether a sparse polynomial is a multiple of
P(X) ornot is based on a statistical test on the absolute value
of a variable Z, which is given by

N-1

7= % o

t=ig_1

2

where z; is a modulo 2 summation of d scrambled bits, i.e.,
= D vy, (0< iy <ip <+ <ig1),and N is
the number of bits required for the reconstruction. Let Q(X) =
1+ %71 X%, When Q(X) is a multiple of P(X), we have

j=1
d—1 d—1
z2p =Y D @yt_;, =z ® @mt_i, 3)
j=1 j=1

since s; P @j;i s, =0 and y; = x+ & s;. According to
the statistical analysis results given in [1], z; is biasedly dis-
tributed with Pr(z; = 1) = (1/2)[1 — (2¢)4], if the input bits
are biasedly distributed with Pr(z; = 1) = (1/2) — e, where
e # 0. Consequently, the value of 7, i.e., Z?:;l{l (-1)* =
(N —idg1) — 2 Z;V:jj—l z¢, is Gaussian distributed with the
mean value p1 given by

p=(N —ig_1)(2)" )
and the variance o2 [5] given by
0% <(N —ig1) [L+d((22) — (26)*%)] . (5)

It can also be shown that when Q(X) is not a multiple of
P(X), Pr(zz = 0) = 1/2, implying that Z has a Gaussian
distribution with the mean value 0 and the variance N — ¢4_1.
The two distributions are depicted in Fig. 2.

From Fig. 2, it can be observed that when the two distribu-
tions of Z have a small enough intersection, a threshold T’ can
be used to determine whether Q(.X') is a multiple of P(X), i.e.,
when |Z] < T, Q(X) is not a multiple of P(X); otherwise,
(Q)(X) is a multiple of P(X). The threshold T" and the number
of bits required for the reconstruction N depend on two factors,
i.e., the false-alarm probability Py and the nondetection proba-
bility P,. Let

a—@l(ﬁ)—L (6)
B 2) N —iga
and
b= —o-1(p) = L1l )
a

where ¢ denotes the normal distribution function. From (6) and
(7), it can be derived that the threshold T is

a{a + boy)
T = Heton) 8
e ®

and the number of bits required for the reconstruction is

((J, + 55'1)2

N =1i4_
1q-1+ (22)24

(€))

where ; is the normalized upper bound of o, which is given by

o1 =/ [L+d ((2)? — (20)22)]. (10)

More detailed description of Cluzeau’s algorithm can be found
in [1] and [5].

III. BIAS AFTER CHANNEL ENCODER

In many communication systems, error correcting codes
are used to combat errors introduced by the communication
channel. In this work, we considered the case when the channel
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Fig. 3. Chain of scrambler and channel encoder.

encoder is placed between the source and the scrambler as
shown in Fig. 3.

In the following, the bias existing in the encoded bit sequence
after a channel encoder will be analyzed. Two commonly used
error correcting codes are considered, i.e., linear block code and
convolutional code.

A. Bias of a Bit Sequence After a Linear Block Encoder

Generally, for a (n, k) binary linear block code C, where &
is the number of information bits and » is the number of coded
bits, a £ X n generator matrix can be defined by the following
k x n array:

[ o '| [ 70,0 Jo,1 Jo,n—1 '|
g1 91,0 J11 gin—1
Gb ) \; . | ) \; .
gk-1 Gk—1,0 Gk-1,1 Gk—1,n—1
(1)

where ¢; ; = (0 or 1) and go,g1 ... gx_1 are linearly inde-
pendent n-tuples that form a basis for C. Considering a k-tuple
message, i.c.,

x = (Lo, T1,- ., Tp_1),

the encoder transforms the message x independently into an
n-tuple codeword ¢ = (¢p, ¢1,...,¢n_1) by

go
(12)

c=x-Gp = (20, 1., Th_1)

gkx-1

Any encoded bit ¢; (¢ = 0,1,...,n — 1) can be written as a
linear binary summation of the message bits, i.e.,

Ci = g0,iTo D g1:T1 D B Gr-1,iTk-1- (13)

Suppose the source bit sequence is produced by a bi-

ased and memoryless source with bias ¢, and the number of

nonzero terms (the weight) in the ith column of Gy, is L;

(i =0,1,...,n — 1), then the probability that ¢; = 1 is given

e £ (5

I8

[1-(25)%].

(14)

[\DlHN

According to (14), the bias existing in the ith encoded bit ¢; is
g, = 1/2(2e)ti. As L; > 1 ande < 0.5, we have ¢, < «.

TABLE I
Bias AFTER SOME BCH ENCODERS

(n,k) Code rate | Bias obtained | Bias obtained

by (16) by simulations
74) 0.57 0.057 0.059
(15,11) 0.73 0.073 0.073
15,7) 0.47 0.047 0.048
(31,26) 0.84 0.084 0.084
(31,21) 0.68 0.068 0.068
(31,16) 0.52 0.052 0.052
(63,57) 0.90 0.090 0.091
(63,51) 0.81 0.081 0.081
(63,45) 0.71 0.071 0.071
(63,39) 0.62 0.062 0.062
(63,36) 0.57 0.057 0.059

The bias existing in the whole encoded bit sequence, €., can be
expressed by

n—1 —

I Y

1=0

(15)

From the above equation, it can be observed that the bias ex-
isting in the encoded bit sequence is less than or equal to the
bias existing in the bit sequence before the encoder. Consider
the systematic encoder, for which Ly = Ly =--- =Ly =1
and Ly, Lp41,+, L1 > 1. The bias existing in the encoded
bit sequence can be roughly estimated by

n—1 n—1

- Zevl = e+ L Z(?e)Li o~ %5.

i=k

(16)

To verify (16), the bias existing in the bit sequences of the
output of the BCH encoders are obtained by computer simula-
tions and results are shown in Table I. In each simulation, a bit
sequence which contains 10000 x % information bits is input
into a BCH encoder (systematic encoder) and the simulation is
repeated 100 times. The bias existing in the bit sequence before
the encoder is set to 0.1. From Table I, it can be observed that
the bias after the BCH encoder determined by the simulation re-
sults matches very well with that computed by (16).

B. Bias of a Bit Sequence After a Convolutional Encoder

An (n, k, m) convolutional code, where k is the number of
information bits, » is the number of coded bits and m is the
constraint length, can be defined by a £ X n generator matrix
G, which consists of &£ x n binary “impulse responses” gj(l),
where i denotes the ith input (0 < ¢ < k) and j denotes the jth

output (j < j < n), i.e
(0) o (0)
1

g 8n-1
(1) (1) (1)
g g gn-
Gc—(GO- anl) 0 1 : ' ’
(17)
where
5 = (17047, - 1). )
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Fig. 4. Dot product of a dual word of a linear block code with the received bit sequence.

TABLE II
BIAS AFTER SOME RATE 1/2 CONVOLUTIONAL ENCODERS

m Go G Bias obtained Bias obtained
by (20) by simulations

3 111 101 0.012 0.012

4 1111 1011 0.0024 0.0024

5 10111 11001 0.0024 0.0024

6 101111 110101 4.8¢ — 4 4.8¢ — 4

7 1001111 1101101 1.6e — 4 1.6e — 4

8 10011111 11100101 9.6e — 5 9.3¢ — 5

9 110101111 100011101 8.3¢ — 5 7.6e —5

Supposing the bit sequence at the ¢th input of the convolutional
encoder is X; = (w;0,%i1,-.-), the bit sequence at the jth
output is given by

k—
cj = Xo*gj(())@xl*gj(l)@. ‘ '@Xk‘l*gj( K

k—1 .
= in*g‘io)a

i=0
(19)
where * is the convolution operation. Suppose the number of
nonzero terms in gj(l) is L; , then the bias of the whole encoded
bit sequence, .., can be expressed as

(20)

Ecc =

To verify (20), the bias existing in the bit sequences after
some optimum rate 1/2 convolutional code encoders [17] are
obtained by computer simulations and results are shown in
Table II. In each simulation, a bit sequence which contains
1,000,000 information bits is input into a convolutional encoder
and the simulation is repeated 1000 times. The bias existing in
the bit sequence before the encoder is assumed to be 0.1.

From Table II, it can again be observed that in general, the
bias existing in the bit sequence after the sequence has passed
through a convolutional encoder is very low as L—,y 4 is normally
> 2.

IV. RECONSTRUCTION OF THE SCRAMBLER AFTER
A CHANNEL CODE

In the last section, our analysis shows that after passing
through a channel encoder, the bias existing in the bit sequence
drops, especially when convolutional codes are used. In this
section, a novel scheme for reconstruction of the feedback
polynomial and initial state of the LFSR in a scrambler which
is placed after a channel encoder is proposed. This scheme

exploits the property of dual words instead of the bias existing
in the encoded bit sequence. In the following, the reconstruc-
tion of the scrambler placed after a linear block code will be
considered first and after that, the proposed scheme will be
extended to the case of convolutional code.

A. Reconstruction of the Scrambler After Linear Block Code

1) Reconstruction of the Feedback Polynomial of the LFSR:
Consider a {n, k) binary linear block code C with & x n generator
matrix Gp,. Rows in Gy, form a basis for C. The parity-check
matrix for C is a (n — k) x n matrix Hy, whose rows span the
dual code C, i.e.,

hoo ho1 hon-1
hl,o hl,l hl,n—l
H;, = ) 2D
hn,fk‘fl,() hnfk'fl,l hnfkfl,n,fl
and Gy, - HL = 0. ho, hy,....h,_k_1 denote rows

0,1,...,n — k — 1 in Hp and they are called dual words
of C.

To use the property of dual words to reconstruct the feedback
polynomial of the LFSR, firstly, the received bit sequence y =
(Y0, y1....) is divided into blocks yo,y1.- .., with each block
containing 7 bits, i.e., Y+ = (Ynt, Yni+1,-- -+ Ynsr1)t—1)- Then,
a new sequence r = (rg,71,...) can be generated, in which
each bit r, is the dot product of y; with a dual word, say hg, as
shown in Fig. 4.

From Fig. 4, it can be seen that

n—1
70 =Yo0 - ho = Z% ho i
=0
=yo-hoo®yr-ho1® - DYn_1-hon_1
n—1
71 =y1 -hg = Z Yn+i ho,i
i=0

=Yn 00 B Ynt1-ho1 P B yra—1-hon-1

(22)
Asyr = ¢t b sg, (= 0,1,2...), where ¢; is the n-tuple

codeword at time index ¢ and s¢ = (8¢, Sntt1y-- - Sn(t+1)71)
are the outputs of the scrambler, we have

i =Yt ho =cy-ho ®sy-hg. (23)
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According to the property of dual words, ¢t - hg = 0; therefore,
7¢ can be written as

r+ =yt -hg = s¢ - hp, (24
ie.,
ro =50 hoo®s1-ho1 @ - Dsp_1-hon-1
1 =5n oo ® Snt1 ho1 D D S2n_1hon_1
(25)

Proposition 1: For a set of d — 1 integers (0 < i1 < i3 <
s igoy), i Dy, Bre_iy @ By, , =0 forany
t > ig_1,then 1 4+ X" 4 X2 4 ... 4 X"l i5 3 multiple
of the feedback polynomial P(X).

Proof: According to (23), r; can be written as

Tt = Snt * h0,0 5] Snt41 hO,l G- D Sn(t+1)—-1" hO,'n—l' (26)
Similarly,

Tt—i1 = Sn(t—41) - hoo @ Sn(t—iy)+1 " o1 D

D Snt—ii+1)-1  hom—1

Tioig_y = Sn(ti—ig_1) " P00 ® Snit—iy_1)+1 - ho1®
B Sn(t-iy 1411 hon-1. (27)

Therefore,
Ty Oy ® BTy,
= (Snt@'gntfnil b-- '@sntfnid_l) : h0,0
©® (S'nt-l—l ®<‘;rtt+l—rL'i1 - - ‘@Snt—&-l—nid,l) : hO,l@' s
® (Sn(t—i—l)fl EBSn(t—i-l)flfnil D '@Sn(t+1)717n,id,1)

. ]207"_1. (28)

As hg is a dual word, hog,ho,1,- .-, hon—1 cannot be all
0. Therefore, 74 & r¢—i; B re—y, B - B 15, , = 0 only
holds when s & sg_piy B - P Sp—niy,_, = 0, 1€, 5 =
Shoniy @ B8k _ni,_, . Iltmeans [+ X1 X2 4. X a1
is a multiple of the feedback polynomial P(X). O

It is interesting to note that since the encoded bits are removed
according to (24), the sequence r can be taken as a combina-
tion of some nth decimated sequences of the original sequence
produced by the LFSR. Some properties of such a decimated
sequence have been found in [19]. Actually, proposition 1 can
also be proved by using properties of the decimated sequence
proposed in [19].

From Proposition 1, it can be observed that when the se-
quence r is obtained, Cluzeau’s algorithm, with only minor
changes, can be applied to r to find the feedback polynomial
of the LFSR. In the following, the scheme to determine the
feedback polynomial of the LFSR in a scrambler placed after
a channel encoder is described:

1) Divide the received bit sequence y = (ya.y1,...) into

blocks yg,¥1,- - -, with each block containing 7 bits.

2) Generate a new bit sequence r, in which each bit r; is the

dot product of the received block with a dual word.

3) For (i1,...,%q-1),0 < 41 < ... < ig_1 < D, compute

the number of bits in r, NV,., required for the summation of

—— Q(X) is not a multiple of P(X)
— - — - Q(X) is a multiple of P(X)

Probability

Fig. 5. Distributions of Z.

Z. How to compute V,. will be described later. Let N. =
idfl + JVT"

4) Tnitialize Z with Z = 0.

5) For f varying from ¢4_1 4+ 1 to N., compute

d—1
/‘Zt:Tt@@thij (29)
j=1

and

Z=Z7Z+(-1)* (30)
6) If Z = N,,store Q(X) =1+ Z?;i X'%™ in a table.
7) For Q'(X) # Q(X) in the table, compute the nontrivial
greatest common divisor (ged) of (Q(X), Q'(X)).

Steps 1 to 4 are repeated until a ged (Q(X), Q'(X)) = P(X)
(P(X) # 1) is found or all combinations of (i1, ...,i4_1) are
tested.

The scheme proposed above is based on the fact that if
QX)=1+ Zf;ll X% is a multiple of the feedback poly-
nomial, z; will always be 0 for ¢ varying from ¢4z _; + 1 to N,
and therefore, the value of Z should be N.—i4.1 = N,.. If
QX)) =1+ Zf;% X% is not a multiple of the feedback
polynomial, Pr (3, = 1) = 0.5 and Z will be Gaussian
distributed with the mean value 0 and the variance NN,. The
distribution of Z is shown in Fig. 5.

Similar to Cluzeau’s algorithm, the number of bits in r used in
the summation of Z, N,., will affect the false-alarm probability
Py and nondetection probability F,. As shown in Fig. 5, the
value of Z is always equal to N, when Q(X) is a multiple of
P(X). That means £, = 0 when the proposed scheme is used.
The false-alarm can happen only when Z = N, but Q(X) is
not a multiple of P( X'}, and the probability is given by

Py=Pr (Z:N,,|When Q(X) is not a multiple of P(X))
1 ww?
= e 252
2ro?

e
V21N,

| 1=0,02=N,.

-]

N,
-T2

(€2))
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TABLE III
SIMULATION RESULTS FOR RECONSTRUCTION OF SCRAMBLERS PLACED AFTER LINEAR BLOCK CODES
Code type Feedback polynomial Detected multiples N Ne
a8 +at+ad+a?+1 2112 4 27 1, 2266 4 245 4 1 2065
Hamming(7,4) 9 4+ 26 f 24+ 23 +1 182 4 77 1, 1294 4 291 + 1 3.7e7 2408
210+ 20 b a3+ a2 ta+1 | 239 282 41, 2490 4 227 1 3780
8 + x4 + 3 + 2 +1 2150 + 2120 + x5 + 230 +1, 3225
2165 4 275 4 260 4 215 4 g
BCH(15,11) 9 + 26+ x4 43 +1 180 4 165 4 290 4 275 | 1, 9.5e6 3900
2210 | 4150 4 075 4 245 4 |
210 4 06 b 3 a2 4+ 1 2195 4+ 1160 4 1056 4 260 1 1, 4800
2270 | 2150 | 2120 4 215 4 q
Wttt ad+a2+1 248 4 155 4 293 4 562 4 1 14043
2103 | 155 | 4124 4 203 |
BCH(31,26) 9 + a6+t + 23+ 1 1372 217 186 31 1, 4.1e6 | 15004
2434 | 2310 4 262 4 031 4
20 426+ b+ a3+ a2+ +1 310 + 217 4 165 4 93 4 1, 20770
2620 | 7465 4 262 4 431 4

It can be observed that a small value of V., say 50, can already
make Py < 107!, The total number of bits in r used in the
reconstruction is ¢4_1 + /V,.. According to (22) and Fig. 4, each
bit in r is a dot product of a dual word with a received block
consisting of n bits. Therefore, the total number of bits required
by the proposed scheme is

N, = (ig_1 + No)n = (ig_1 + 50)n. (32)

Comparing (32) with (9), it can be observed that the number
of bits required to do the reconstruction by the proposed algo-
rithm does not depend on the bias ¢ anymore. Obviously, when
¢ is small, it is most probably that N, < N. To show this fact
clearer, the proposed algorithm is applied to reconstruct some
feedback polynomials of LFSR in synchronous scramblers
placed after different linear block codes. The number of bits
required by the proposed algorithm (N, are shown in Table II1.
The number of bits required by Cluzeau’s algorithm (N) are
also shown in Table III for comparison. In the simulation, it is
assumed that the bias existing in the bit sequence before the
block encoder is 0.1 and d = 3. For Cluzeau’s algorithm, it is
assumed that Py = 10~7 and P, = 10~°. For the proposed
algorithm, it is assumed that N, = 50, which will lead to
P, =0and Py < 1010,

From Table III, it can be observed that the number of bits
required by the proposed algorithm to do the reconstruction is
much lower than that required by Cluzeau’s algorithm, espe-
cially when Hamming (7,4) code is used. This is because the
property of the dual word is exploited by the proposed algorithm
instead of the bias in the encoded bit sequence. Since the code
rate of Hamming (7,4) code is the lowest among the 3 types of
codes shown in Table III, the bias existing in the encoded bit
sequence is also the lowest, and the number of bits required to
do the reconstruction is the longest when Cluzeau’s algorithm
is used.

It should be noted that in Table III, the gcd of the two de-
tected multiples is normally not the feedback polynomial but
a multiple of the feedback polynomial. Suppose the ged of the
two detected multiples is F'(X). To find the correct feedback
polynomial, F'(X) is firstly factorized. The correct feedback
polynomial can then be found by descrambling the bit sequence
by using each polynomial factor of F'(X') respectively, and see

which one would lead to a descrambled bit sequence that sat-
isfies the condition that the dot product of each codeword in
the sequence with the dual words h;, i = 0,1....,n —k — 1
equals to 0. For example, the first two detected multiples in
Table 1T are '™ + z7 + 1 and %25 4 424 + 1. Their ged
is 56 + 242 4+ 235 4+ 22! + 1, which is the product of 3 poly-
nomial factors 2% + 229 + .-+ 1, 2> + 2% +-.- + 1 and
2% + 2% + 23 + 22 + 1. After descrambling the bit sequence by
each polynomial factor, it is found that only 2% 4+ 2* + 23422 +1
leads to a sensible descrambled sequence. Hence, it is the cor-
rect feedback polynomial.

2) Reconstruction of the Initial State of the LFSR: After the
feedback polynomial of the LFSR is determined, to descramble
the received bit sequence, the initial state of the LFSR needs
also to be recovered. In the following, a scheme to determine
the initial state of the LFSR is described. This scheme is sim-
ilar to the scheme proposed in [4], which also uses the encoder
redundancy to determine the initial state of the LFSR.

Suppose the feedback polynomial of the LFSR is denoted by
P(X)=1+4+a1 X +as X%+ --+ar XL, where L is the degree
of the feedback polynomial and a; € {0, 1}, then the output of
the LFSR at time index ? is

L
8¢ = WiSe . (33)
i=1
Suppose the state of the LFSR at time index £ is
Si = (8t St41 Si42 Seyr_1)" 34)
and a transition matrix F' is defined as
0 1 0 ... 0 0
0 0 1 ... 0 0
F=1: : : VR (35)
0 0 0 ... 0 1
1 ap1 a9 ... as

According to (33) and the property of the LFSR, the LFSR state
at time index £ + 4, (¢ = 0,1,2,...) can be written as

Sii=F"-8,. (36)
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Let the 1 x L array U be defined as

uv=(1 0 0 --- 0), (37)
s¢ can then be calculated by
5 =U-8;=U-F"-8S,. (38)
According to (26) and (38), ¢ can be rewritten as
ro=U-80-hgo @ U-S1-ho1 ®--- B U-Sy_1-hon1
=U-(Iy, hoo@F-ho1® - &F" " hyn 1)-So  (39)
where Iy, is a I X L identity matrix. Similarly, 7,72, ..., 7 can

be rewritten as

ri=U- (I -hoo®F -ho1@---BF" 1 hg, 1) - F"-Sg
ro=U - -(Ir - hoo®F  ho1D-- MY A hom—1) - F? .8,

re=U-(Ir - hoo@BF -hy18-- oFt. ho,n-1)
. Ftn . SO~
Suppose G is a L x L matrix that is given by

U-(Ip-hoo®F ho1--- ®F" 1 hgn_1) F"
U-(Ip hoo@®F -ho1--®@F" 1 hgpq) F?

(40)

G:
U-(Iy, hoo@F hgy - @F" 1 hy, 1) Fn
(41)
Then the initial state Sy can be calculated by
So=G ' (ro 7‘L—1)T- (42)

In many cases, there are more than one dual word for an error
correcting code. According to (41), for the same feedback poly-
nomial and different dual words, the matrices (¢ are different.
For each G and vector (rg 1 --- rr_1), an initial state Sy can
be obtained by using (42). Obviously, if the feedback polyno-
mial is the true feedback polynomial of the LFSR, S obtained
from (42) are the same no matter which dual word is used. Oth-
erwise, Sy obtained from different dual words are most likely to
be different. This property can be used to determine the correct
feedback polynomial of the LFSR without descrambling the bit
sequence.

B. Reconstruction of the Scrambler After a Convolutional
Code

Similar to linear block code, the generator matrix G, of

a (n,k,m) convolutional code generates a vector space of
dimension & over the finite field G#'(2). This vector space
has an orthogonal space of dimension »» — k& and any element
(heo,he1,...,hen 1) in this space satisfies the property:
) hc,nfl)

Y a gl xhey=0Vi€ [0,k —1]. (heo. hen, ...
can therefore be “translated” into a “dual word”. Suppose

hey = (b hig- -,hffj—l) where i ; = (0 or 1). The
binary vector
he = (Ao BT R R, )

of length n x 7 will be the corresponding dual word.
After the dual word is obtained, the rest of the steps for re-
construction of the feedback polynomial and initial state of the

Coded sequence

o [wo [.. .. T [ T [ [ [ [ [ [ [ T.]

o——1 [1 Jo [1 Jo Jo

[t 1 J1 1 ]

e—1 [1 o J1 Jo Jo 1 J1 J1 J1 |

Fig. 6. Dot product of a dual word of a convolutional code with the received
bit sequence.

LFSR are the same as those used for the linear block code. The
only difference is that the received bit sequence is not divided
into blocks. In fact, the dual word will be orthogonal to any seg-
ment of n X m bits in the coded sequence, when the starting
offset of the n x m bits is n or a multiple of n. An example of
the dot product of the dual word of a convolutional code with
the received bit sequence is shown in Fig. 6.

In Fig. 6, the convolutional code is a (2,1,5) convolutional
code with generator matrix [11011 11001]. It is found that the
dual word of the convolutional code is 1101001111. As shown in
Fig. 6, r; is generated by making a dot product of the dual word
with 10 bits in the coded sequence at time index ¢. For every
increase of the time index #, the starting offset of the 10 bits
will be increased by n = 2 bits. To see the effect of the pro-
posed algorithm clearer, it is used to reconstruct some feedback
polynomials of LFSR in synchronous scramblers placed after
different convolutional codes with optimum distance spectrum
[18]. The multiples detected and the number of bits required by
the proposed algorithm are shown in Table IV. The number of
bits required by Cluzeau’s algorithm are also shown in Table IV
for comparison. The setting of parameters for the simulation are
the same as before.

From Table IV, it can be observed that the reduction of the
number of bits required to do the reconstruction is very signifi-
cant. This is because firstly, as described previously, the bias ex-
isting in the bit sequence after the sequence has passed through
a convolutional encoder is very low, and consequently NV is very
big according to (9). Secondly, for convolutional code, the value
of n is usually very small (< 10), and consequently NV, is small
according to (32). Therefore, the proposed scheme is the most
suitable for convolutional code as the number of bits required
by it to do the reconstruction is very small.

V. RECONSTRUCTION OF SCRAMBLER WHEN CHANNEL
NOISE IS PRESENT

In the previous sections, it is assumed that the channel is
noiseless, i.e., there is no error in the received bit sequence.
In practical situations, there is usually noise in the channel and
some of the received bits will be wrong, as shown in Fig. 7.
When channel errors are present, the dual words are no longer
completely orthogonal to the received encoded bit sequence and
the scheme proposed in Section IV cannot be applied directly.

Suppose the channel is modelled as a binary symmetric
channel (BSC). The probabilities that the channel error
e is equal to 1 and 0 are Pr{e = 1) = p = 0.5 — 48
and Prle = 0) = 1 — p = 0.5 4+ & respectively. Let



LIU et al.: STUDY ON RECONSTRUCTION OF LINEAR SCRAMBLER USING DUAL WORDS OF CHANNEL ENCODER

549

TABLE IV
SIMULATION RESULTS FOR RECONSTRUCTION OF SCRAMBLER PLACED AFTER CONVOLUTIONAL CODES
Code type Feedback Detected N N¢
polynomial multiples
Convolutional 8 +xd a3 +x2+1 42 4+ 220 11, 250 4 22 41 200
(2,1,5) 9+ 26 + 2% 23+ 1 72 4 38 + 1, x84 4 £10 11 7.3el5 268
code 210 426+ ab 43+ 2+ 41 216 + 14 + 1, 2130 4 240 + 1 360
Convolutional 8+t + 3+l +1 33 + 216 1, 2120 4 29 + 1 540
(3,1,5) 9 + 26 + x4 3 + 1 1832 4 123 1 177 4 2165 1 | 5.8el6 681
code 204 a8+ b3+ a2+ x4+ 1 | 2166 4 966 41, 2228 4 135 4] 834
Convolutional 8+t + a3 +x2+1 284 4+ 740 4 1, 2100 4 24 4 1 600
(4,1,5) 9+ 26+t + 3+ 1 14 276 1 1 2168 120 ] 1.9¢17 | 872
code 210 4 26 4+ o5 4 23 4 2 4+ 2 4 1 92 4 128 4 1, 1260 4 280 4 1 1240
Source X Channel Ce Ve N4 e Similarly,
Encoder Encoder <
St e Tf—il = (Sn(t—’il) ® e’n(t—il))
Scrambler ‘ ‘ Channel Noise ’ }7'0,0 © (sn(t*i1)+1 © en,(t7i1)+1)

Fig. 7. Chain of scrambler, channel encoder, and channel.

the n-tuple channel errors at time index ¢ be denoted by
et = (Cnt, Crttt, - C(n+1)t71); the n-tuple received code-
word with errors, yy, is given by
Ve = ¥t D e (43)

Since y¢ = ¢t & st, the dot product of the dual word hg with
the received bit sequence is given by

r{=ys h =ci-hi Dse-hj Bec-hi. (44
According to the property of the dual word, we have ¢y -h3 = 0;
therefore,

1y = (s et) - hy, (45)
ie.,
ro = (s0®eo) hoo®(s1der) ho1®
- D (Snfl 2] en,fl) . h'O,nfl
] =(sn ®en) hoo® ($nt1 D ent1) ho1®
@ (52n—1 P e2n—1) - hon—1
(46)

Proposition 2: Suppose Z{ = r{ &ri ;, dri,;, & B
7 4, (E>4g-1). When 1+ X1 4 X2 ... 4 X1 g
not a multiple of the feedback polynomial P(X),Pr(zZf = 1) =
1/2. When 1 + X™ 4 X™2 ... 4+ X™4-1 is a multiple of
P(X),Pr(zf = 1) < 1/2[1 — (28)“4], where w is the weight
of the dual word and 6 = 0.5 — p (p is the channel crossover
probability).

Proof: For linear block codes, r§ can be written as

Tf = (Snt ©® ent) N h0,0 5> (Snt+l o] ent+1) * hO,l@

AR (sn(t—i—l)fl ) 6n(z‘,+1)7l) : h’O,nfl~ (47)

cho1 @ B (Su—i 1)1 D ent—int1)-1)

: h(].,nfh

7i§*"‘/d—1 = (S’H(t*id—l) ® e"(t*id—l))
o0 ® (Sngt—is )41 P €n(t—ia 1)41)
o1 @B (-S’n(t—i,,,1+1)—1 & en(t—id,1+1)—1)
“homn—1- (48)
Therefore,

ZpEr O, O, @By,
= (Snt ¥ Snt—niy DD Snt—'nid_l) ' hU,O
D (ent D Ent—niy DD entf'nid,l) : }7'0,0
& (S'nt+1 b Snt4+1—niy SR Snt—‘,-l—n'id_l) : hO,l
D (entJrl & Enttl—niy S b ent+17'nid,l) . h0,1

@ (Sn(t+1)—1 DD Sn(t+1)—1—md,1) “hono1
@ (en(t-‘,—l)fl G- D Cn(t-‘,—l)flfnid_l) : hO,n—1~ (49)
According to the property of the LFSR, when 1 + X nir g
X2 .4 X™4-1 js not a multiple of P(X), and as Pr(s; =
1) = 1/2, it is apparent that Pr(z{ = 1) = 1/2. When 1 +
Xraqp Xz 4 X4t jsamultiple of P(X), D85 —niy D
- B 8p_ni,_, = 0 forany k£ > niy_1 and we have

gte = (ent S Ent—ni, B--D entfnzﬂd,,l) ' h(),(]
7 (ent+1 b---P ent—f—lfnid_l) . th,l b
S (6'rz(t+1)—1 SERRNS> e'u(t—l—l)—l—nid_l) . h(),nfl' (50)

In (50), z; is a modulo 2 summation of wd channel errors ¢,
where w is the weight of the dual word. Similar to (14), it can

be derived that
wd 1 wd—1
wd 1 1
Z. (l > <5_5> (5+5>
1,3,...

[1-(26)"7]. (51)

-~
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For convolutional codes, similarly, z7 is a modulo 2 summa-
tion of wd channel errors ¢. However, according to Fig. 6, some
of the channel errors might be overlapped; therefore, we have

1

Pr(zi=1)<3 [1— (26)+1]. (52)

O
> i N . .
Suppose Z. = >, : 1 2f,where Ny is the number of bits

in r required for the reconstruction when noise is present. Ac-
cording to Proposition 2 and the scheme described in Section IV,
when Q(X) = 14+ X™1 4 X™2 4 ... 4+ X™d-1 jsnot a mul-
tiple of P(X), Z. is Gaussian distributed with the mean value 0
and variance N;. Similar to the derivation of the distribution of
Z [5], when Q(X) is a multiple of P(X), it can be derived that
Z, is Gaussian distributed with the mean value j, = NE(268)wd
and variance 02 < NE[1 + d((26)%" — (26)2¥?)]. Therefore,
the algorithm proposed in Section IV can still be used with a
minor change in Step 4, i.e., a threshold 7. can be used to deter-
mine whether Q(X') is a multiple of the feedback polynomial.
Similar to Cluzeau’s algorithm described in Section I, when the
false-alarm probability Py and the nondetection probability P,
are given, the threshold 7, can be determined by

02 + acbe/1 +d ((26)2% — (26)2wd)

T. = 53
where
T,
c=07 1 - Pp)= 2 54
Qe ( f) \/W ( )
and
Te — He
—be = & H(P,) = =t (55)
065

From (54) and (55), it can be derived that the total number of
bits /VS used in the reconstruction is given by

Ni=n(iq-1+N;)

(ae—i-be\/l—l—d (2627~ (25)%@))2
(28)2d

=n | tg_1+

. (56)

In Figs. 8 and 9, the numbers of bits required for reconstruc-
tion when channel noise is present are shown for different error
correcting codes and channel error probabilities. It is assumed
that d = 3, Py = 10~7 and P,, = 10~°. The feedback polyno-
mial is assumed to be 2% + z* + 22 + 2% + 1.

From Figs. 8 and 9, it can be observed that the number of
bits required to do the reconstruction when channel noise is
present is larger, as compared with that required in a noiseless
condition. The larger the channel error probability, the larger
the number of bits required to do the reconstruction. Another
factor which affects the number of bits for the reconstruction
is the dual word weight w. Obviously, with the increase of w,
the number of bits required will increase accordingly, especially
when the channel error probability is large. Therefore, for the
same error correcting code, the dual word of minimum weight
w is the best choice for the reconstruction.

In practical situations, the number of bits available for recon-
struction is usually limited. In that case, the false-alarm proba-
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Fig. 8. Number of bits required for reconstruction when linear block codes are
used and channel noise is present.

108 .
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Fig. 9. Number of bits required for reconstruction when convolutional codes
are used and channel noise is present.

bility or the nondetection probability will be affected. Suppose
the number of bits in r available for reconstruction is N¢ and
the false-alarm probability is determined in advance, i.e., a. is
determined in advance. The threshold 7, is then given by

T, Ne (57)

= Q¢ *
and the nondetection probability P, can then be calculated by

~ Te - He
P —d <_/)
Te

oo [t VT — Ni(28) R
VNS [+ d((20)2 — (20)20)]
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Fig. 10. Nondetection probabilities versus the number of bits available for reconstruction.

In Fig. 10, the nondetection probabilities versus different
number of bits available for reconstruction are plotted. It is
assumed that d = 3, Py = 10~7 and the feedback polynomial
s+t + 23+ 2241,

For recovering the initial state of the LFSR when noise is
present, some known techniques, such as those proposed in [20],
[21], can be used.

VI. CONCLUSION

In this paper, the problem of reconstruction of the LFSR in a
linear scrambler placed after a channel encoder is studied. The
existing algorithm, i.e., Cluzeau’s algorithm, is very promising
in reconstructing the feedback polynomial based on the assump-
tion that the source bits are biasedly distributed. However, after
passing through a channel encoder, the bias (relative numbers of
1 sand 0 s) in the bit sequence drops, especially when a convolu-
tional code is used, and the number of bits required by Cluzeau’s
algorithm will become exorbitantly large. In this paper, a new
scheme which, instead of relying on the bias in the bit sequence,
uses the orthogonality between the dual words and codewords
generated by the channel encoder is studied. Our analysis shows
that by using this proposed scheme, the feedback polynomial
can be reconstructed much faster, as the number of bits required
to do the reconstruction is reduced greatly, especially when con-
volutional codes are used as the error correcting codes. When
channel noise is added, the above scheme can still be used to
perform reconstruction, as long as the number of bits used to do
the reconstruction is increased accordingly. It is noted that the
larger the channel error probability, the larger the number of bits
required to do the reconstruction.

Based on the above results, it is clear that scrambling the
source bits before applying the FEC offers better protection
against scrambler reconstruction when all else being equal.

Secondly, it has been shown that for a linear block code, the
bias of the binary bits stream before scrambling can be approx-
imated by the product of the bias of the source bits and the code
rate (16). For convolutional encoder, the resultant bias is much
lower (20). However, using dual words of the encoder, our re-
sults show that a convolutional code-linear scrambler pair is
a much weaker pair compared with a linear block code-linear

scrambler pair. This is because any shift of a multiple of n bits
of'a dual word is orthogonal to the coded sequence, and for most
practical convolutional code, 7 is typically a small number.

The work presented in this paper is focused on determining
the scrambler polynomial assuming dual word is known and
word synchronization has been achieved a priori. A more chal-
lenging reconstruction problem would be to reconstruct both the
code and the scrambler at the same time. One possible solution
to this problem is to incorporate a scheme which recovers the
code’s length and achieves synchronization without considering
the scrambler, such as schemes proposed in [10], [11] into the
scheme proposed in this paper. For example, for a short linear
block code or a convolutional code, an exhaustive search can be
used to test all possible dual words and generate all possible r.
Obviously, after applying the scheme proposed in Section IV-A
to r, in noiseless case, only the r generated by the correct dual
word will lead to two different distributions of Z as shown in
Fig. 5. In a noisy condition, the situation is similar. For longer
block codes, more sophisticated schemes need to be used for
recovering both the code and the scrambler at the same time.
Finally, the weight of the dual word plays a key part in the re-
construction, as low weight dual words are easier to be found
and in noisy condition, low weight dual words lead to fewer bits
required for the reconstruction. Therefore, one might consider
using error correcting codes which do not have low weight dual
words. How to find such codes is also an interesting topic for
future work.
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