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Abstract—Key management is an integral part of using dis-
tributed ledger technology (DLT). Previous work has primarily
focused on key management for single-user scenarios on Bit-
coin. Over the last decade, DLT has evolved to commercial and
financial sectors; for example, a new German law allows the
trading of a variety of financial securities via DLT. Instead of a
single-user paradigm, financial institutions follow a multi-user
paradigm. Combining multi-user key management with single-
user key management solutions leads to unique challenges with
usability and security.

We extend current research through a two-stage qualitative
interview study with 13 finance professionals. We investigate
how the technical reality contrasts with perceptions of key
management practices in corporate financial organizations.
Our interdisciplinary study shows, among other things, that
DLT does not meet real-world requirements in this particular
domain. Moreover, it introduces additional challenges in terms
of authentication and auditing.

Our findings suggest that corporate financial institutions
strongly support the adoption of blockchain solutions. How-
ever, to comply with regulatory and operational requirements,
they face additional usability and security challenges, e.g.,
authentication and access control. Better mechanisms or novel
design approaches are required to cover professional environ-
ments. This includes how multiple users can access the same
assets and approve joint transactions.

1. Introduction

Bitcoin’s original goal was to provide “electronic cash
[that] would allow online payments [...] without going
through a financial institution” [37]. Consequently, the user
model of Bitcoin and many other implementations of the
distributed ledger technology (DLT) is based on a single
self-managing user. This is reflected in the transaction de-
sign and key management (e.g., BIP32 [44]). Self-custodial
wallets dominate the market and almost exclusively focus
on the key storage aspect of key management (KM).

Unimpressed by the original goals, the financial sector
discovered cryptocurrencies as an operational field, as well
as the distributed ledger technology that these currencies
are based on — including the blockchain. In 2021, Ger-

man lawmakers allowed the electronic issuance of bearer
bonds on central registers and DLT [6], [26]. And they
changed the German Investment Code [4] to include the
electronic issuance of investment funds on central regis-
ters [5]. Since 2022, investment funds may be issued on
distributed ledgers [7]. This will change the way investment
funds are traded. As a result we expect KM to become a
fundamental part of investment funds trading.

Previous research has focused on different aspects of
single-user usage. Mai et al. [36] looked at mental models
of cryptocurrency systems, while Krombholz et al. [34] in-
vestigated user experiences focusing on security and privacy.
Furthermore, Abramova et al. [8] looked into crypto-asset
users’ risk perceptions and security behaviors. Despite this
and more research, there is no one-fits-all solution for KM in
the single-user case. The amplified interest of the financial
sector in DLT shifts KM challenges from a single user to
multiple users with a higher trading volume. This challenges
current KM solutions which are focused on single users.
Overall, the challenges and requirements of professionally
trading investment funds regarding KM are unknown.

This paper analyzes adoption obstacles for DLT key
management within the financial sector, specifically invest-
ment funds trading and fintechs with a cryptocurrency con-
text. We focus on this sector because it is highly regulated;
hence, even stricter regulations apply here than in other
sectors. Furthermore, it is non-trivial to embed new and
adequate technologies within this context.

We recruited a total of 13 long-time professionals to ex-
plore the challenges of KM within the financial sector. Our
participants all speak German. Most work in Germany, with
a few in non-German jurisdictions. We focus on employees
working at investment funds, fintechs, or crypto start-ups, as
they have cryptocurrency experience. This way, we include
the unique views and perspectives of employees working for
more established and newer financial institutions.

Our methodology follows an iterative inductive ap-
proach, split into two stages. The first stage (A) focused
on key storage in a hypothetical context of DLT-traded
investment funds. It broadened our understanding of the
problem space and lead to the following research questions.

RQ1 Within the financial sector, what DLT key manage-
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ment requirements do finance professionals have?
RQ2 Which security and secrecy requirements for DLT

key management in financial applications do financial
institutions have?

RQ3 Which attacker and threat types have an impact on
DLT key management in financial institutions?

RQ4 What are the areas of tension between the require-
ments of finance professionals, security requirements,
and the technical abilities of state-of-the-art DLT?

In the second stage (B), we took a more holistic view
of KM for distributed ledgers within the financial sector,
with a focus on Bitcoin. We chose Bitcoin since it is the
best-known and most commonly used implementation of a
cryptocurrency on a blockchain.

Our results show that participants concentrate on the use
cases of several people (1) needing access to the same assets
and (2) agreeing to transactions. Access management of
distributed ledgers is a big issue in finance environments. Its
implementation is non-trivial due to differing requirements
across domains, such as usability and security and the
established procedures and infrastructure.

The rest of this paper is organized as follows. Section 2
provides background knowledge on the financial sector and
key management. Section 3 gives an overview of related
work. Section 4 introduces our methodology while differ-
entiating between stage A and stage B. In Section 5, we
describe the results of our studies and answer the research
questions. Section 6 puts our results into perspective and
discusses possible future work

2. Background

2.1. Financial Sector
In order to have a common understanding of the goals

of this paper, we describe some key terms related to the
financial sector. Further background on current legislation
around investment funds trading based on DLT is available
in Appendix A.
• The finance sector is a big part of the global economy

encompassing banking institutions, investment firms, in-
surance companies, fintechs, and several others [11], [32].
In this paper, we will focus on banking and investment
firms as well as fintechs.

• A finance professional/expert has professional and/or
technical expertise in a field related to the financial sector.
For this paper, this includes both economics as well as
computer science backgrounds.

• An investment fund invests the funds of its investors in
a predefined way and gives out share certificates.

• A financial application is an application that enables the
user to perform financial transactions within their specific
work context.

• Know-your-customer (KYC) regulations require screen-
ing of new customers, possibly aided by technology-based
background checks [22]. The goal is the prevention of
money laundering and terrorism funding.

• The four-eyes principle is an internal control mechanism.
It requires two persons to approve an action. This is a
common practice to minimize risk and misuse [16].

Four actors are relevant to the immediate environment of
KM in the financial sector:
• For the scope of this paper, the financial institution is the

owner of any assets owned in cryptocurrencies. It is the
legal entity that may commission an employee to perform
tasks or enter and maintain a contractual relationship with
an intermediary.

• An employee is a finance professional employed by the
financial institution and is commissioned to perform tasks
on its behalf. These tasks may include trading cryptocur-
rencies and thus using asset keys related to cryptocurren-
cies owned by the financial institution.

• An intermediary is a legal entity that can enter and main-
tain a contractual relationship with a financial institution.
The financial institution may delegate or outsource certain
tasks like KM to the intermediary.

• A regulatory and oversight authority, like BaFin in
Germany (see Section 4.5) is responsible for the regula-
tion of financial service providers, custodians, and other
companies working within the financial sector. It can
provide licenses for different areas of responsibility.

2.2. Key Management
An often neglected problem in the context of cryptog-

raphy is key management (KM). It is the primary enabler
of encryption in real-world applications. In cases such as
secure transmission for web browsing with HTTPS, the
industry found ways to make KM opaque to the user [23].
In other cases – like cryptocurrency trading – the end-user
typically has more obligation regarding key handling – such
as generation or custody. This section briefly covers the
basic building blocks of KM and digital signatures that are
needed for the rest of the paper.

A digital signature is a type of public-key cryptographic
algorithm. It is used in Bitcoin to irrevocably tie trans-
actions to a key pair. We will focus on KM for digital
signatures. KM, as defined by Baker [12], describes “the
activities involving the handling of cryptographic keys and
other related key information during the entire life cycle of
the keys, including their generation, storage, establishment,
entry and output, use, and destruction.” It is important to
stress that KM is a combination of different key-related
aspects, including key usage and storage. The goal of KM is
to generate, store, distribute, use, and revoke cryptographic
keys (integrated into enterprise processes) while keeping
the private key secret. KM is not necessarily equal to a
(cryptocurrency) wallet, but a wallet may be used as a simple
tool for KM.

2.2.1. Key Usage. For digitally signing a transaction, one or
more private keys are required. This can be realized by using
either a single key pair or multiple key pairs. In the case of
multiple key pairs on Bitcoin, an m-of-n multisignature [9]
is set up. All n public keys are tied to the asset, but only
m private keys are needed to sign a transaction.
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2.2.2. Key Storage. Key storage is a component of KM.
We distinguish between hot and cold key storage [18] and
non-custodial and custodial [8] options.

Cold key storage describes any kind of storage that is
usually disconnected from the network. Examples include
hardware wallets like a hardware security module (HSM)
or keys printed on paper and stored in a secure location.

In contrast, hot key storage describes a key stored on
a network-connected device, e.g., a file or software running
on a desktop or server.

Abramova et al. [8] describe custodial wallets as “third-
party services that take care of KM” [8]. For the purpose
of this paper, a more thorough distinction between KM and
key storage is necessary. Thus, we describe custodial key
storage as the storage of keys by a separate party, which
can be either in-house or a third entity that does not use the
key. This party can, but does not have to, take care of all
other aspects of KM. For self-managed assets, this could be
a cryptocurrency exchange. For financial institutions, custo-
dial key storage can be implemented in-house or externally
by an intermediary.

Abromava et al. [8] write that “non-custodial wallets
allow users to manage and control the key pairs directly” [8].
For non-custodial key storage, this translates to the user
of the key being responsible for the storage location and
medium. A storage location can be at home, at work, in a
safe, or at any other physical location. A storage medium
can be a file on a computer or server, a sheet of paper, or
an HSM.

3. Related Work

This paper bridges the gap between financial corporate
environments with their interest in cryptocurrencies, dis-
tributed ledger technology (DLT) and KM.

3.1. Key Management
The National Institute of Standards and Technology

(NIST) published a comprehensive guide about different
aspects of KM that is continuously updated [12]. The guide
covers the entire life cycle of a key as well as different types
of keys, explains how to best handle them in which scenario
and gives extensive definitions.

KM with Coin Management Tools. A lot of research
in the previous years has looked at different aspects of KM
with coin management tools. Some of this research relates to
usable security [8], [19], [24], [34], [36], [40], [41], while
others look into vulnerabilities [14], [17], [31] or how to
make existing wallets more secure [18].

Concerning usable security research, Krombholz et
al. [34] first used the term Coin Management Tools (CMTs)
to more adequately describe wallets. Eskandari et al. [19]
looked at different wallet options for cryptographic keys
used for cryptocurrencies with a focus on usability. Mai
et al. [36] describe user mental models of cryptocurrencies
with the example of Bitcoin. Fröhlich et al. [24] explore how
users deal with KM challenges and how they choose aiding

tools. Voskobojnikov et al. [40] look into risk perception of
both cryptocurrency users and non-users. Voskobojnikov et
al. [41] compare the user experience (UX) of five mobile
currency wallets. They show that “users struggle with gen-
eral and domain-specific UX issues that [...] might lead to
dangerous errors and irreversible monetary loss” [41]

KM outside Cryptocurrencies. KM apart from CMTs
is often hidden from end users in everyday life. Exam-
ples are secure web mail communication and secure web-
browsing and end-to-end messenger encryption.

In 1999, Whitten and Tygar [42] published the first
usability study with non-expert users on PGP 5.0, an encryp-
tion tool used for email security. They found numerous flaws
in the user interface design related to security, and most
participants could not successfully sign and encrypt emails.
Six years later, Garfinkel et al. [25] analyzed different mail
encryption standards. They proposed “simple modifications
to web mail systems that would significantly increase in-
tegrity, privacy, and authorship guarantees [of these] sys-
tems” [25]. In 2016, Ruoti et al. [38] showed that newer
PGP tools still had major adaption and usability flaws and
discussed mitigation strategies. Herzberg and Leibowitz [30]
also found usability issues with the end-to-end encryption
features in instant messaging applications.

Moving from secure email and messaging to HTTPS,
Krombholz et al. [35] found major usability challenges
in the adaption and deployment of HTTPS. Their results
“highlight that even educated users prefer solutions that are
easy to use” [35] Two years later, Krombholz et al. [33]
presented results that suggest that end users “underestimate
the security benefits of HTTPS” because they do not under-
stand integral parts of encryption and “ignore and distrust
security indicators”. Tiefenau et. al [39] found instances of
well implemented applications for HTTPS deployment. In
a comparative study between traditional configuration and
the use of Let’s Encrypt in combination with Certbot, they
found that the later option is significantly more usable and
effective. The authors attribute the positive results to the
user-centered-design approach.

All these papers show that even decades after the first
usability study on a KM tool for secure email, we still face
major problems in areas where numerous technicalities are
hidden from the end user. This is due to misunderstanding,
underestimation and lack of education.

Furthermore, these papers focus on a one-to-one or one-
to-many relationship between the individual user and a key.
However, our results suggest that this use case does not
find application in the financial sector for asset management
with corporate users. Studying DLT users in both personal
and business contexts will deepen our knowledge of DLT
KM users, their attitudes and behaviors, which will also be
applicable to other domains like digital notaries.

3.2. Distributed Ledger Technology (DLT)

Distributed Ledger Technologies (DLTs) describe ge-
ographically spread data storage methods that replicate
their data through the use of a consensus mechanism.
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Bellaj et al. [13] propose a “taxonomy-oriented frame-
work for conceptualizing and examining DLTs”. The most
well-known class of DLTs is the blockchain. Wüst and
Gervais [45] distinguish between permissionless and per-
missioned blockchains. Permissionless blockchains describe
open and decentralized systems, where anyone can join
and leave the network at any time. Bitcoin [37] and
Ethereum [43] are the best-known implementations of this
kind. In contrast, permissioned blockchains regulate ac-
cess through a central entity. Hyperledger Fabric [10] and
Corda [28] are two well-known implementations.

4. Methodology

This study was realized following an iterative inductive
two-step approach. We conducted semi-structured interviews
that were analyzed with different coding techniques. Our
exploratory study is split into two stages, A and B. Stage A
focuses specifically on key storage, whereas stage B aims
to look at KM from a more holistic perspective. We use
this labeling throughout the next sections to show how each
stage influenced further data collection and analysis. After
completing stage A we refined our general research topic
into RQs and revised our interview guideline.

4.1. Study Design
We conducted a qualitative study with semi-structured

interviews. The context of stage A centered around a hy-
pothetical scenario of investment funds trading on DLT.
This involves high-volume assets, both cryptocurrencies and
other assets, traded within a highly volatile and strictly
regulated environment. Investment funds trading on DLT
is not yet widespread, since the legal basis in Germany
was only introduced in June 2022 [7]. However, there is
a strong interest to deploy working solutions of investment
funds regulated on DLT. We were interested in exploring
key storage options that would be feasible within these
constraints from the perspective of a financial expert..

Thus, the interview guideline for stage A focused on
key storage options within this context and was structured
into five parts. The interview guideline is presented in
Appendix B.1, Table 2. The first part included general
questions on demographics like age, education, and current
job title. Additionally, it introduced the context described
above. Parts two to five dealt with different storage options.
We looked at hot and cold storage (group 1) and custodial
and non-custodial storage (group 2). We asked the same
questions for each storage option and additional comparison
questions for each group. The questions covered benefits and
drawbacks, a relation to the work environment and security
considerations. Finally, we asked for a general preference.

After careful consideration of the collected data in stage
A, we changed our interview guideline for stage B. We
shifted the focus from using distributed ledgers for trad-
ing investment funds to high-volume cryptocurrency trad-
ing within the financial sector. This change allowed us to
maintain the focus within the environment from stage A

while being able to ask more tangible questions. We also
broadened the exploration space from key storage options to
KM at large. This was necessary because a holistic approach
to KM in financial institutions will need to link requirements
between all parts.

The complete interview guideline for stage B is available
in Appendix B.2 in Table 3. This interview guideline is split
into five parts.

Part one aimed to establish a connection with the par-
ticipant. We included two questions about experience with
cryptocurrencies and the cryptographic part of cryptocur-
rencies from Mai et al. [36]. We specifically picked these
questions to better understand our participants’ knowledge
on cryptography.

Part two sought to assess mental models of blockchains.
This part followed the methodological approach from Mai et
al. [36] who incorporated a drawing task for buying Bitcoin
in a private environment in their interview guideline. We
adapted this context to a business environment to fit our
study and asked follow-up questions about security risks and
digital signatures. Consequently, we also chose to use Bit-
coin as an example since it is the most widespread and best-
known cryptocurrency. We added this part to gain a deeper
knowledge of the participants’ cryptographic understanding.

The third part focused on key storage. We asked about
the perfect storage method within the context of a business
environment as well as security risks and personal prefer-
ences with a focus on key usage. This was followed by
a shortened version of parts two to five of the interview
guideline of stage A with questions about different storage
options and their comparison. This part was added because
key storage is an elementary part of KM.

Part four looked at requirements for a platform that
would handle both KM and cryptocurrency transactions.
Questions in this part covered preferences for KM and
requirements for the platform. We added this part because of
an inclination towards custodial key storage during stage A.

The interview guideline ends with part five that gave
room for questions, further comments, and a thank you.

4.2. Recruitment and Participants

For both stages A and B, we recruited 13 participants
from different parts of the financial sector. Some have
experience in investment banking, traditional banking, or
consulting, while others gained their experience working
for fintech or crypto startups. All of them either work with
investment funds or cryptocurrencies. Most of our partici-
pants work in Germany with a few under other jurisdictions.
Nonetheless, all interviewees were German native speakers
and were interviewed in German. For recruitment, we used
personal contacts for stage A as a starting point to gain first
insights on the topic. For stage B, we utilized these business
contacts for snowballing to gain a more holistic view of the
topic. Our recruitment criteria was that participants either
work with investment funds or cryptocurrencies.

The recruitment included basic information about the
study. For stage A, we asked for oral consent and basic
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TABLE 1. DEMOGRAPHICS FOR STUDY A AND STUDY B

Label Age Gender Highest level of
completed education Current job title Employment

Jurisdiction

A1 25-29 f Master (or similar) Consultant Germany

A2 35-39 m Bachelor (or similar) Head of Digital Hub Germany

A3 40-44 m Apprenticeship CEO Germany

A4 50-54 m Master (or similar) CEO Germany

B1 25-29 m Ph.D. Lecturer, Researcher Germany, UK

B2 44-49 m Ph.D. Co-founder, Investor Costa Rica

B3 35-39 f Master (or similar) Senior Director Germany

B4 40-44 m Master (or similar) Head of Fund in Fund
Operations Germany

B5 55-59 m Bachelor (or similar) Consultant Luxembourg

B6 40-44 m Apprenticeship Consultant Germany

B7 45-49 m Apprenticeship
Business Development
Manager Private Equity
and Real Estate Funds

Germany

B8 40-44 m Master (or similar) Director Germany

B9 45-49 m Apprenticeship Business Expert Germany

demographics at the start of each interview. For stage B,
we sent out one-pagers with general information about the
study. We asked participants to fill out a questionnaire
containing a consent sheet for the interview and some basic
demographic questions. See Table 1 for demographics for
all participants.

All participants were either offered a 25 Euro Amazon
voucher to appreciate their time commitment, which we
estimated to be around 60 min, or the interview was counted
as paid work time. Each interview lasted between 45 to 90
min and was conducted in the summer and fall of 2021.

We recruited participants and conducted interviews until
saturation was reached. We determined that we reached sat-
uration because we could not find any new themes anymore.

4.3. Data Collection
All interviews were conducted via Zoom, with video

and/or audio recordings, depending on the interviewee’s
preference. During stage B, we collected drawings via the
built-in whiteboard feature. In four cases, using the white-
board feature was not possible for the participants. We
reverted to oral descriptions instead. All data was comple-
mented with hand-written notes by the interviewer during
and after each interview.

4.4. Data Analysis
All audio data was transcribed and analyzed in its

original language German. We applied the following open
coding procedure: Two researchers coded one interview and
all collected supplementary material independently. They
then met to discuss and resolve conflicts and built a first
version of the codebook. This process was repeated for all
stage B interviews with continuous updates to the codebook
if necessary. A few conflicts arose because coders had
different perspectives on the same core topic. E.g. for the
quotation “For example, if a person has a separate app or

access device to legitimize the transactions, it doesn’t matter
whether it’s a cell phone or another token device.” [B8], one
coded ‘B04.01 key usage::access’, which described access to
the key, and the other one coded ‘B05.01 platform::access’,
which describes access to the platform. From the quotation
and the context, it is not clear whether the quote is solely
about access to the platform or also includes key usage. In
these cases we decided to code both. We also purposefully
chose not to combine these two codes, because sometimes
‘access’ was only mentioned within the context of ‘key us-
age’. Throughout each discussion, we extended and updated
the codebook accordingly. This process was repeated for
all interviews until all conflicts were resolved. The final
codebook is available in the Appendix B.2 in Table 5.

After coding all interviews, we discussed which first-
level codes best answered which RQs. We split up all
first-level codes according to RQs between the two re-
searchers. They each applied a combination of axial coding
and selective coding to the data in order to best answer
the RQs. They discussed their results several times with
each other. This approach worked best for our first three
RQs. The results are described in Sections 5.1, 5.2 and 5.3,
respectively. For RQ4, the two researchers discussed areas of
tension with a third researcher. These results are reported in
Section 5.4. Afterwards, one researcher coded all interviews
from stage A independently to check for saturation (see
Section B.1 Table 4 for the codebook). We did not find
any new themes and thus did not recruit for a third stage.

4.5. Regional Specifics
The main regional focus of our interviews was Germany.

However, some of our participants have experience working
with or for international financial institutions whose head-
quaters may be in other countries. This may have influenced
their answers.

When talking about current processes within financial
institutions and any legal regulations, the German Federal
Financial Supervisory Authority (BaFin) was mentioned sev-
eral times. BaFin is responsible for “the supervision of banks
and financial services providers, insurance undertakings and
securities trading” [21] within Germany.

4.6. Ethical Considerations
We carefully weighed the benefits and risks of inter-

viewing finance professionals about their work environment
and made sure to protect their privacy. For this reason,
we only report their age group, gender, their highest level
of completed education, their current job title, their years
of experience in the financial sector and their employment
jurisdiction.

Additionally, this study was approved by the Ethical
Research Board (ERB) of the computer science and math
department at Saarland University.

4.7. Limitations
Our study lays important foundations towards under-

standing KM considerations of finance professionals. We
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specifically recruited people with a background in invest-
ment funds or cryptocurrencies in finance, which is a narrow
and hard-to-reach population. We therefore chose to recruit
via business contacts and snowball sampling. Our qualitative
study is of exploratory nature, which implies that we cannot
generalize from our sample. Hence, the foundational results
of this work can be used to construct a theory. This theory
can be used to develop concrete statistical hypotheses that
can be evaluated through a quantitative follow-up study.

Furthermore, our participants are not commissioned
within their jobs to trade cryptocurrencies for their employ-
ers. We thus only report on their thoughts about how this
could be done, but not on their experience.

As the participant composition leans towards German
jurisdiction, we may have missed some themes otherwise
present in a more international mix.

5. Results

The results are structured by our RQs. We start with
finance and security requirements before we discuss attacker
and threat types. Finally, we examine areas of tension be-
tween the mentioned requirements and state-of-the-art DLT.
Quotes are translated to English and attributed to a specific
participant (Table 1).

5.1. RQ1 - Finance Requirements
RQ1 Within the financial sector, what DLT key manage-

ment requirements do finance professionals have?
Requirements within the financial sector for DLT KM

cover topics on key usage, key storage, usability, trust,
and requirements a financial institution and, if present, an
intermediary has to fulfill.

Key usage requirements mostly relate to access. Par-
ticipants wished for a hierarchical access model and the
possibility of changes in access rights. Additionally, more
than one person should be able to approve a transaction, and
keys should be, whenever possible, invisible to the user.

Requirements for key storage highly depend on the size
of the financial institution, its preference, and the level
of expertise of its employees. All participants mentioned
benefits and drawbacks of all types of key storage. Only non-
custodial key storage was consistently described as infeasi-
ble for regulatory and liability reasons. We also assembled
a list of general areas of importance for key storage.

Usability requirements cover handling, knowledge levels
of employees, and a balance between security and usability.

Trust itself is a requirement that can be established
between different parties. These parties are the financial
institution, employees, and, if present, an intermediary.

An intermediary is not a necessity for successful KM.
However, in a corporate finance environment, delegation of
KM or parts thereof is a feasible option. Both an interme-
diary and a financial institution need to fulfill some general
and legal requirements. Furthermoer, participants mentioned
benefits and drawbacks of using an intermediary.

The following subsections cover the requirements sepa-
rated by topic in more detail.

5.1.1. Key Usage. Participants mentioned that several em-
ployees needed access to the same assets. They talked
about models of key access rights that are similar to their
institutions’ organizational structure and how changes in
access rights can be executed. They also brought up the need
to have more than one person authorize transactions and
the possible utilization of multisignatures for this use case.
Furthermore, participants discussed the level of invisibility
of the key to the user.

Access Rights - Hierarchical Access Models. Several
participants described KM models that mirror a hierarchy
present in their company. They link familiar structures from
their daily professional lives with a potential representation
of these structures in key usage: Supervisors or CEOs,
depending on the size of the financial institution, have more
power and responsibility in a company and thus should be
entrusted with more powerful keys. These keys could, in
contrast to inferior keys, enable transactions of a higher
volume or be used to derive traceable sub-keys. A system
that requires several specific people to authorize big transac-
tions can also enhance traceability. “This private key [would]
contain the information, e.g., you may transfer Bitcoin on
your own up to the amount of 100. Everything exceeding this
is automatically transferred to the supervisor for approval via
a second signature.” [B9]

Changes in Access Rights. Participants comprehended
that access to a private key is not revocable. If an employee
had access to a key at some point, they might have copied
it. The key stays valid for the corresponding asset even if an
employee leaves the company. Thus, a change in permission
results in complex or costly adjustments. These include key
generation, key distribution, and the shift of assets to the
new key(s). A shift of assets (i.e., a blockchain transaction)
incurs transaction costs, but this was not mentioned by any
participant. “Keys are persistent information. If you have it
once [...] the key remains valid forever. When you want to do
it correctly, you need to set up a whole new multisignature
with the [updated] group of authorized users.” [B2]

There are many “trigger events” [B2] that entail up-
dates of the key(s). These include day-to-day operations
such as employees leaving, joining, being on vacation, or
shifting responsibilities within the organization. Incidents
such as key loss, key compromise, death and illness of
employees, or force majeure events also entail updates.
“The employer needs to have the processes prepared, e.g.,
a leaving employee. [...] in a different system, you would
simply remove access [rights], but this does not work on
many multisig[natures] that way.” [B1]

Multisignature - jointly approved transactions. Par-
ticipants mentioned the concept of executing a transaction
only if multiple individuals approve it. This concept can
be implemented through multisignatures on the blockchain
or with CMTs. Some participants referred to this concept
directly. Other participants outlined a model where two or
more employees are required to authorize a transaction,
sometimes referring to it as “four-eyes principle.”

The two main benefits of this technique were resilience
against key loss or compromise and added protection against
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malicious employees. Depending on the variant of the mul-
tisignature setup, loss or compromise of a small number of
keys does not result in the loss of assets. The assets can
be transferred to a new multisignature, which entails new
key generation and key distribution. In order to be safe, this
has to be done as soon as a threat has been detected. Some
participants also proposed storage of keys at a bank or a
notary as a backup option. For protection against malicious
employees, the threat of a single fraudulent employee is
mitigated since no individual can act on their own.

Invisible Key Usage. Participants preferred a solution
where key usage is mostly encapsulated within an applica-
tion and hidden away from the user. In this case, participants
mentioned the risk of losing a key through an attack or
intended malicious actions by an employee. Usage of the key
can be enabled through access via personal credentials like
username and password or multifactor authentication, using
a phone or biometric features. According to our participants,
a credential-based system can mitigate some but not all
threats. Loss or intended malicious actions by an employee
might still be possible. However, this risk is also present in
traditional trading settings.

5.1.2. Storage. Participants talked about all previously men-
tioned storage options and voiced their preferences for the
use case of several employees needing access to the same
assets. They mentioned benefits and drawbacks as well as
option-specific requirements. They also pointed out general
requirements regardless of the chosen storage option. The
final decision on a storage option depends heavily on the
use case. The following requirements were collected within
the context of trading high sums for one’s employer.

Cold Key Storage. Participants had divergent opinions
about this storage option and its use in the financial sector.
If cold key storage seemed a feasible option, it was usually
mentioned in a combination with hot storage. Participants
often listed many possible storage mediums and locations.
Storage mediums included common ones like HSMs, paper,
CDs, and some rather uncommon ones like stones and
tattoos. Storage locations consisted of places like a home
or an office, and mediums like a safe or a safety deposit at
a bank or a notary. Some of these mediums and locations
were labeled as more accessible than others, e.g., storing a
key with a notary was a very inaccessible option and usually
preferred as a backup method.

Benefits of cold key storage included no permanent
connection to the internet, making theft more difficult, and
that remote access was not possible. It was also labeled
as a good key storage choice for backups. Drawbacks are
that availability might be a problem, control by the financial
institution is complicated, the usability is poor, and – if
hardware devices are used – it is necessary to trust the
hardware product.

Hot Key Storage. B7 described hot key storage as
“information technology, data-based, and can be addressed
externally” [B7]. Apart from this, participants mentioned
that this option needed further security mechanisms. These
included access precautions like passwords, multi-factor

authentication, and TANs (transaction authentication num-
ber) or limitations on external access through VPNs only.
Furthermore, if stored hot, the key should be encrypted.
Whether hot key storage was an option depended highly
on the used storage medium. Publicly accessible clouds
were a no-go, whereas integration into already available
banking applications was an option. In this case people
also preferred invisible key storage. See Section 5.1.1 for
a broader discussion on invisible key usage.

Benefits of hot key storage range from easy access
and availability for employees to usability and possibly
remote access control. B6 associated this option with “no
hardware problems”, while B8 said it mitigated “risk of
loss”. Drawbacks included maintenance complexity and the
use of software-only security.

Custodial Key Storage. Custodial key storage has over-
lapping areas with hot key storage and was often equated
with storage through an intermediary. “I need an interme-
diary in between [the financial institution and the trading
platform], who will handle [key storage].” [B6]

Participants explicitly mentioned regulation for this stor-
age option and the possibility of user support, if required.
B7 said that it would be “more complicated to steal [the key],
if it was centrally stored”. In contrast, B1 pointed out that
“there should be no central component in the system, in the
software, that can authorize [transactions].” Overall, it was
suggested that security mechanisms such as decentralized
authorization implemented through technological safeguards
should be put in place and that users should be legitimized.

Mentioned benefits include availability, easy usability,
and the deferral of responsibility. Drawbacks include com-
plex maintenance, risk of threats, and security that was
only achieved through software means. If an intermediary is
present, they also include cost, loss of speed, and possible
mistrust.

Non-custodial Key Storage. Participants referred to this
storage method as “the wild west” [B6] and said that “there
is no way this would work in practice” [B3]. Adoption of
this storage method heavily depends on the size of the
company and the type of institution. For established financial
institutions that trade high amounts of money, this is not a
feasible option. Reasons range from not enough regulation
and clear guidelines to maintenance issues, especially in the
case of trigger events, see Section 5.1.1.

Benefits include flexibility and control through the em-
ployee. Drawbacks mention that this is not a suitable option
for most users. They would need to put more effort into this
storage method. Nonetheless, the financial institution would
have no control, and the risk of threats would be higher. This
could lead to liability issues for the employee. Participants
also mentioned that a lot of knowledge was needed for the
adequate use of non-custodial storage.

General Requirements. General requirements for key
storage cover some of the topics that were already men-
tioned for specific key storage options.

Participants value usability. They point out that it is not
necessary to see key storage or know how user access of the
key through a software is handled. B2 mentioned a simple
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“click and sign” function as a possible solution, while others
strive for integration and compatibility with existing finance
applications.

Concerning availability, participants stated that access
for others in case of trigger events, see Section 5.1.1, is a
must. The recoverabilty of keys and accordingly the access
to assets was also considered important. Backups were
mentioned several times as a requirement, although it was
assumed for hot and custodial key storage.

Participants also mentioned compliance, regulation, and
risk mitigation efforts. Regulation on what employees were
permitted and prohibited to do was important, specifically
for liability reasons. Employees have to sign contracts stat-
ing that they will follow policies and guidelines in order to
gain their employer’s trust. For the employer, it is crucial to
have audit mechanisms in place to verify compliance with
regulations and guidelines.

Two participants mentioned the need for decentralized
key storage. Others desired additional security layers, espe-
cially when accessing keys. Overall, , no matter which key
storage option is used, implementation quality is important.

Preferences.
• Most participants preferred a combination of hot and cus-

todial key storage. This approach shifts responsibility for
the secrecy of keys from the employee to the custodian.
This is regardless of whether KM is handled by the finan-
cial institution itself or a third-party intermediary. Benefits
include easier tracking of keys and changing of access
rights. One participant identified the economic trade-off
for companies of either handling key storage themselves
or delegating it. Both have their individual advantages.
However, two participants also mentioned that KM should
not be handled by one central component but should
be done in a decentralized way.. While decentralization
and hot and custodial key storage are not necessarily
conflicting options, a solution combining both will be
complicated to realize.

• Most participants think that in a company setting, em-
ployees should not have direct access to private keys.
They mention the concept of abstraction of the transaction
process. For users, keys should be invisible and incorpo-
rated within a dedicated signing process hidden behind an
easy to understand user interface (UI). “The user might
only have the task of managing these Bitcoin. But the user
doesn’t need to know how this works in the background. I
don’t need to know how a banknote is printed, just because
I have it in my wallet.” [B9]

• Preference also depends on the size of the financial in-
stitution. Some participants mentioned that bigger institu-
tions can decide to outsource the storage and management
of keys to verified, regulated external providers. However,
smaller institutions may adapt faster to process changes
and new technologies.

5.1.3. Usability. Participants mentioned several issues re-
garding the usability of KM solutions. They discussed two
approaches for systems that target employees and trade-offs
between usability features and security.

Handling. Participants generally found KM systems
difficult to use. They wish to have usable, flexible, and
easily accessible solutions. End users should not need to
know how digital signatures work on a theoretical level to
use cryptocurrencies [B2]. Participants complained that both
currently available and formerly used KM solutions did not
fulfill these requirements. “[The participant is talking about
their own first personal experience with Bitcoin.] The hur-
dles were pretty high back then [for using cryptocurrencies].
So I can understand that some people gave up completely
unnerved. I was also completely unnerved. I think I wasted
far too much time [on the setup and execution of the first
transaction” [B3]

Knowledge. Participants advocate that no background
knowledge should be necessary to use keys. However, in
a company environment, employees should have a certain
basic knowledge about KM and the consequences of misuse
and incidents. Strategies include education and training as
well as specific lessons about security issues on topics like
handling keys and basic security.

Employee-Targeted Systems. We found two different
ideas on how employee-targeted systems should look like:
a password-credential-based application and a system that
requires direct use of keys by employees.
• A password-credential-based application is perceived as

an easy and fast way of performing transactions without
an additional KM tool. The actual key is stored and
managed by the provider of the application, either the
company or an intermediary, and is not accessible to the
users. As users use personalized credentials, necessary
information is available to link transactions to authorizing
personal.
The advantages include good accessibility, support, and
that DLT keys are not handed out to users. Participants
also mentioned this kind of solution to be more similar
to traditional banking settings.

• The second approach lets employees directly use DLT
keys. However, this solution requires more technical skills
and background knowledge. It can be faster and more
flexible but also more susceptible to employee fraud and
less controllable for the employer. Participants found this
method to be less intuitive and mentioned the need for
training and regular trial runs through established pro-
cesses.
Usability vs. Security and Privacy. The trade-off be-

tween usability versus security and privacy was an engaging
topic among the participants.
• Participants discussed methods that increase key handling

security. These include the use of multisignatures or
other authorization processes that require more than one
employee for certain types of transactions. In this case,
the compromise of a single key, e.g., through fraudulent
employees or loss, does not (necessarily) lead to the
loss of all assets. Still, participants were aware of the
more complex signing process. A big point of concern
is employee fluctuation. Changes to key authorizations
and arrangements can trigger cumbersome processes to
update all the necessary keys. “In fact, I have not seen
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truly usable multisignature [...] it is still very manual and
very... tedious.” [B2]

• For faster and more comfortable access, participants pre-
ferred biometric login methods. However, they acknowl-
edged that personal privacy is affected by using personal
characteristics. “With regard to comfort, [biometric meth-
ods] would definitely be the preference. From a personality
and surveillance point of view, it is a nightmare – so in this
respect, you have to find a middle ground.” [B7]

5.1.4. Trust. Trust is established between the financial insti-
tution, the employee, and, if present, the intermediary. Trust
can be strengthened through different factors that depend
on the relationship between the mentioned entities. Most of
these themes are already significant for traditional banking
and are not specific to KM. Nonetheless, they are vital for
KM and thus mentioned.

Financial Institution to Intermediary. If KM is done
by a third party, a financial institution needs to trust this
intermediary. This trust can be established through numerous
factors. One factor is the appropriate implementation of
legal requirements, including regular audits. Another source
of trust is the name, region of origin, and whether the
intermediary is a market leader. The level of knowledge an
intermediary can convey, their security concept, and the use
of adequate technology also boost trust. “Before I talk to
[intermediaries], they have to prove why I should. Because
it’s a big company, because they know what they are doing,
because they have a security concept, otherwise it’s a waste of
my time, and at the end of the day I would rely on the biggest
player with the highest security on the market anyway.” [B6]

Financial Institution to Employee. Trust between a
financial institution and an employee is built via regulations,
control mechanisms, and consequences put in place from
the employer’s side. The financial institution’s goal is to
distribute responsibility as much as possible while selecting
the best employees to take on the remaining responsibility.
“The employer should make sure that [...] the responsibility is
not in the hands of one.” [B2] Apart from this, the education
of employees is an important factor to build trust.

Employee to Intermediary. Trust from the employee
to the intermediary is built in a similar way as trust from
a financial institution to an intermediary. The intermediary
needs to follow legal requirements and show adequate com-
petence. “I would like to have an institution that tells me:
‘Yes, we have your testament, you will get your money and
we will help you.’ [...] But this is more traditional thinking
because it seems more secure.” [B6]

5.1.5. Financial Institution and Intermediary. Partici-
pants talked about legal and non-legal requirements (i.e.,
the latter add business value but are not legally required)
requirements that need to be met by both a financial institu-
tion and an intermediary. They also mentioned benefits and
drawbacks to mandating an intermediary. Just as for trust,
a lot of these themes are present in traditional banking and
not solely important for KM. However, we also think that
mentioning these requirements is vital for KM in this setting.

Interestingly, the legal and non-legal requirements for

an intermediary overlap with the factors that influence and
boost trust from a financial institution to an intermediary.

Legal Requirements. Among the legal requirements
mentioned were laws that implement KYC procedures and
licenses that have to be obtained before any form of custo-
dial business can be established. On the other hand, partic-
ipants also mentioned the need for regulations that manage
certificates and make sure that regular audits are conducted,
both for the business practices followed during the past year
and to audit established processes in regular intervals.

Non-Legal Requirements. An often mentioned non-
legal requirement is the implementation of secure and safe
processes and mechanisms. Storage of keys is crucial for
both a financial institution and an intermediary with the
goal of handling KM. Other important topics are transaction
history, 24/7 availability and insurance, the last of which is
especially crucial for intermediaries.

Benefits and Drawbacks for Intermediary. Benefits
mentioned included outsourcing of responsibility and day-
to-day activities as well as insurance. Drawbacks mentioned
included a dependency on a third party and the resulting
loss of the freedom cryptocurrencies offer, namely actions
outside of highly regulated areas, as well as cost factors.

5.2. RQ2 - Security Requirements

RQ2 Which security and secrecy requirements for KM in
financial applications do financial institutions have?

Security and secrecy requirements mentioned by par-
ticipants can be separated into measures and properties.
These can be distinguished into being directly, indirectly
or not related to KM as well as being of a technical or
non-technical nature. We focus on security measures and
properties directly related to KM, independent of a technical
or non-technical nature, but also briefly mention the others.
A visualization of these security measures and properties
and their mapping is shown in Figure 1.

5.2.1. Classification. In the following, we define our struc-
ture for the security measures and properties mentioned by
participants. We differentiate between security measures and
properties with a direct, indirect or no impact on KM and
between technical and non-technical security measures and
properties. We give a specific example for each feature. All
other measures and properties are related to these traits in
similar ways.
• Relation to KM

• Direct security measures and properties are specifi-
cally related to KM or (may) have a close impact on
the way KM is handled or implemented. An example
are regular updates and upgrades of technology. They
impact the implementation and handling of KM since
both have to be rethought and tested for every update
or upgrade of technology.

• Indirect security measures and properties are ”not
directly related to KM but only have an indirect im-
pact on the way KM is handled or implemented. An
example are audits since they may impact the way
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Figure 1. Classification of reported security measures and properties by how they are related to KM and whether they are of a (non-)technical nature.

KM is handled and/or implemented, however this is
the consequence of a process change as a result of an
audit finding and thus not directly related to KM.

• Any other security measures and properties have no
impact on KM or the way it is implemented or handled.
For example, participants mentioned money laundering
prevention, which is a big task in the finance world,
however it has no connection to KM.

• Technical vs. Non-Technical
• Technical security measures are directed at the system

or infrastructure. Technical security properties can
primarily be achieved by software-based solutions but
may need a regulatory basis for implementation. For
example, the availability of systems is a technical se-
curity property because the hardware and software have
to be available 24/7 and independent of the location,
both of which must be defined by rules. Similarly,
authentication is a technical security measure since it
has to be validated through some software.

• Non-technical security measures are primarily of a
non-technical nature, and non-technical security prop-
erties can mostly only be fulfilled through the use
of non-technical solutions. For example, clear process
instructions and regulations for KM are a non-technical
security measure. They are of a non-technical nature,
although they might lead to technical changes.. Like-
wise, trust is a non-technical security property because
trust in employees is reached through regulations, in-
structions and other, mostly non-technical factors.

5.2.2. Direct and Technical Security Measures. Security
measures that are both direct and technical include topics
like the use of encryption, technical access requirements,
especially authentication, regular updates of technology,
backups, decentralization and the invisibility of the private

key to the user.
• The use of encryption was mentioned as a prevention of

hacking attacks.
• Participants described technical access requirements

which mainly focused on security measures that need
to be provided by platforms handling transactions in-
cluding KM. These include the usage of authentication,
username and password combinations, two-factor authen-
tication where necessary and the use of biometric factors
if possible.

• Updates of technology were mentioned in the context of
knowledge that needs to be available within a financial
institution or intermediary to always stay up to date.

• Participants mentioned different options for backups.
These included cold storage of backups in a safe, de-
centralized storage, the distribution of key parts, also
known as key sharding, and utilization of multisignatures.
Also mentioned was the general expectation that a backup
will be available if the key is hosted on bank servers or
handled by an intermediary (custodial key storage).

• Decentralization was mentioned in two ways. First, au-
thorization of key usage through an intermediary should
not be possible through a central software component.
Second, decentralized key storage without the need for a
central component should be used.

• Participants preferred an invisible private key, so users
with less background can also properly use the system.

5.2.3. Direct and Technical Security Properties. Security
properties that we labeled as direct and technical include
confidentiality, integrity, availability, and traceability of ac-
tions.
• Confidentiality in a corporate finance environment is

highly important since keys tied to financial assets are
especially worth protecting.
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• Integrity prevents redirection of funds.
• Participants mentioned availability in terms of 24/7 avail-

ability, having access from anywhere, and being able to
recover keys.

• Participants acknowledged repeatedly that traceability
was crucial, specifically who did what, when, and how.

5.2.4. Direct and Non-Technical Security Measures. We
labeled the following security measures as direct and non-
technical: general access requirements, education, updates,
regulation, including clear process instructions for KM, and
the four-eyes principle.
• General access requirements included different access

rights for users depending on their level of responsibility,
access recovery mechanisms in case of credential loss
and, if present, access restrictions for physical storage.

• Participants mentioned educational measures as an es-
sential security measure. Users need to have basic knowl-
edge on KM for general use and a technical understanding
of the inner workings if they have close contact to KM
(see also Section 5.1.3). Topics mentioned included cryp-
tocurrencies and blockchain, associated risks, potential
consequences of misuse, and specific education about
private keys. Trial runs at regular intervals were also
mentioned for two reasons: (i) as a repeated educational
measure and (ii) to make sure people practice proper
software and hardware usage.

• Regular updates of processes were mentioned in com-
bination with the previously described updates of tech-
nology. Knowledge about the inner workings of KM is
necessary to establish these processes and think about
fitting security measures. Regular updates of processes
are crucial to stay up to date.

• Participants mentioned that regulation and clear process
instructions for KM were a necessity. Financial institu-
tions and intermediaries or custodians need to be licensed
and regulated through BaFin. Any regulations need to
be translated into policies and clear process instructions
through the financial institution.

“[The participant is talking about the benefits of
regulation and clear instructions for key storage.]
Yes, as I said, there’s no room for discussion. The
[transaction] history is well comprehensible. Who
did and did not do what, when, and how. This
gives security to the employee. They will feel more
at ease. It is of course also better for the regula-
tory authority because without this ... I have to be
very clear now, this has to be. Without this, BaFin
would not allow it. Then we could close down
immediately. So, this is ... I don’t think about this,
because there is no way this [having no regulation]
would work in practice. In a bank, everything is
regulated.” [B3]

• Participants mentioned the four-eyes principle as a mea-
sure for the distribution of responsibility among em-
ployees and as a control mechanism by the financial
institution.

5.2.5. Direct and Non-Technical Security Properties.
Trust was the only direct and non-technical security property
mentioned. This mostly refers to trust from the financial
institution in the employee. For details, see Section 5.1.4.

5.2.6. Indirect Security Measures. Indirect technical se-
curity measures include security checks, e.g., pen testing,
firewalls and network protection, IT security concepts, and
the hiding of technical workings. Indirect non-technical
security measures cover regulation and clear processes not
focused on KM, audits and insurance.

5.2.7. Other Security Measures and Properties. Other
non-technical security measures mentioned are the Know-
Your-Customer (KYC) [27] requirement and generally
money laundering prevention measures.

5.3. RQ3 - Attacker and Threat Types
RQ3 Which attacker and threat types have an impact on

DLT key management in financial institutions?
The following sections summarize different attacker

types and threats as reported by the participants. A visual
categorization of the attacker types can be found in Figure 2
and of threat types in Figure 3.

5.3.1. Attacker Types. Participants differentiated between
internal and external attacker types. Internal attackers are
employees who turn to malicious actions, whereas external
attackers can be split into hackers and thieves. Hackers are
responsible for digital data theft and misuse, whereas thieves
engage in physical theft. Another dimension is whether the
perpetrator is an individual, an industry competitor or a
government.

5.3.2. Threats. Threats can be summarized into four dif-
ferent categories. These categories are internal, external,
systems and infrastructure, and force majeure.

Internal threats originate either from the financial in-
stitution itself or employees. Misuse through the financial
institution includes insufficient regulation, no strategy, and
no or not enough education. Misuse by employees can
be categorized into unintentional and intentional misuse.
Unintentional misuse is not intended to cause harm. It
may originate in trivial usability issues sometimes leading
to mishaps. For example, overburdening or unusable se-
curity features might lead to careless circumvention acts.
Intentional misuse negligently accepts harm and includes
theft, fraud, or assisting fraud. It also includes people with

attacker 
types

internal

external

employee

thief

hacker

industry 
competition

government

individual

origin of 
perpetrator

Figure 2. Attacker types linked to threats for KM and their possible origin.
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administrative access misusing their power. Loss of keys,
credentials, hardware, mishandling of information, and shar-
ing keys can be both unintentional and intentional. “You
don’t want to lose [the key] – especially when it is your
employer’s. (...) From personal experience, I am always more
afraid of losing the key than it being stolen.” [B1]

External threats are either directed towards the finan-
cial institution or towards an intermediary. Hacking, theft
and social engineering are the threats that overlap for both.
Examples of mentioned threats are ransomware, monster-in-
the-middle (MITM) attacks and phishing. External threats
directed towards the intermediary are also bankruptcy, key
loss and misuse.

Threats targeted at systems or infrastructure are
threats that somehow involve technology. They can be cat-
egorized as threats directed to the blockchain, the financial
institution, or an intermediary. Threats for the blockchain
are non-reversibility of transactions, vulnerabilities in the
blockchain framework, and connection issues on the net-
work. Threats towards the financial institution and the inter-
mediary are identical. These are vulnerabilities in any soft-
ware used for KM, connectivity issues and any malfunction
of hardware.

Force majeure threats include fires, electricity outages,
and natural catastrophes in general. They also include strikes
and the death of employees.

5.4. RQ4 - Discrepancies between Requirements
and DLT
RQ4 What are areas of tension between the requirements of

finance professionals, security requirements, and the
technical abilities of state-of-the-art DLT?

Even though there exist a lot of different DLT architec-
tures, we chose to focus on the most widespread implemen-
tation, Bitcoin. We identified two major areas of tension,
both of which are related to key usage. First, access rights
management directly on Bitcoin is very complex since this
blockchain was not designed for change. Second, access
rights management outside of Bitcoin is highly dependent
on its security and trust environments.

The following paragraphs explain these areas of tension
in more detail. This is aided by three primary use cases we
derived from our interviews which are crucial to KM.

1) signing a transaction 1 : 1 (1 transaction, 1 signer)
2) signing a transaction 1 : n (1 transaction, n signers)
3) change of access rights

All three use cases can be implemented either on Bitcoin
or via an external technical solution.

5.4.1. Access Management on Bitcoin. If the use cases are
implemented on Bitcoin, assets are either protected through
one key pair or through n key pairs. In the case of n key
pairs, this is usually realized through m-of-n multisignature
where m keys are needed to sign a transaction.

If one key pair is used (use case 1), the private key has
to be shared across all end users with access to the assets.
This leads to many problems in the case of trigger events
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Figure 3. Threats for KM in a corporate finance environment. Threat types
include internal, external, systems and infrastructure and force majeure.

(see Sec. 5.1.1) like people leaving the company. Every time
a trigger event happens, a new key pair has to be set up, the
assets have to be shifted, which incurs transaction costs, and
the new key pair needs to be distributed. In this use case,
access management is very restricted. It is not traceable who
signed a transaction, as every employee has access to all
assets linked to the key pair and the financial institution has
no control. Since there is only one key pair, every user can
sign every transaction by themselves.

On the other hand, when using an m-of-n multisignature
(use case 2), every end user can have their own key. This
leads to many of the same problems as in the case of a
single key. Nonetheless, in this case, it is traceable who
signed a transaction if there exists a link between key pairs
and natural people. For m ̸= 1, also more than one person
has to sign a transaction. Still, multisignatures on Bitcoin
have the drawback that they are very complex to set up and
use, and thus expert knowledge is required.

Access management (use case 3) in combination with
custodial key storage on Bitcoin is not possible. Further-
more, non-custodial key storage was strongly opposed.

5.4.2. Access Management outside Bitcoin. Instead of
managing access on the blockchain, it can also be realized
via a gateway application. In the back end this can both be
realized via one key pair or n key pairs.

The major drawback of using a separate access manage-
ment application is the expansion of the attack surface. The
security of this application is highly perceptible to the trust
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and security issues of the environment it is built within.
On the upside, a lot of the requirements of the financial
sector can be realized. The four-eyes principle and changes
in access management are easily implemented. Furthermore,
key storage and key usage can be abstracted away from (i.e.,
made invisible to) the user.

While this may solve some of the problems the financial
sector faces with regard to KM, using access management
outside Bitcoin shifts the challenges of KM to other authen-
tication problems. These are also open problems in usable
security, for which we do not have holistic answers yet.

6. Discussion

We discuss and interconnect further discrepancies be-
tween DLT’s KM and the financial sector, as well as future
work based on our results.

Legal and Liability Challenges. Responsibility in the
event of security breaches is a legal and liability challenge
unique to financial institutions. For individual users, key
theft, loss, or other mishaps affect only them. The major
differences for financial institutions are that (1) they often
manage third-party assets and (2) the scale of these assets
leads to closer scrutiny and restrictions. On the technical
side, this can be mitigated through concise and restrictive
processes for users, e.g., their interaction with keys is limited
or keys are hidden. On a non-technical side, regulators
should publish minimum standards for precautions financial
institutions and intermediaries must implement to protect
themselves and their employees.

Implementation of the four-eyes principle is a liability
challenge. The four-eyes principle translates to multiple
users needing to approve a transaction and thus needing
joint access to the same assets, see Section 5.4 – a scenario
that is irrelevant to individual users. One solution is to
combine hot and custodial key storage integrated into a
system already used in-house, which also conceals the key
from the user. Thus, KM will be as secure or insecure as
the application and the authentication mechanisms used.
This adds authentication challenges to the KM problem.
Authentication is another major unsolved research area in
usable security for which novel approaches are needed, ir-
respective of the application scenario. Moreover, all benefits
(e.g., already used and known authentication mechanisms)
and all drawbacks (e.g., bugs and loopholes) of already used
in-house systems will be transferred to KM.

Organizational Challenges. There are organizational
challenges unique to financial institutions that have no im-
pact on individual users. Examples are multi-user use cases,
employee absences, and employee turnover. In these cases,
KM needs to be well-defined, and control mechanisms need
to be put in place. These have to ensure that processes are
applied as intended. Solutions also depend on the size of
the organization and the speed with which it can adapt to
change. Traditional banking institutions highly depend on
solutions that are closely modeled after existing infrastruc-
ture, e.g., hierarchical access models (see Section 5.1.1),

while fintechs may have an easier time adapting to require-
ments due to their smaller size and higher agility.

All three challenge types are specific to financial insti-
tutions and independent of individual users. Future research
on the usability of multi-user KM systems with integrated
access management and multi-tier transaction approval is
needed. Additionally, contrasting younger with more estab-
lished institutions, or different sectors, might yield valuable
insights.

Trust. Trust is not unique to key management. Overall,
client trust in financial institutions is independent of their
DLT usage. Nonetheless, minimum standards would provide
a competitive advantage (e.g., minimum risk requirements
provided by BaFin [2]) even when they pose constraints
on the implementation. We argue that future standardization
efforts should touch on the security requirements for differ-
ent key storage options. Therefore, further research into the
exact standards for multi-user KM is necessary. Our results
suggest that there are no specific types of trust related to
key management in financial institutions, see Section 5.1.4.

International Differences. Germany is known for its
high standards and detail-obsessed bureaucracy. This could
complicate the implementation and adoption of investment
funds on DLT in Germany, while other countries may have
already tested digital solutions that solve similar use cases
and can serve as a foundation. Due to the qualitative nature
of our work and the focus of our results on Germany,
future work will need to explore the differences between
different countries and cultures. Qualitative follow-up work
can contrast our results with the viewpoints of individuals
working in other jurisdictions. Quantitative follow-up work
can generalize the hypotheses derived from our work, such
as, how to map hierarchical structures onto asset access.
However, generalizability will only be given in the specific
cultural group these hypotheses were tested in, as shown by
Henrich et al. [29].

7. Conclusion

This paper takes a deep dive into the relationship be-
tween financial institutions and key management for dis-
tributed ledger technology (DLT). Two qualitative interview
studies with professionals from the field contrast the actual
requirements with the technical reality. Our sample includes
participants from fintechs and blockchain start-ups that can
easily align their processes around a blockchain, to conven-
tional financial institutions that are more restricted through
their size and history.

KM for DLT in general (and Bitcoin specifically, as
its most important financial representative) does not meet
the real-world legal and organizational requirements of the
industry on multiple levels. The effort to maintain on-chain
authentication and audit functionality covering day-to-day
operations, e.g. employee absence or shifting responsibilities
within the organization – as well as – contingencies such as
key compromise or force majeure events – is unmanageable,
except for the smallest institutions.
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Appendix A.
Background on DLT Regulation

Germany. In January 2020, financial services on the
subject of cryptographic assets and cryptographic keys were

included in German legislation for the first time (KWG § 1,
para. 1a, no. 6.) [3].

This was extended with the introduction of the “Gesetz
über elektronische Wertpapiere (eWpG)” (engl. Electronic
Securities Act) [5], [6] in June 2021, which “enables the
issuance of bearer bonds using innovative technologies such
as distributed ledger technology (DLT)” [26]. This law
allows the electronic issuance of “bearer bonds, mortgage
bonds (Pfandbriefe) and certain fund units” [15], which
means that an issuer no longer issues a physical securities
certificate, but makes an entry in an electronic securities
register. An electronic securities register is either a central
register or a crypto securities register. A central register
is maintained by either a central securities depository or a
custodian authorized by an issuer. A crypto securities regis-
ter is maintained on a tamper-proof decentralized recording
system, e.g., a blockchain, which logs entries in chrono-
logical order and protects against deletion and subsequent
modification. The eWpG only allowed the issuance of bearer
bonds on crypto securities registers.

Along with the introduction of the eWpG, § 95 of the
“Kapitalanlagegesetzbuch (KAGB)” (engl. German Invest-
ment Code) [4], [5] was changed to allow the electronic is-
suance of investment funds on central registers through cus-
todians. The “Verordnung über Krypofondsanteile (Krypto-
FAV)” (engl. Regulation on Crypto Fund Shares) introduced
the electronic issuance of investment funds on crypto secu-
rities registers through custodians.

European Union. The European Commission proposed
its digital finance package with a digital finance strategy
in 2020 [20]. The goal is room for innovation in financial
products while protecting consumers and financial stability.
One part of this strategy is the DLT pilot regime, which is
valid for 3 years and allows securities trading based on DLT
to be tested within a regulated framework. There are limits
to the volume of the traded assets. The goal is to built a
“reliable and secure secondary market for crypto assets” [1].

Appendix B.
Interview Guidelines and Codebooks

All tables are structured top to bottom, left to right.

B.1. Stage A
Table 2 provides the interview guideline for stage A.

All interviews were held in German, thus this interview
guideline was translated to English. Our codebook for stage
A is available in Table 4.

B.2. Stage B
Table 3 presents the interview guideline for stage B. The

interview guideline was translated to English. Our codebook
for stage B is available in Table 5.
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TABLE 2. INTERVIEW GUIDELINE FOR STAGE A

Part Explanations, Questions Comments, Further Explanations

Intro Hello, thank you for your participation in this interview. Greet participant and thank for
participation.

The goal of this interview is to learn more about credential management possibilities and which of these may be
suitable options in the financial sector. I will introduce a context and ask some questions to specific topics. There
are no right or wrong answers. Feel free to say anything that comes to mind. You are the expert in this interview.

Explain the topic and purpose of the study.

First I would like to get your consent for this interview and the recording of it. I will send you the consent text in
the chat. Please read it carefully and then give your consent verbally.

Get consent from the interviewee for
taking part in the interview.

Can you please repeat your consent? Start audio recording and ask the
participant to repeat consent.

Part 1
Demograpics

To start, I would like to ask some general demographic data.
• How old are you?
• What is your highest completed level of education?
• What is your current job title?
• How long have you been working in the financial sector?

Inquiry of general demographic data.

Different storage
options

In the following we want to look at four different types of storage options. All will be introduced within the
fictional context of digital investment funds and then the same questions will be asked for each.

Context Let’s assume that digital investment funds will be traded in the future. We are talking about trading of investment
funds with appropriately high sums (e.g. > 500.000$). In order to buy these, employees in the financial sector need
access data. This access data is very long, longer than what you know from normal username and password
combinations. This access data has the following properties:

• The access data is very long (several hundreds characters). For the average user it is impossible to memorize this
access data.

• Access data is non-recoverable.
• Access data is not modifiable in case of loss.

Group 1: Hot vs.
Cold

We will start with the first topic block.

Part 2
Cold

We will start with the cold storage of access data. This combines everything that can be used outside of a technical
device or anything, that is not always connected to the internet. Examples are writing access credentials on paper
and storing this securely or using a hardware security module (HSM).
[For questions see below]

If the difference between electronic and
non-electronic is not mentioned, mention
this:
Specifically for the cold storage option,
one can also differentiate between
electronic and non-electronic. A
non-electronic storage option, e.g., is
writing on a sheet of paper and storing it
securely.

Part 3
Hot

Next we will talk about hot storage. This includes anything that uses a technical device that is connected to the
internet most of the time. For example a program or file on your computer or cell phone.
[For questions see below]

[For questions after Hot vs. Cold part see below.]

Group 2: Custodial
vs. Non-Custodial

That was the first topic block. Let’s continue to the second topic block.

Part 4
Non-Custodial

We will start with the non-custodial storage of access credentials. The user has full control and responsibility over
their access data. Examples are technical devices or devices supplied by the employer specifically for storing access
data.

Part 5
Custodial

The last storage option we are talking about is custodial storage. In this scenario, the data is not exclusively stored
by the user but also or exclusively by another entity. An example would be that an employee needs to log into a
website to obtain access to the access data.

[For questions after Non-Custodial vs. Custodial part see below.]

Questions [Questions after each part or storage option.]

Questions for each
storage option

• What are your thoughts about this storage option?
• What benefits do you see?
• What drawbacks do you see?
• In your opinion, is this a storage option you could see in this work environment (referring to context)? Why? Why

not?
• Is this storage option integrable in current infrastructure? Or would it be a modern novelty?
• How could this storage option look like at the place of work? How could it be integrated? Could problems arise?

What are your thoughts?
• In your opinion, is this a realistically usable option? Why? Why not?
• What are your thoughts about the security of this option?

Ask the following questions after each
storage option.

Questions after Hot
vs. Cold and
Non-custodial vs.
Custodial parts.

• Comparing these two options, what are your thoughts?
• Which of the options could you see in this work environment in the future?
• Do you have anything to add to these options?

Ask the following questions after each
group (“Hot vs. Cold” and “Custodial vs.
Non-Custodial”).

Final questions
before debriefing

If digital investment funds with these types of access credentials are introduced, which type of storage option would
you prefer? Why?

Ask the following questions after both
groups.

Debriefing • Do you have any questions?
• Would you like to add anything?

To recap, this interview was about potential storage options and how private and public keys that are used in
cryptographic algorithms can be stored.

Recap of the purpose of the interview.

Please contact me if any questions arise in the future or if you want to revoke your consent to the interview and its
recording.

Contact data for further questions or
revocation of consent.

Thank you for your participation and your knowledge. We have reached the end of the interview. Have a great day! Thank the interviewee for their time and
input.
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TABLE 3. INTERVIEW GUIDELINE FOR STAGE B

Part Explanations, Questions Should be covered, Backup Questions, Explanations

Intro Thank you for your participation in this interview. Today, we will talk about the usage of wallets in the financial
industry. This interview is structured as follows. In the first part, I will ask a few generic questions. Then we will
talk about cryptocurrencies and storage methods. Finally, we will briefly talk about security requirements and
privacy.

You can talk frankly about anything that comes into your mind. There are no right or wrong answers or opinions
here. You are the expert in this interview.

Consent Do you still consent to participating in this interview and the recording of it?

[start recording and ask to repeat consent]

Part 1
General questions

First, I like to start with the general part. Experience with cryptocurrencies

What are your experiences with cryptocurrencies?

In your opinion, what is the cryptographic part in cryptocurrencies?

Part 2
Key Management
and Authentication

We will start with a drawing task.

[share the whiteboard]

First, let us test the whiteboard. On the top edge, you should see the menu named ’view options’. If you select
’annotate’, you should be presented with a toolbar. Can you draw anything for testing, please?

Context: Let’s assume you and your work colleagues are responsible for trading and managing Bitcoin worth
several hundred millions of Euros for your Employer.

participants, trancation, process, signature, access,
access rights, regulation, direct trade
How to make sure that you are allowed to trade
Bitcoin? (supervisor, four-eyes principle)
How do you have access to the Bitcoins? (technical)

Task: Please draw a diagram on how you understand a transaction between you as a seller and a buyer works.
Assume those are your employer’s 200 bitcoins. Please draw all relevant entities and components. Talk while
drawing and explain your diagram.

Do you see any security risks? If yes, what are they? From what origin? security risks, attacker
Do you see options for attacks?

How do you visualize a digital signature? When and where is it present in your picture? digital signature

This concludes the first big part.

Part 3
Key Management
and Key Storage

We will now talk about storage of access data for Bitcoin. I will first ask some general questions and then I will ask
some questions to specific key storage options.

perfect storage option, access, threats, opinion of
different storage options

What does this access data look like? combination of numbers and letters, length: depends on
format, opinion

What are traits of the perfect key storage method? Who is responsible?, What happens in case of loss?,
user input, user interaction, hot or cold, custodial or
non-custodial
similar to wallet: HSM, software wallet, paper wallet

Do you see any security risks? If yes, what are they? risk, attacker, physical, electronically
Do you see risks? What do they look like? Who is the
perpetrator?

Is there something that your employer has to pay special attention to? special security measures, regulations, processes
special security measures that have to be met or
regulations that have to be followed?

What is the responsibility that you carry for this key?

How would your collegues access those Bitcoins?

How do changes in access rights look like? How are they implemented?

Now I will ask some questions about key storage. There are four different types of storage options. I will introduce
all of them briefly and then ask some questions.

Questions for each key storage method:
• What benefits for this option do you see from an employer/employee perspective?
• Which drawbacks do you see from an employer/employee perspective?
• What are your responsibilities?
• What are the consequences in case of loss?
• Do you see problems or security risks? If yes, what are they?
• What could be improved with this option?

protection, security, attacker, attacker potential,
responsibility

Cold Key Storage: Cold key storage combines everything that can be used outside of a technical device, or
anything that is not always connected to the internet. Examples are writing keys on a sheet of paper and storing it
securely or using hardware security modules (HSMs).

Hot Key Storage: Hot key storage includes anything that uses a technical device that is connected to the internet
most of the time. For example a program or file on your computer or cell phone.

Non-Custodial Key Storage: In non-custodial key storage, the user has full control over and responsibility for their
access data. Examples are technical devices or devices supplied by the employer specifically for storing access data.

Custodial Key Storage: In custodial key storage, the data is not exclusively stored by the user but also or
exclusively by another entity. An example would be that an employee needs to log into a website to obtain the
access data.

Part 4
Requirements for
Security and
Privacy

Let’s assume that a platform exists that handles buying, selling and custody of Bitcoins for you and your colleagues
and you are supposed to work with this platform.

Requirements of user, requirements regarding security:
personal security, personal protection, system; access,
tracking, data storage, regulation, legal requirements
Does data exist that needs to be stored? If yes, which?
Do processes exist that have to be followed? If yes,
which?

• Which type of key storage do you prefer?
• What requirements do you have for such a platform?
• Which requirements do you see from a legal point of view?
• Which regulations need to be followed?
• Which requirements, specifically from a security point of view, have to be met by this platform?
• How could access to this platform look like?

Part 5
Outro

Do you have further questions or comments? Do you have anything to add?

Thank you for your participation. If you have any questions afterwards or want to withdraw your consent to the use
of your data, please contact me.

One last question: Do you know anyone with a similar profile that would be interested to participate in this study?
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TABLE 4. CODEBOOK FOR STAGE A

A01 financial institution A02.06 education A04.02 adaptability A06.07 option
A01.01 acceptance A02.07 experience A04.03 benefits A06.08 risk
A01.02 comparison A02.08 key sharding A04.04 cost A07 threat
A01.03 consequences A02.09 KYC A04.05 drawbacks A07.01 attackers
A01.04 control A02.10 limitations A04.06 intermediary A07.02 external
A01.05 cost benefit-calculation A02.11 password A04.07 option A07.03 fraud
A01.06 customer A02.12 physical layer A04.08 risk A07.04 internal
A01.07 delegation A02.13 PIN A05 storage hot A08 usability
A01.08 digitalization A02.14 prevention A05.01 accessability A08.01 access
A01.09 education A02.15 regulation A05.02 adaptability A08.02 ease of access
A01.10 future oriented A02.16 responsibility A05.03 benefits A08.03 ease of use
A01.11 insurance A02.17 secure system A05.04 drawbacks A08.04 easy
A01.12 process assessment A02.18 storage A05.05 future oriented A08.05 efficiency
A01.13 processes A02.19 traceability A05.06 habit A08.06 knowledge
A01.14 regulation A02.20 user A05.07 MPC A08.07 lean
A01.15 responsibility A03 storage cold A05.08 option A08.08 obscurity
A01.16 risk assessment A03.01 accessability A05.09 requirement A09 user
A01.17 safety precautions A03.02 adaptability A05.10 safety measure A09.01 ability
A01.18 standardization A03.03 benefits A05.11 sharing A09.02 effort
A01.19 strategy A03.04 cost A05.12 traceability A09.03 fear
A01.20 system A03.05 drawbacks A05.13 transparency A09.04 help
A01.21 trust A03.06 maintanance A06 storage non-custodial A09.05 knowledge
A02 security A03.07 option A06.01 adaptability A09.05 mentoring
A02.01 4-eye-principle A03.08 security measures A06.02 autonomy A09.06 misuse
A02.02 access A03.09 sharing A06.03 benefits A09.07 responsibility
A02.03 audit A03.10 trust A06.04 cost A09.08 time
A02.04 backups A04 storage custodial A06.05 drawbacks
A02.05 bureaucracy A04.01 accessability A06.06 no standard

TABLE 5. CODEBOOK FOR STAGE B

B01 cryptographic understanding B04.04 preference B07.05 decentralization B08.05 non-custodial
B01.01 blockchain B04.05 process B07.06 education B08.06 preference
B01.02 experience B04.06 trigger event B07.07 financial institution B09 threat
B01.03 key B05 platform B07.08 four-eyes principle B09.01 attacker
B01.04 metaphor B05.01 access B07.09 integrity B09.02 external
B01.05 signature B05.02 access rights B07.10 know your customer B09.03 force majeure
B01.06 transaction B05.03 data B07.11 obfuscation B09.04 internal
B01.07 wallet B05.04 help B07.12 prevention B09.05 technical
B02 financial institution B05.05 key B07.13 reaction B10 trust
B02.01 comparison B05.06 release process B07.14 regulation B10.01 in employee from employer
B02.02 employee B05.07 security requirements B07.15 secure network B10.02 in intermediary from employer
B02.03 employer B05.08 threat B07.16 technical layers B10.03 in intermediary from user
B03 intermediary B05.09 transaction B07.17 traceability B10.04 factors
B03.01 benefit for employer B05.10 requirements B07.18 transparency B11 usability
B03.02 drawback for employer B05.11 private customers B07.19 trial runs B11.01 comfort
B03.03 legal requirements B06 responsibility B07.15 trustworthiness B11.02 ease of use
B03.04 requirements B06.01 care B07.16 updates B11.03 efficient
B03.05 duties B07 security B08 storage B11.04 knowledge
B04 key usage B07.01 access B08.01 cold B11.05 handling
B04.01 access B07.02 availability B08.02 custodial B12 user
B04.02 access rights B07.03 backup B08.03 access B12.01 understanding
B04.03 multisignature B07.04 confidentiality B08.04 hot B12.02 can see risks
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