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Abstract—In password security a defender would like to
identify and warn users with weak passwords. Similarly, the
defender may also want to predict what fraction of passwords
would be cracked within B guesses as the attacker’s guessing
budget B varies from small (online attacker) to large (offline
attacker). Towards each of these goals the defender would like
to quickly estimate the guessing number for each user password
pwd assuming that the attacker uses a password cracking model
M i.e., how many password guesses will the attacker check before
s/he cracks each user password pwd. Since naive brute-force
enumeration can be prohibitively expensive when the guessing
number is very large, Dell’Amico and Filippone [1] developed an
efficient Monte Carlo algorithm to estimate the guessing number
of a given password pwd. While Dell’Amico and Filippone proved
that their estimator is unbiased there is no guarantee that the
Monte Carlo estimates are accurate nor does the method provide
confidence ranges on the estimated guessing number or even
indicate if/when there is a higher degree of uncertainty.

Our contributions are as follows: First, we identify theoretical
examples where, with high probability, Monte Carlo Strength
estimation produces highly inaccurate estimates of individual
guessing numbers as well as the entire guessing curve. Second,
we introduce Confident Monte Carlo Strength Estimation as an
extension of Dell’Amico and Filippone [1]. Given a password
our estimator generates an upper and lower bound with the
guarantee that, except with probability J, the true guessing
number lies within the given confidence range. Our techniques
can also be used to characterize the attacker’s guessing curve.
In particular, given a probabilistic password cracking model M
we can generate high confidence upper and lower bounds on the
fraction of passwords that the attacker will crack as the guessing
budget B varies.

Index Terms—Monte Carlo Estimation, Password Cracking
Models, Concentration bounds

I. INTRODUCTION

In addition to their offensive uses, Probabilistic Password
Cracking Models have many defensive applications. One de-
fensive application is to use the password cracking model
to estimate the strength of a user’s password during account
registration so that we can warn users who attempt to register
with a weak password that would be easy for an attacker to
guess. For this application we would like to quickly determine
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how many guesses an attacker using password cracking model
M would need to check before s/he cracks a particular
user’s password pwd. One way to determine the guessing
number of a particular password pwd would simply be to
enumerate all possible password guesses, ordered according
to their probability under the model M, keeping track of the
number of incorrect guesses which appear before the correct
password pwd. However, naive brute-force enumeration is
often prohibitively expensive especially when the guessing
number is very large e.g., > 10'°.

Dell’Amico and Filippone [1] developed a Monte Carlo
algorithm to efficiently output an estimate of the guessing
number of a given password pwd without resorting to brute-
force enumeration. Their technique applies generically to any
probabilistic password model M under the assumption that
(1) the model M defines a distribution over passwords and
we can efficiently sample from this distribution, and (2)
given a particular password pwd we can quickly compute the
probability that this password is generated by M. Dell’ Amico
and Filippone proved that their Monte Carlo estimator is
unbiased i.e., the expected value of the estimate is equal to
the actual guessing number. However, there is no absolute
guarantee that the estimate is accurate. Their Monte Carlo
estimator does not provide any statistical confidence intervals
for the range of possible guessing numbers or even indicate
if/when there is a high degree of uncertainty about the true
guessing number.

In other defensive applications we may want to estimate the
attacker’s entire guessing curve. How many consecutive incor-
rect login attempts should be allowed before we lockdown an
account? Will doubling the cost of the password hash function
significantly reduce the fraction of passwords that an offline
attacker will crack?

Formally, let Ayr,p,p denote the fraction of passwords
in a dataset D which would be cracked within the first B
guesses generated by model M. Similarly, let Ajz, g denote the
probability that a fresh password sampled from an (unknown)
distribution P over user passwords would be cracked within
the first B guesses output by the model M. Characterizing
the entire guessing curve Ay, p (or Ap,p) as B ranges
from small (online attack) to very large (offline attack) can
help a defender set password policies. Thus, we would like to



generate high confidence upper/lower bounds on the guessing
curves Ayr,g,p and/or Ay p.

However, when B is sufficiently large we cannot efficiently
compute A\ys, g p since that would require enumeration of the
top B passwords in the distribution M. As a heuristic approach
we could use Monte Carlo strength estimation [1] to quickly
estimate the guessing number of each password in D and then
compute the fraction of passwords whose estimated guessing
number is below B. While this heuristic approach has become
popular in the password literature (e.g., [2]-[5]), it could
yield poor estimates of A\j; g, p when the estimated guessing
numbers are inaccurate. Indeed, in our empirical analysis we
identify several instances where the heuristically estimated
guessing curve is highly inaccurate. These problematic cases
tend to arise when the guessing number B is very large. The
bottom line is that there is no absolute guarantee that our
heuristic estimate of A\js, g, p is accurate nor does this heuristic
approach provide any statistical confidence intervals on the
attacker’s guessing curve.

In many settings we would like to characterize the guessing
curve Ay, p using a relatively small number of samples from
our unknown password distribution. For example, suppose
that we conduct a user study to determine whether or not a
particular password policy intervention, e.g., requiring users to
select passwords with upper and lower case letters', effectively
strengthens the distribution over user passwords. We can
view the data collected from the user study as samples Dy
(control group) and D, (intervention group) from two different
(unknown) password distributions Py and P; respectively. We
would like to use these samples to draw statistical comparisons
about the guessing curves before/after the policy intervention
i.e., does the policy reduce the fraction of user passwords
cracked by an offline attacker making B = 10'° guesses per
user. Observe that if we assume that the dataset S; was sam-
pled iid from distribution P; that we have A, 5 = E [Aa, 5, p].
We could use the popular heuristic estimate for A7 B, p,
(described above) to estimate the guessing curves Aps p for
the two different distributions. However, we now have an
additional source of estimation error due to sampling of the
datasets Dy and D; — in addition to the error from Monte
Carlo strength estimation. One challenge is that the number
of samples collected from the user study will typically be
constrained by research budgets making it harder to ensure
that the sampling error is small.

A. Contributions

First, we provide theoretical examples of models M and
passwords pwd where regular Monte Carlo will (1) signifi-
cantly overestimate the true guessing number of pwd with high
probability, and (2) underestimate the guessing number by a

IThere are many password interventions that one could consider. We
could require passwords to include special characters or numbers (password
composition policies). We could display a password strength meter during
registration. We could warn users about the risks of picking weak passwords
before registration. We could require users to participate in training activ-
ities or watch an instructional video about picking good passwords before
registration.
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factor of ~ 2 with probability at least 0.3. We also consider
the popular heuristic of using regular Monte Carlo strength
estimation to estimate the attacker’s guessing curve. We pro-
vide a (theoretical) example of a model M and a password
distribution P such that (1) an attacker following model M
will actually crack 0% of passwords within B guesses i.e.,
Aum,g = 0and Ay, g, p = 0, but (2) the popular heuristic using
regular Monte Carlo Strength estimation incorrectly predicts
that an attacker will crack 100% of user passwords sampled
from P within B guesses! We argue that such issues are
inherent to any blackbox method for Monte Carlo strength
estimation.

Second, we introduce several rigorous statistical techniques
to upper/lower bound the guessing number of a password and
show how these techniques can be extended to upper/lower
bound an attacker’s entire guessing curve. On a technical
note our upper/lower bounds are derived using concentra-
tion inequalities such as Hoeffding and Chernoff as well
as a strategic application of Markov’s inequality. We call
our new toolkit Confident Monte Carlo. In particular, given
a password cracking model M, a particular password pwd
and a confidence parameter § Confident Monte Carlo will
output an upper bound U and a lower bound L on the
(unknown) true guessing number G(pwd) with the guarantee
that Pr[L < G(pwd)] > 1—§ and Pr[U > G(pwd)] > 1-3.
We stress that this is distinct from the weaker task of finding
of upper/lower bounds for a Monte Carlo estimate é(pwd)
of G(pwd) e.g., finding L < U such that Pr[L < G(pwd) <
U] > 1—4. This weaker goal could be easily accomplished by
standard techniques for generating confidence intervals such
as multiple sampling iterations. Confident Monte Carlo works
under the exact same generic assumptions as regular Monte
Carlo strength estimation.? Thus, whenever we can apply apply
regular Monte Carlo strength estimation to estimate guessing
numbers for a password cracking model M we can also apply
our Confident Monte Carlo techniques to obtain confidence
bounds for the estimated guessing number. Empirical analysis
shows that our upper/lower bounds on the guessing number
are usually quite close. Typically, we find that the estimates
generated by regular Monte Carlo lie within our confidence
range, but we also find that for many rare passwords the
estimated guessing number generated by regular Monte Carlo
is demonstrably inaccurate e.g., the estimate lies below our
lower bound.

Third, we develop rigorous statistical techniques to up-
per/lower bound the attacker’s entire guessing curve. In par-
ticular, given a dataset D we can generate curves /\ﬁfi B.D
(resp. )\ﬂ\f}[, p.p) such that with probability at least 1 — ¢ for
all guessing budgets B we have Ay pp < N4 B.p (resp.
AM,B,D = )\ﬂB,Dl

If we assume that our dataset D was sampled iid from the
(unknown) password distribution P then we can apply McDi-

2We assume that (1) the model M describes a distribution M over
passwords and we can efficiently sample from this distribution, and (2) given
a particular password pwd we can quickly compute the probability that this
password is generated by M.



armid’s inequality to argue that (whp) |Ay 50 — Am,B| < e
This allows us to confidently upper/lower bound the guessing
curve Aps. p for our (unknown) user password distribution P
using only a dataset D sampled from this distribution. This
observation also provides a rigorous statistical framework for
many natural tasks in password research (1) analyzing the
impact of a password policy on the guessing curve given
samples S7 (resp. S3) from the unknown distribution Py
(resp. P2) representing the distribution of user passwords
before (resp. after) the policy intervention, (2) comparing the
performance of different password cracking models M and
M’ against an unknown password distribution P.

Finally, we evaluate Confident Monte Carlo empirically
using several large breached password datasets. We find that
our upper/lower bounds on the guessing curve are typically
very close and thus tightly bound the true values Ay g p
or Ay,p. We compare our upper/lower bounds with the
popular heuristic estimate using Regular Monte Carlo strength
estimation. On the positive side, our empirical experiments
demonstrate that Regular Monte Carlo generates reasonable
estimates of the guessing curve in most cases i.e., as long as
the guessing budget B is not too large (e.g., B < 102Y) the
estimated guessing curve is tightly sandwiched between our
upper/lower bounds. Thus, Confident Monte Carlo can often
be used as a tool to verify if the heuristic guessing curve
generated by Regular Monte Carlo is accurate. On the negative
side when the guessing budget B grows very large we find
several examples where the Regular Monte Carlo guessing
curve is provably inaccurate i.e., lies above our upper bound.

B. Related Work

Password Guessing Models. Offline password attacks have
been a concern since the Unix system was devised [6].
Many sophisticated probabilistic password models have been
proposed to generate password guesses for an online attacker
such as Probabilistic Context-Free Grammars [7]-[9], Markov
models [10]-[13], and neural networks [2]. Each of these
probabilistic password models are compatible with regular
Monte Carlo Strength estimation [1] and our Confident Monte
Carlo techniques. Thus, we can apply our statistical techniques
to derive high confidence upper/lower bounds on guessing
numbers for each of these models. By contrast, heuristic (rule-
based) tools such as Hashcat [14] and John the Ripper [15]
are not compatible with Monte Carlo Strength Estimation. Liu
et al. [3] developed tools to estimate guessing numbers for
Hashcat and John the Ripper without resorting naive brute-
force enumeration.

Password Strength Estimation. Regular Monte Carlo
strength estimation [1] has been widely used in the password
research literature to understand the impact of culture/language
on password strength [16], evaluate the impact of policy
interventions such as password composition policies [2], [13],
[17], develop password strength meters [18] and evaluate
the effectiveness of key-stretching mechanisms against offline
attacks [4]. However, to the best of our knowledge the problem
of providing rigorous confidence intervals for the estimated
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guessing numbers has not been explored.® Blocki and Liu [19]
recently focused on the problem of upper/lower bounding the
guessing curve of a perfect knowledge attacker who knows the
user password distribution P. While this can be a useful goal,
in practice it can also be useful to characterize the guessing
curve of an attacker following a state of the art password
cracking model M since a real world attacker will not have
perfect knowledge of the user password distribution. We also
note that the upper/lower bounds of Blocki and Liu [19] for
the guessing curve of a perfect knowledge attacker rapidly
diverge even for moderately large values of B e.g., B = 10".
By contrast, we are able to obtain relatively tight upper/lower
bounds on the guessing curve of an attacker using model M
even when the guessing budget B is very large e.g., B = 1034,

II. BACKGROUND

In this section we introduce probabilistic password models,

regular Monte Carlo Estimation and password guessing curves
more formally. A summary of notations is found in Table III
in Appendix F.
Probabilistic Password Guessing Model. In this work we
assume that our attacker is untargeted and that the attacker
uses a Probabilistic Password Model M to crack passwords. To
apply regular Monte Carlo or Confident Monte Carlo we make
several assumptions about the model M. First, we assume
that the model M implicitly defines a distribution M over
passwords and that M allows us to efficiently sample from the
distribution M. Second, given an arbitrary password pwd we
assume that we can efficiently compute pé\{u 4 =Procpmlz =
pwd] i.e., likelihood of the password pwd according to our
distribution M. We note that these assumptions hold for most
sophisticated password cracking models such as Probabilistic
Context-Free Grammars [7]-[9], Markov models [10]-[13],
and neural networks [2].

It will be convenient to let pwdy, pwds, ... denote the list
of passwords in the support of our distribution M and to let
pM = p%) 4, denote the probability of password i. It will also
be convenient to assume that these passwords are ordered such
that p}? > p) > ... i.e., so that an attacker using model
M would check guesses in the order pwdy,pwds,.... We
let G(pwd) denote the number of guesses that an attacker,
following model M, would need to attempt in order to crack
the password pwd i.e., G(pwd;) = 1.

Given a probability value ¢ € [0, 1] we would like to define
G(q) as the hypothetical guessing number for a password
pwd with probability p%) 4 = ¢- However, if there are
multiple passwords in M with probability exactly ¢ there
will be multiple different values of the guessing number.
To avoid ambiguity we instead define an exclusive bound

3Melicher et al. [2] mention that with at least one million samples typically
they observe “95% confidence intervals of less than 10% of the value of
the guess-number estimate” and “passwords for which the error exceeded
10% tended to be guessed only after more than 10'® guesses” in their
experiments. However, the paper does not contain any details about these
claimed confidence intervals or the methodology by which they were derived.
We reached out the the authors to provide clarification, but received no
response.



G™(q) := |{i : pM > ¢}| to count the number of passwords
with probability strictly greater than q and an inclusive bound
G™(q) == |{i : pM > ¢}| to count the number of passwords
with probabilities greater than or equal to q. Observe that for
a password pwd with probability p)? ; we have G**(¢) +1 <
G(pwd) < G™(q). It will sometimes be convenient to write
GH(pwd) = G (pyy,q) or GM(pwd) = GM(pyy,,)-
Regular Monte Carlo Estimation. To compute G(pwd) (or
G®*(q) or G™(q)) exactly a defender would need to enumerate
all possible passwords in M whose probability is above a
given threshold (p%)d). This can be prohibitively expensive
for the defender when the guessing number is large. Thus,
Dell’ Amico and Filippone [1] developed a Monte Carlo algo-
rithm to efficiently estimate G(pwd). More accurately, for any
probability value ¢ their algorithm produces an unbiased esti-
mate of G¥*(¢q) — we have G(pwd) = G**(¢)+1 in Whenever
there is a unique password pwd with probability p wd = G-
This regular Monte Carlo algorithm works as follows: (1) draw
k iid samples from the distribution M ie., S < M (2)
output the estimate G5 (q) = £ Y.« S,pM>q ﬁ. In practice,
Dell’Amico and Filippone [1] proposed that one could draw
the sample S ahead of time and use this sample to obtain out
strength estimate ng (pwd) for multiple different passwords.
Dell’ Amico and Filippone [1] proved that for any probabil-
ity parameter ¢ € [0,1] the expectation of the estimation is
equal to its true value, i.c., E(GE(q)) = G¥(q). They also
argued that the variance Var(GE(q)) = %(th -~ pl

G®*(q))? converges to 0 as the sample size k gets to infinite.
However, in practice the sample size k is finite and can be
very small compared to .

Similarly, as a trivial extension of [1] one can define
GIN( )= 1> s PM>g p}w as an unbiased estimate for our
inclusive term G™(q).

Password Guessing Curve. Given a dataset D* we let
AM.B.D = |%w|{gc € D : G(z) < B}| denote the fraction
of passwords i D that would be cracked within B guesses
by an untargeted attacker following model M. Similarly, we
define \ps,p := Pry p[G(y) < B] to be the probability that a
random password y sampled from PP would be cracked within
B guesses. We will typically assume that the user password
distribution P is unknown, but that we are given a dataset
D consisting of iid samples from P. In this case we have
A, = E[Aum, B, p] where the randomness is taken over the
selection of D from the unknown distribution P.

For an online attacker B is usually small since an authenti-
cation service can lock out the user account after several failed
login attempts. For an offline attacker B can be much larger
since with the stolen (salted) cryptographic hash of the user’s
password an offline attacker can check as many passwords
as s/he wants by comparing the (salted) cryptographic hash
with the hashes of the top B guesses pwdy,...,pwdg. An
offline attacker is limited only by the resources s/he is willing

4D may contain duplicated passwords since different users might select the
same password.

to invest cracking and by the cost of repeatedly evaluating the
password hash function.

III. LIMITATIONS OF REGULAR MONTE CARLO
STRENGTH ESTIMATION

In this section we discuss the limitations of the regular
Monte Carlo strength estimation [1]. We provide a theoretical
example of password models where regular Monte Carlo will
dramatically underestimate the guessing number with high
probability, and another example of a password model where
Monte Carlo will overestimate the guessing number by a factor
of 2 with probability at least 0.3. Specifically, for any sample
size k we define a model for which the estimation is inaccurate
with a significant probability. We also provide a theoretical
example of a password model and a password distribution
where the regular Monte Carlo estimation has a large error on
predicting the guessing curve. We further demonstrate that the
above issue is inherent to any blackbox method for estimation
given only a finite amount of samples without exploiting
specific properties of the password guessing model. All exam-
ples of password models and distributions in this section are
constructed for the purpose of illustration. We are not claiming
that they are representative of distributions/models one would
encounter in practice.

A. Error on Guessing Number

1) Underestimating the Guessing Number: We first provide
an example of a password model where Monte Carlo will
(whp) dramatically underestimate the true guessing number.

The Model/Distribution M: Consider a model M which
induces a distribution M over passwords pwdy, pwds, . . . such
that Pry. pm[2 = pwd;] = 270

Actual Guessing Number: The actual guessing number of
each password pwd; is G(y) = i.

Analysis of Monte Carlo Estimate: Suppose that we apply
Monte Carlo with k = |S| > 219 iid samples S <~ M* from
M to estimate the guessing number of a password. For any
i > 2log(k) with high probability (1 —2~1)¥ > 0.99 our
sample set .S will contain no passwords with probability equal
to or less than 27%. In this case for any j > i our estimated
guessing number for pwd; is G¥(pwd;) = 3 o T
where 7 ers }M < = k. Thus, if j > k Monte
Carlo will dramatzcally underestimate the true guessing num-
ber with high probability.

The authors of [1] state that the variance of GE(pwd,)
approaches 0 as k increases. However, in the above example
the variance for the jth most probable password pwd; is
Var(G3(pwd;) = 1012} e — (G- 1)) = 227 — 1
(4 — 1)?). While the variance does decrease linearly with the
sample size k it also increases exponentially with the true
guessing number j.

2) Overestimating the Guessing Number: We now give an
example where regular Monte Carlo estimation can overes-
timate the guessing number by a factor of ~ 2 with non-
negligible probability (e.g., 0.3).

21ﬂg(k )
k
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The Model/Distribution M: Fix the sample size £ > 5 and
consider a model M corresponding to a password distribution
M where there are ny = 2k — 1 passwords with probabrhty
p1 = 2k’ ng = % — 1 passwords with probablllty po = kﬁ’
and n; =1 password with probability p; = 21_2 w5 < pi—1 for
any i > 3. Observe that > .., n;p; = 1.

Actual Guessing Number: The actual guessing number of
the password with probability ps is G(p3s) =n1 +na+1 =
2%k — 1+ % 5

Analysis of Monte Carlo Estimate: Suppose |S| = k (k >
5) samples are generated to estimate the guessing numbers.
Consider the event E that S contains exactly one password
with probability p, and all the remaining (k — 1) samples
have probability p; (i.e., none of the remaining samples in .S
have probability smaller than p,). If the event E occurs then
the estimated guessing number of password with probability
ps is GE(ps) +1 = (k= 1) + L) +1 =2k — 1+ k?
while the actual guessing number is G(ps) =ny; +n2 + 1=
2k -1+ %kQ i.e., we overestimate the guessing number by

a factor % ~ 2. The probability of the event F is
712(?)1’2(”1291)]%1 =(3 - 7)1 —5p)"1>03.

3) Inherent Limitations of Any Blackbox Guessing Number
Estimate: We now argue that any blackbox method for esti-
mating the guessing number will have similar issues. In partic-
ular, for any sample size k£ and any blackbox strength estima-
tion method we can find cases where the model will (whp) give
us highly inaccurate strength estimates. As a concrete example
consider the model M defined in Section III-A1l i.e., the model
induces a distribution M over passwords pwds, pwds, . . . such
that Pr,. [z = pwd;] = 277 for each j > 1. Now let us
define a model M’ inducing a distribution M’ similar to M
except that we replace the ¢ passwords pwd;q,...,pwdsy;
with an exponentially large subset of 2/ — 1 new passwords of
probability 272, In particular, we have Pr . a¢ [z = pwd,] =
Proc pmlz =pwd;] =277 forall j <iandall j >2i+1. In
model M’ the passwords pwd,_H, -+, pwdy; are replaced with
2¢—1 new passwords pwy, . .., pwsyi_y. For each j<2t—1we
set Pry [z = pwj] = 272% so that Z ' Pro vz =
pwl =271 (1-27") = Z?l i+1 Plaem [CL’ = pwj).

We now make several observations about the models M and
M'’. First, we note that if we draw k = o (2°) samples in a
blackbox manner then we will not even be able to distinguish
between the distributions M and M’ (whp).> Second, we
note that, when j > 2¢ + 1, the actual guessing number for
pwd; is very different under model M and M’ due to the
presence/absence of the exponentially large set of passwords
{pw1,...,pwsi_1} which would be guessed before pwd,.
In particular, the actual guessing number number is j (resp.
28 — 14 j — i) under model M (resp. M’'). If we cannot
even distinguish between distributions M and M’ then, for

5To see this let E denote the event that we never sample a password y
with probability p, < 27¢. Observe that if we condition on the event E that
we only sample passwords from pwdy, ..., pwd; then the two distributions
M and M’ are equivalent. Furthermore, by union-bounds we have Pr[E] <
k27 = o(1).
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Fig. 1: Blackbox Limitations (Example)

7 > 21+ 1, we cannot rule out the possibility that the actual
guessing number for pwd; could be as small as j (model M)
or as large as 2 — 1 4+ j — ¢ (model M’). Thus, providing
a concrete strength estimate without providing any indication
that there is a high degree of uncertainty would be particularly
problematic in this example.

We visualize these results in Figure 1 where we set k =
220 and i = 2logk = 40. We also show the upper/lower
bounds obtained using our Confident Monte Carlo approach
( > 98% confidence) as well as the estimates generated by
regular Monte Carlo. We note that the regular Monte Carlo
estimates are reasonable accurate for model M, but highly
inaccurate for the model M’. Because Confident Monte Carlo
is also blackbox we cannot hope to achieve tight upper/lower
bounds. In particular, observe that any accurate blackbox lower
bound for the guessing number of pwds;41 must be at least
2i+1 (ground truth under model M) and at least 2°+i (ground
truth under model M’). This is precisely what we observe
in Figure 1 e.g., for passwords with probability 10737 the
gap between our upper/lower bounds is ~ 1033. In particular,
Confident Monte Carlo accurately indicates that we are highly
uncertain about the real guessing number.

B. Error on Guessing Curve

1) Regular Monte Carlo Guessing Curves: Another appli-
cation of Monte Carlo strength estimation is generating (an
approximation of) the attacker’s guessing curve. For example,
we might like to estimate the probability A7, p that an attacker
can crack a random user’s password (sampled from potentially
unknown distribution P) within B guesses using model M
or, given a dataset D of user passwords we might want to
estimate Ays,p,p — the fraction of passwords in D that the
attacker using model M can crack within B guesses per
user account. The standard (heuristic) way to approxrmate
)\MB .p and A\p g is to simply compute )\MB D= |D| H{y €

: G¥(y) < B}|. This heuristic approach has been widely
adopted in the password literature (e.g., [2]-[5]). However,
for any guessing budget B and sampling parameter k& we
can provide an example of a model M and a distribution P
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Fig. 2: Error on Monte Carlo Estimated Guessing Curve

over user passwords such that: (1) an attacker who makes B
guesses will never crack any user password sampled from P
ie., Ayrp = 0, and (2) with high probability Ay p.p = 1
i.e., the widely adopted heuristic using regular Monte Carlo
strength estimation predicts that the attacker cracks 100% of
passwords within B guesses.

Model Distribution M: Consider a distribution M gen-
erated by a cracking model M where there are k> — 1
passwords pwdy, . ..,pwdg2_, with probability 1%2 The re-
maining k2 passwords pwdyz,...,pwdy,2_; in the sup-
port 2of our distribution satisfy the following properties: (1)
Zfikgl Proemlz = pwd;] = k% and (2) Pryemlz =
pwd;] > Pry pmlx = pwd;y 1] for each k2 —1 < i < 2k? —1
i.e., passwords are listed in descending order of probability.
Let B=k?+1,let F = {pwdy,...,pwdp} denote the most
popular B passwords and let L = {pwdpi1,...,pwdi2_1}
denote the remaining passwords.

Actual Password Distribution P: For the actual user
password distribution we can consider any distribution P with
support L i.e., Pryplz € F] = 0.

Actual Guessing Curve: Notice that the attacker’s first
B guesses will all be from the set F'. By construction, the
support of our user password distribution P does not include
any password from F'. Thus, for any dataset D of passwords
sampled from P we will have Ay, g, p = 0 and we also have
A, = E[Am,B.p] = 0.

Analysis of Monte Carlo Curve: Given a sample set S
with size k from M, except with probability at most %, all
k samples are from pwdy, ..., pwdg2_1. In this case the esti-
mated guessing number for any password pwd; with k2 —1 <
i <2k*—1is G¥(pwd;)+1 =141 3, s k* = 1+k* < B.
Thus, with probability at least 1 — ¢, we have Ay, pp = 1
meaning that this widely adopted heuristic incorrectly predicts
that the attacker will crack 100% of passwords in our dataset
D. We compare the (regular) Monte Carlo estimated guessing
curve with the actual (ground truth) guessing curve in Figure 2.

2) Inherent Limitations of Any Blackbox Guessing Curve
Estimate: Let us reconsider the models M and M’ as defined
in Section III-A3. We will define a user password distribution
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Fig. 3: Limitations: Blackbox Guessing Curve Estimate

P such that (1) any blackbox method given samples from
P in addition to samples from either M or M’ still cannot
distinguish between the models M and M’ i.e., Pry a[x =
pwd] = Pryo sz = pwd] for all passwords pwd in the
support of P and (2) the guessing curves Axq g and Aag B
are dramatically different.

User Password Distribution: Define the actual user pass-
word distribution P to be the uniform distribution over
{pwdziy1,...,pwds;} ie., for all j € [2i + 1,3i] we have
Pryeplz = pwd;] = 1, Pryeplz = pwd;] = 0 for
J & [2i +1,3i] and Pryplz = pw;] = 0 for j < 2° — 1.
Recall that for all j € [2¢ + 1, 3] that we have Pr . y¢ [z =
pwd;] = 277 = Prye yv[r = pwd,]. Thus, it will not be
possible to distinguish the models M and M’ using samples
from P.

Actual Guessing Curves: Under model M’ the guessing
number for any password pwd,; in the support of P is at least
2¢ +4. Thus, Am,g =0forall B < 20 44, By contrast, under
model M the guessing number for any password pwd; in the
support of P is at most 3i so we will have A\y; g = 1 for all
B > 3.

We visualize these results in Figure 3 where we set k = 220
and ¢ = 2logk = 40. The orange and green curves plot the
ground truth guessing curves Ay g and Ay p for the models
M and M’ respectively. The blue curve shows the heuristic
guessing curve estimate obtained using Regular Monte Carlo
(RMC). While this curve is reasonably close to A g, it quite
far from App p. Thus, if the real password cracking model
is M’ the RMC curve is highly inaccurate. Finally, the red
(resp. purple) curves plot the best upper (resp. lower) bounds
obtained using Confident Monte Carlo (CMC) — several
rigorous statistical techniques we introduce later in the paper
to upper/lower bound the guessing number and the guessing
curve with high confidence (we used 99% confidence in Figure
3). We note that both Regular and Confident Monte Carlo
utilize the model in a blackbox manner and cannot distinguish
the distributions M or M’. Thus, we do not label the CMC
or RMC curves with the model M or M’ since the results will
be the same (whp). Observe that the curves Ay, g and Ay B



both lie between our upper/lower bounds. Thus, Confident
Monte Carlo accurately indicates that there is a high degree
of uncertainly about the true guessing curve.

IV. THEORETICAL BOUNDS ON GUESSING NUMBER

In this section, we present two techniques to rigorously
bound the actual guessing number G(y) of an arbitrary pass-
word y using iid password samples randomly selected from
a model distribution M generated by a password cracking
model M. In particular, we can ensure that the actual guessing
number G(y) is sandwiched between our upper/lower bounds
with high confidence (e.g., 99%) allowing us to quantify the
uncertainty of guessing number estimates.

A. Upper/Lower Bounds Using Hoeffding’s Inequality

In this section, we prove an upper bound and a lower
bound on the actual guessing number G(g) of a password
with probability ¢ using Hoeffding’s inequality. The formal
statement is shown below:

Theorem 1. Given a set S with k iid password samples
sampled from distribution M, for any probability q € [0, 1]
and any parameter € > 0, we have:

Pr(G(q) < G§'(q) + ¢/q) > 1 — exp (—2ke”)
Pr(G(q) > G&(q) + 1 —€/q] > 1 — exp (—2ke?)

where the randomness is taken over S + MF.

Due to space limitations the formal proof is deferred to Ap-
pendix E. Briefly, we observe that G%(g) can be viewed as the
sum of k independent random variables X**, ... XE* where
XEX = () if the ith password z from our sample has probability
pM < g and XF* = 1/pM otherwise. Since the random
variable are independent we can apply Hoeffding’s inequality
to upper bound the probability that our estimate GE'(q) is

significantly smaller than its expectation E {ng(q)] =G%(q)

where G(q) > G (¢)+1. Similarly, we can apply Hoeffding’s
inequality to bound G'§'(g). In particular, for ¢ € {EX, IN} we
have |Gg(q) — G?(q)| < ¢/q with any € > 0 as below:

Pr(G%(q) < G%(q) +¢/q) > 1 —exp (—2ke?) (1)
Pr[G?(q) > G%(q) — ¢/a) > 1 —exp (—2ke?)  (2)

Note that given a password y the upper/lower bounds in
Theorem 1 differ by an additive factor of €/ pg/[ . Thus, we can
obtain tight upper/lower bounds ¢/p, < G(y) although the
bounds can diverge as pé‘,/[ grows small i.e., when the password
is particularly rare.

B. A Tighter Lower Bound For Rare Passwords

The upper and lower bounds in Section IV-A will diverge
when the password is rare. In the worst case, the lower
bound will be useless if GE(¢) + 1 — ¢/q becomes a negative
value. Is it possible to derive tighter bounds on the guessing
numbers of rare passwords? In this section we further tighten
the lower bound for rare passwords by applying Markov’s
inequality and taking the median estimates. In particular, for

any password probability ¢ € [0,1] we define G’g’me Q) =

median ({Gg (q)}lgign) where S = {Sl, 527 ey Sn} and
each S; contains k independent samples from our model.
Fixing any parameter § < & we show that (whp) & - Gg’fmed(q)
lower bounds the true guessing number as stated in the

following theorem:

Theorem 2. For any password probability q € [0, 1], and any
parameters 0 < § < % and 0 < e < %—5,

Pr[G(q) > - ég’fmed(q) +1] > 1 — exp(—2ne?)

where the randomness is taken over n sets of k Monte Carlo
samples S = {S1,- -, Sy} from model M.

Theorem 2 often allows us to tighten the lower bounds
on the guessing number of rare passwords. Due to space
limitations the formal proof is deferred to Appendix E. In-
tuitively, we can define an indicator random variable Xf’
for ¢ € {EX,IN} such that X? = 1 if and only if
G%(q) > 6 - égl (¢), i.e., if and only if the ith sample set
S; overestimates G?(g) by at most a factor of 1/§, and
X? = 0 otherwise. As long as S/, X > n/2 we are
guaranteed that the median estimate is not too bad and that
G(q) > ¢ - G’g’fmed(q) + 1. Thus, it suffices to upper bound
the probability that Y " | X f > n/2. We first apply Markov’s
inequality to show that Pr[Xf = 1] > 1 — 4. Finally, since
each X f is independent we can apply concentration bounds to
show that """ | X f > n/2 with high probability. In particular,
by Chernoff bounds for any 0 < e < % — 0 we have

N 1 n
i=1

]

|3

>Pr)> XP>n(l-6—e)]>1—exp(—2ne?). (3)
i=1

V. THEORETICAL BOUNDS ON GUESSING CURVE

So far our focus has been on upper/lower bounding the
guessing number of a particular user password against a
cracking model M. However, in some defensive applications
our goal will be to upper/lower bound the attacker’s entire
guessing curve e.g., to determine whether or not a password
policy intervention results in a password distribution that is
harder for the adversary to crack. More formally, in this
section we develop techniques to upper/lower bound the curves
Aum,B,p and Ay p as the guessing budget B varies from small
to large. Recall that A\js g p denotes the fraction of passwords
in dataset D that would be cracked within B guesses, and that
A, B denotes the probability that randomly sampled password
would be cracked within B guesses.

Given a dataset D of independent samples from an unknown
password distribution, our first observation is that the expected
value of A\yr, B, p (over the random selection of D) is simply
Au, g and, if D is large enough, the random variable A s g p is
tightly concentrated around its mean — see Theorem 3. Given
this result our main task will be to develop high confidence
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upper/lower bounds on Az, g,p which will immediately yield
high-confidence upper/lower bound for Ay p as a corollary.
Thus, we will focus primarily on bounding Ay g p in the
remainder of this section. Theorem 3 follows directly from
McDiarmid’s inequality [20]. The formal proof is deferred to
Appendix E.

Theorem 3. For any guessing number B > 0 and any 0 <
e <1, we have:

PriAvs > Ao —€ >1— exp(—=2|D|e?), and
PI"[)\M7B < /\J\LB,D + 6] >1- exp(—2\D|62)

where the randomness is taken over the sample set D + P!P!.

A. The General Framework

In this section, we propose a generalized framework for
converting confident upper/lower bounds on guessing numbers
into confident upper and lower bounds on Ajr g p (and by
extension Apr p). Suppose that G(gq) denotes the guessing
number for a password pwd whose probability (according to
our model) is ¢ — for simplicity of exposition let us first
suppose that there is only one such password with probability
exactly ¢. Although B G(q) is unknown we observe
that it is still possible compute the quantity A\ g p i.e., by
computing the fraction of passwords in D (i.e., pw € D)
whose probability is p%j > q. Unfortunately, this is still not
sufficient to plot the curve Ay g, p since we do not actually
know the value of B. However, if we are given upper/lower
bounds L < B < U then we can use the value of A\y; g p as
an upper bound for Ays 1, p and as a lower bound for Ay 7, p
since we know that )\M,L,D < )\]\/I,B7D < )\M,U,Do

Our key idea is to pick a sequence qi1,q2,...,q¢ of £
probability mesh points and obtain upper (resp. lower) bounds
Ui,...,Up (resp. Ly,...,Ls) on the corresponding guess-
ing numbers. Intuitively, as long as all of our upper (resp.
lower) bounds are valid we can use them to lower (resp.
upper) bound the guessing curve Ajs g p at multiple points
Be{U,...,Us} (resp. B € {Ly,...,L¢}).

The formal framework is slightly complicated by the fact
that we will occasionally have multiple passwords with the
same probability ¢ according to model M. However, we can
deal with this concern by lower (resp. upper) bounding the
exclusive (resp. inclusive) guessing numbers. Recall that for
any ¢ = {EX, IN} equations (1), (2) and (3) in Section IV
provide high confidence upper and lower bounds on G¢(q).
In general, for any probability 0 < ¢ < 1 we define
UBge,s5/(q,S) (resp. LBgs |5/(g, S)) to be an arbitrary upper
(resp. lower) bound of G¢(g) with error rate ERR(UBgs |g|)
(resp. ERR(LBge |g|)), i.e., with randomness taken over the
selection of sample set S from model M we have:

“4)
®)

Pr[G%(q) > LBge 15/(¢, 9)] = 1 — ERR(LBgo,5|)
Pr(G?(q) < UBge 15/(¢,5)] > 1 — ERR(UBgo 5|
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Formally, we define A% 1, ¢ and AY; 5 1 ¢ as below:

A%ZI),B,D,S : ()‘MGI"(%,),D) )

min
1<i<l,B<LBom |5 (4:,5)

5\lI\bLB,D,S = (/\M,G“(qi)»D) O]

max
1<i<l,B>UBgex |5 (4:,5)

_ For completeness, we set our upper (res. lower) bound

lJLv?,B,D,s = 1 (resp. AZJ\Z,B,D,S_ = 0 if B >
fg?%(e{LBGIN,\S\(Qia S)} (resp. B < 1?}2£{UBGEX,\SI(%7‘S)})'

Theorem 4 shows that A% 5 |, o (resp. AYy 5 1, ) upper
(resp. lower) bounds the value of Aum,B,p With high con-
fidence. Intuitively, the error terms ¢ - ERR(LBgw |g)) and
¢ - ERR(UBgex,|g|) are obtained by taking union bounds.

Theorem 4. Given a password dataset D containing iid
samples from distribution P and a sequence of probability
mesh points Q = {q1, - ,qe}, we have:

Pr [VB >0, \ur.p.p < ﬁ\};}’,B,D,S] >1-¢-ERR(LBgn |3|)

Pr [VB >0, \vB.p > X%},B,D,S] >1—(-ERR(UBgar |s|)

where the randomness is taken over the sample set S from
model M.

If we assume that our dataset D is sampled iid from
our unknown password distribution we can apply Theorem 3
to upper/lower bound Ap;p as an immediate corollary of
Theorem 4 — see Corollary 5.

Corollary 5. Given a password distribution P and a sequence
of probability mesh points Q = {q1,--- , qe}, for any guessing
number B > 0 and any parameters 0 < ¢ < 1, we have:

Pr |:>\]\/I,B < 5\}C?,B,D,S + 6]
>1—(-ERR(LBgm |g) — exp(—2|D|¢?)
Pr |:>\M,B 2 j\llvbijyD’S - €j|

>1—(-ERR(UBgsx |5)) — exp(—2|Dle”)

where the randomness is taken over the sample set S from
model M and the dataset D < PP,

Due to space limitations the formal proofs are deferred to
the full version [21].

B. Concrete Bounds on Guessing Curves

We now derive concrete upper/lower bounds on the guessing
curves (Ayr, ,p and Apz, g) by applying our general framework
from Section V-A with the concrete upper/lower bounds on the
guessing numbers G¥*(¢q) and G™(q) from Section IV. Due
to space limitations, we present the concrete bounds on Az,
here and defer the formal statements of concrete bounds on
Au,B,p to Appendix C.

First Concrete Upper/Lower Bound. We first apply Theorem
4 to the upper and lower bounds on G¥*(q) and G™(gq) from



equations (1) and (2). In particular, we define 5\}(}13 D.s.c and
)\5]6}’ B.D.s,e as the concrete upper/lower bounds on Ay, 5, p:

min

) (Anr.cm(q),D) -
1<i <6, BGD (qi)—e/as

Jubl R
AM.B.D.S,c =

j\lbl

M,B,D,S,e "= max ()‘M,GE"(qi%D) :

1<i<,B>G¥(qi)+e/qi

For completeness, we set X}@}B,D?S,e =1 (resp. 5\5\1’4173717,576 =
0) if B > 1n§1?%<£{G§N(qi) —¢€/q;} (resp. B < 1@1};1@{6??(%) +
€/qi}).

By Theorem 4 it follows that with probability at least £ -
exp(—2ke?) that A4 | o (resp. A} g, is an upper
(resp. lower) bound on A M,B,p for evefy B > 1 where the
randomness depends only on the selection the selection of
k samples |S| = k from our model M — see Theorem 12
in Appendix C for the formal statement. If we additionally
assume that our dataset D was sampled iid from our unknown
password distribution P then we can apply Theorem 3 (or
Corollary 5) and use 5‘15/117,113,&5,5 (resp. ;\%’11_37137376 to upper
(resp. lower) bound Ay g for évery B > 1. To ensure that we
obtain high confidence bounds we include a small additional
slack term (e2) to account for sampling error selecting our
dataset D — see Theorem 6.

Theorem 6. Given a password distribution P and a sequence
of probability mesh points Q = {q1,--- , qe}, for any guessing
number B > 0 and any parameters 0 < €1,€2 < 1, we have:

Subl

Pr {)\M,B < AMB.D.se T 62} Zl-a
N

Pr {)\M,B > MVB.D,ser — 62} 2l-e

where o = (-exp(—2ke?)—exp(—2|D|e3) and the randomness
is taken over the sample set S < MP¥ with size k and the
dataset D < PIPI,

As long as the number of mesh points ¢ = |Q] is not too
large and the sample size k (and |D|) is not too small, both
the upper and lower bounds will hold with high probability.
Second Upper Bound. Recall that in equation (3) we derived
a second guessing number lower bound using Markov’s in-
equality and concentration bounds. This lower bound can be
effective for rare passwords. We can use this lower bound on
the guessing number to derive a second upper bound on the
attacker’s guessing curve. In particular, we define ;\71(41’23 DS
as another upper bound on Ays g p: S

5\ub2

M,B,DS,5 *= min ()‘M-,G”’(qi),D)

1<i<t,B<8-GF,_ (ai)

max o -
1<i<t

(i) Applying Theorem 4 we can conclude that with

As before we set 5\}@?723)[,)8)5 = 1 whenever B >
Gé{qmed
high probability we have A\, g, p < XXZ}?B’D,S,S forall B>1
— see Theorem 13 in Appendix C for the formal statement.
If we additionally assume that the dataset D was sampled
iid from our (unknown) password distribution P we can also

upper bound A,z g as in Theorem 7.

Theorem 7. Given a password distribution P and a sequence
of probability mesh points Q = {q1,--- , qe}, for any guessing
number B > 0 and any parameters 0 < § < %,O < e <
% — 06,0 < ey <1, we have:

Pr )\]\473 S 5\1](/?723)[))5)5 + 62:| 2 l1—«

where o = (- exp(—2ne?) — exp(—2|Dle3) and the ran-
domness is taken over m Monte Carlo sample sets S =
{S1,82,...,8,} each of which contains k samples from
model M and the dataset D + P!P!.

C. A Trivial Upper Bound for Large Guessing Number

The previous section presents two upper bounds and
one lower bound on Ay p p using a series of mesh
points qi,...,q,. However, when B gets large (i.e., B >
max(@med,s(qg) — €/qu, 0 - Gmed’s((n))) we will run out
of mesh points ¢j,...,q, and the two upper bounds will
immediately jump to 1.

Note that if a password y is never outputted by a password
cracking model M (i.e., py = 0), then the attacker using M
will not be able to successfully guess this password in a dataset
D. Denote A%, := {%ﬂy € D : p)’ > 0| be the percentage
of passwords that will be eventually guessed by model M.
Trivially, we have Aypp < A%, for all finite guessing
budgets B > 0 — see Theorem 14 in Appendix C for the
formal theorem statement. We can also obtain the following
upper bound on Ay p:

Theorem 8. Given a password distribution P and a password
cracking model M, for any parameters 0 < € < 1, we have:

Pr [VB >0, Ap < AU+ e] > 1 — exp(—2|D|e?)

where the randomness is taken over the dataset D + PP,

Theorem 8 is derived by the observation that 5\}{?3]3 is

concentrated on its expectation ZyE'P pg/[ which is the total
probability mass of passwords in distribution P that will be
guessed with non-zero probability in model M, and Ay, <
AM,00 = Eyeppy. The formal proof is in Appendix E.

We remark that for the neural network models we consider
we have p)7, > 0 for every password pw € D in our datasets.
Thus, the upper bound 5\}@'}% = 1 becomes trivial. However,
as we will show in Section VI, for some other probabilistic
models such as Markov Models and PCFG, over 20% and 40%
of passwords in some of the datasets we consider had pﬁfj 4=
0 indicating that these passwords will never be guessed by
these particular cracking models. In these cases, our trivial
upper bound 5\}(}’?’13 can yield tighter bounds for large guessing
number B.

D. Password Composition Policies

Some organizations impose restrictions (password composi-
tion policies) on the passwords that user’s are allowed to select
e.g., users may be required to include numbers, special sym-
bols and/or capital letters. Even if our model M was trained
entirely on passwords that are consistent with the policy C it is
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still possible that some of the guesses generated by the model
will be inconsistent with C. In this case a trivial optimization
for the attacker would be to simply filter out inconsistent
guesses since they cannot appear in our password dataset D or
in the support of our user password distribution P. Intuitively,
our bounds work by sampling |S| = k passwords from our
model M and then filtering to obtain S’ C S the subset of
passwords which are consistent with our policy. We can then
show that %Zze S/ pM>q ﬁ is an unbiased estimate of the
updated (exclusive) guessing number after filtering.

We show how our statistical techniques can be extended
to provide confident upper/lower bounds on the guessing
numbers after this filtering step. We can then apply our
general framework from Section V-A to upper/lower bound
the attacker’s updated guessing curves A§; p and A, p 1, after
filtering out password guesses that are inconsistent with C—
as before concentration bounds imply that )\(E/[, p and )\%47 B.D
will be close (whp). See Appendix B for formal claims
(Theorems 9, 10, 11) about our high confidence upper and
lower bounds on XIC\L 5. Due to space limitations, we defer all
the formal proofs and theorems of bounding guessing numbers
and /\(]CW’ p,p to the full version [21].

VI. EMPIRICAL EXPERIMENTS

In this section we apply our statistical techniques to up-
per/lower bound the guessing numbers for user passwords and
to upper/lower bound the attacker’s guessing curve Ay B p
and A/ p as the guessing budget B varies from small to
large. To apply our statistical techniques we need to fix a
password cracking model M and a password dataset D.
Password Cracking Models We consider 3 generative prob-
abilistic models: Transformer neural network [22], 4-gram
Markov model [10] and PCFG [7] (probabilistic context free
grammar), each representing a different category of password
cracking models. For Markov Models and PCFGs we use the
same implementations as [23]. We chose Transformer as the
representative of neural network because Transformer is the
state-of-the-art machine learning model in learning sequential
data. It is faster in training and sampling than RNN [2];
also, it was more efficient in guessing strong passwords in
our local tests. The structure and hyperparameters in training
Transformer model can be found in the Appendix A-A. We did
not expend significant effort optimizing our password cracking
models as our primary focus is demonstrating how our sta-
tistical techniques can be applied to obtain tight upper/lower
bounds on guessing numbers and the attacker’s guessing curve
)\]\47 B-

Password Datasets We consider six breached password
datasets in our experiments: Bfield (0.54m user accounts),
Brazzers (0.93m), Clixsense (2.2m), CSDN (6.4m), Neopets
(68.3m), 000webhost (15.3m). When we analyze the guessing
curve A\y,p we will assume that each dataset D represents
|D| independent samples from an (unknown) probability dis-
tribution over user passwords — this unknown password

6Qur source code is publicly available at the Github repository https://
github.com/ConfidentMonteCarlo/ConfidentMonteCarlo.

distribution may be different at different sites. We remark that
when analyzing the guessing curve Ays, g, p we do not need to
make any assumptions about how the dataset D was sampled.
However, we argue that the independent samples assumption
is reasonable for the datasets we consider. Blocki and Liu [19]
developed a linear programming technique which can detect
when a dataset is blatantly inconsistent with our assumption
about iid samples, e.g., if many user registered for two
accounts with the same password or if a large fraction of the
dataset was duplicated. Their technique rejects the LinkedIn
frequency corpus, which contained far more passwords than
unique e-mail addresses. By contrast, all of the datasets that
we consider passed the consistency checks from [19].
Ethical Considerations The usage of password datasets which
contain stolen passwords that were subsequently leaked on
the internet raises important ethical considerations. Our usage
of the datasets does not pose any additional risk to users
as the datasets are already publicly available. We do not
crack any new passwords as part of our analysis nor do we
attempt to deanonymize the datasets by linking passwords
to particular user accounts. Furthermore, we believe that the
statistical techniques developed in this paper may benefit users
by helping defenders to pick informed password policies.

A. Bounding Guessing Number with Confidence

We begin by using Theorems 1 and 2 to upper and lower
bound the guessing numbers for specific passwords. When
applying Theorem 1 we set the number of samples £ = 206848
7 and € = 0.005 to obtain confidence > 99% that each up-
per/lower bound is correct. Similarly, when applying Theorem
2 we set n = 186, k = 5120, 6 = 0.333 and € = 0.167 to
obtain 99% confidence that each upper bound is correct. Since
we have two separate lower bounds on the guessing number
we will take the maximum of the lower bounds obtained
from Theorems 1 and 2 — union bounds imply that the
maximum lower bound will be correct with probability at least
98%. Figure 4a plots our upper/lower bounds for the guessing
number as the probability ¢ ranges from 10719 to 10712,
We consider three models: PCFG, Markov and Transformer
each trained on the Bfield dataset (due to space limitations
we omit similar plots for models trained on other datasets).
As we can see, the distance between the upper/lower bounds
increases as the password probability probability decreases.
For example, consider the PCFG model, for passwords with
probability ¢ = 10~ our upper/lower bound on the guessing
number range from 2.3 x 10'® to 1.3 x 10'7. By contrast, when
q = 107! the range is [1.9 x 108,3.9 x 10%]. Estimating
the guessing numbers for strong passwords is particularly
error prone. Thus, it is important to consider the confi-
dence range of guessing numbers when measuring password
strength/resistance to brute-force guessing attacks.
Limitation of Regular Monte Carlo Strength Estimation
Figure 4b shows what happens if we apply regular Monte

"Throughout the experiments we set number of samples a multiple of 512
since sample generation using transformer is computed by GPU in parallel
with batch size 512.
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Fig. 4: Limitation of Regular Monte Carlo Estimation

Carlo estimation as a heuristic to estimate the attacker’s
guessing curve. We train our PCFG model using the Bfield
dataset withholding 25, 000 passwords D;.gs; for testing. For
the purpose of comparison we run regular Monte Carlo
strength estimation with three different sampling parameters
k € {512,5120,50176}. The figure plots the guessing budget
B vs. the estimated fraction of cracked passwords i.e., the
fraction of passwords in Dy.s; whose estimated guessing
number is less than B. As we noted previously our guessing
number estimates become less and less certain as g decreases
so intuitively we might expect the estimated guessing curves to
be less accurate when the guessing budget B is large. Indeed
this is what we observe. In reality the PCFG model does not
perform well i.e., for 43% of the passwords z in D;.,; we have
pM = 0 meaning that this particular password will never be
guessed and the curve A\ys g p,.., will plateau before 57%.%
However, we observe that each of the estimated guessing
curves suddenly spikes to 100%. In particular, given any set S
of |S| = k passwords sampled from the our model M we can
define Bg = >, ﬁ. Observe that the estimated guessing
number for any password ¥ is %Zx;py > pht ﬁ < Bg even
if pé” = 0. Thus, for sample S any B > Bg regular Monte
Carlo will incorrectly estimate that A\y; g, p = 1. The spikes
appear at different points for k£ € {512,5120,50176} since
the upper bound Bg increases with k& = |S| as there are more
opportunities to sample rare passwords in M. This example
demonstrates that regular Monte Carlo can produce inaccurate
results on real datasets and further motivates the need to derive
upper/lower bounds on the attacker’s guessing curve which
hold with high probability.

B. Confident Guessing Curves

We now turn our attention to the problem of upper/lower
bounding the attacker’s guessing curve using Theorem 6, 7, 8§,
12, 13 and 14.

8The problem of PCFG plateauing has been observed in prior work e.g.,
see [13]. Our focus is on how the plateau impacts Monte Carlo guessing curve
estimates.
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Experimental Setup: For each password dataset Dy,igina; We
first perform train-test split to obtain Dy;,.q;, and Dyes; with
| Dyest| = 25,000. All 3 probabilistic models are trained with
Dirain, then we use Dys: to upper/lower bound the attacker’s
guessing curve.

To apply Theorem 6 and 7 we need to define a set of
probability mesh points Q = {q1,- -, ¢/}. In particular, we
fix probability mesh points to be j x 1074~ for i € [1,25]
and j € {0.25,0.5,0.75,1} for a total of £ = 25 -4 = 100
mesh points. In Theorem 6 and 7 there are two sources of
confidence loss. The term £ - exp(2ke?) (resp. £ - exp(—2ne?))
in Theorem 6 (resp. 7) upper bounds the guessing number
error associated with any point in our probability mesh. The
term exp(—2|Dycs¢|€3) accounts for confidence loss due to
sampling error from our unknown password distribution.

The parameter setting of Theorem 12, 13 and 14 is identical
with that of Theorem 6, 7 and 8, respectively.

In our experiments we instantiate the parameters k, €1, €a,
n and | Dy | to ensure that the total probability of failure for
each bound is at most 0.01. More specifically, we set | Dyest| =
25,000 and €5 = 0.01 in both Theorem 6 and 7. We set ¢; =
0.005 and k£ = 206848 in Theorem 6; we set ¢; = 0.167,
k = 5120, n = 186 and 6 = 0.333 in Theorem 7. Similarly, in
Theorem 8 we set € = 0.0096 and | Dyes¢| = 25,000 to ensure
that, except with probability 0.01, 5\}1/[}’?]3 + € is an upper bound
on A, for all guessing budgets B > 0.

Because we have multiple techniques to generate
upper bounds it will often make sense to consider
the best upper/lower bound. Thus, we define 5\}(}} B

min {W}BvD’Sﬂ o, AW Lo+ ea, NI 4, 1} and

5‘11(4b,B,D = min{X%}B,D,S,epj‘ﬁg?B,D,S,évj‘qﬁ?D’1} which
are best upper bounds for Ay p and Ay p p, respectively.
Applying union bounds the probability that the curve
)\“Mb7 p (resp. )\XZ p.p) is not a valid upper bound for Ay, p
(resp. Aa,B,p) 1s at most 0.03 (resp. 0.02°). For notional

ub3 >

9For any B > 0 we have S‘M >

An,B,p With probability 1.
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\ b1

AM.B.D.S,e; — €2
\ b1

)\M’B’D’S’El. In figure legends we use

convenience we also define 3\5&7 B =
and 5‘ZJ&,B,D =
modelname_ub to denote A4 ; or A4 ; ,, contingent on
the figure caption. The same case applies to lower bound
legend modelname_1lb. Figure 5 plots our upper/lower
bounds, the regular Monte Carlo estimation, and the ground
truth of password guessing curves for the Bfield and
000webhost datasets. Due to space limitations the remaining
plots for the Brazzers, Clixsense, CSDN, and Neopets datasets
are deferred to Appendix D — see Figure 7 and the full
version [21].

Upper/Lower Bounds on Xy g p. Figure 5a and 5b plot our
best upper bound 4% 5, (resp. best lower bound A 5 1))
as the guessing budget B varies for each password model M.
We additionally plot the ground truth!® X M,B,p for B < 108
— denoted by modelname_gt in figure legends.
Discussion. Consider Figure 5a (Bfield) as an example. We
find the the upper and lower bounds are reasonably close
to each other. Furthermore, when B < 10° we note that
Aum,B,p (the ground truth of fraction of cracked passwords
against dataset D) is sandwiched between our upper/lower
bounds for all three models M. We can also use our confi-
dent guessing curves to draw rigorous statistical comparisons
between the three cracking models. In general, if we find that
5\%’417 BD > 5\}{%7 p,p then this supports the hypothesis that
model M; outperforms model M, with guessing budget B
against dataset D. Notice that whenever B > 10'! the lower
bound for Transformer is strictly higher than the upper bound
of 4-gram Markov model. This supports the hypothesis that
Transformers outperforms 4-gram for larger guessing budgets.
This observation is consistent with prior work (e.g., [2] ),
but by using Confident Monte Carlo we can increase our
confidence that this observation is correct and not the result
of inaccurate estimates for the guessing curve.

Comparing Our Upper Bounds on A, g. For the sake of
comparison Figure 5c¢ and 5d plot our three upper bounds
on Ay, B separately. In the legend modelname_ubl denotes
the upper bound min{1, A4 |, ¢ . +e€2}, modelname_ub2
denotes the upper bound min{l, ;\7](4”7237 pss T €} and
modelname_ub3 denotes the upper bound min{1, A{%%, +
€}. In Figure 5c and 5d we occasionally observe spiking
behavior for the first two upperbounds (ubl and ub2). We
note that for an upper bound this behavior is not problematic
for two reasons. First, even if an upper bound spikes to 1.0 the
upper bound continues to be accurate i.e., the interpretation is
simply that the current statistical approach does not rule out
the possibility that the attackers cracks 100% of passwords.
By contrast, for regular Monte Carlo strength estimation if the
guessing curve spikes to 1 this represents a (likely incorrect)
prediction that the attacker will crack 100% of passwords.
Second, in all of the plots from Figure 5c¢ and 5d we find
that the first two upper bounds ubl and ub2 approach the

10We generated a dictionary of the top 1 million popular passwords in each
model-defined distribution M by brute-force and use the dictionary to crack
passwords in Dyegt.

third upper bound ub3 (a straight line) before we observe the
spiking behavior. Thus, we expect to obtain reasonably tight
upper bounds by considering best of the three bounds i.e.,
A .

Confident Bounds on \;; p. Figure 5e and 5f compare our
best upper/lower bounds ;\}ﬁ,’ g and ;\5\1’4 p with the guessing
curve obtained from regular Monte Carlo Strength estimation
— denoted by )\%’%.“ The number of samples used to
compute )\%% is 10240, a multiple of 512 that is closest to
sample size 10000 which is recommended in [1].

Discussion. Given that Monte Carlo Strength estimation has
been widely used in password research (e.g., [2], [4], [13],
[16]-[18]) it is natural to ask when regular Monte Carlo esti-
mates are (in)accurate. If AJJ G, < AW, ; (resp. MG, > Ayt )
then we can confidently conclude that regular Monte Carlo
Strength Estimation is underestimating (resp. overestimating)
the true guessing curve. We observed that regular Monte
Carlo tends to overestimate the true guessing curve when
the guessing budget B is sufficiently large. As an example,
consider Figure 5e (Bfield) using PCFG as a our probabilistic
password model. When B ~ 1.2x10%°, A9, suddenly jumps

to 1 whereas 5\'1(}[’ g = 0.56. Thus, we can confidently conclude
that regular Monte Carlo Strength estimation significantly
overestimates the fraction of passwords cracked by PCFG
when B > 1.2 x 10%°. On the positive side we consistently
found that Al < MG, < A4 as long as the guessing
budget B is not too large indicating that the Monte Carlo
estimate )\%% is plausibly accurate. Furthermore, if we have
5\%’47 g < )\%% < 5\}(/11’,3 and the difference 5\%} B — S\lI\Z}I,B
is sufficiently small (e.g., < 0.05) then we can confidently
conclude that )\%% is an accurate estimation. For most
guessing budgets 1.7 x 10° < B < 1.2 x 10%2° we have
5\}@? B~ 5\5\1}[ g < 0.05 allowing us to confidently conclude
that /\%% is an accurate estimate for A\js p. Thus, our find-
ings indicate that regular Monte Carlo may be a reasonable
heuristic whenever the guessing budget B is not too large —
with the caveat that one would still need to use Confident
Monte Carlo to be fully confident that the heuristic Monte
Carlo guessing curve is still accurate for each new password
model/distribution or dataset.

We can also apply our results to compare the distributions
from different datasets. For example, we compare Bfield and
000webhost by fixing the password probabilistic model M to
be transformer and guessing budget to be B = 10'2, then
we consider bounds for fraction of cracked passwords. We
have A, ; = 0.84 for the Bfield distribution and A4} ; =
0.63 for the 000webhost distribution. Thus, we can confidently
conclude that the 000webhost distribution is more resistant to
attacks by an attacker using the Transformer Cracking Model
with guessing budget B = 10'2.

Note that the regular Monte Carlo estimate )\%% will also depend on the

test dataset D (sampled from the unknown password distribution) and samples
S (sampled from the model M) in addition to the model M and guessing
budget B. We omit S and D from the subscript to simplify notation.
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C. Small Password Datasets

In this subsection we apply Confident Monte Carlo to
analyze small password datasets D motivated by applications
to password user studies where the number of users |D| may
be constrained by research budgets e.g., 20000 participants
in [2], 4509 participants in [18], 5000 participants in [24].
Typically, the dataset D is further partitioned into disjoint sets
Dy (control group) and Dy, Do, ... (treatment groups) and we
would like to apply hypothesis testing to determine whether or
not a particular intervention (e.g., requiring user’s to include
numbers, capital letters and/or special symbols) results in
passwords that are harder for an attacker to crack. More specif-
ically, fixing a model M and a guessing budget B we would
like to test the hypothesis that E[Ay 5,p,] < E[Am,B,D:]
when Dy and D; are sampled from different distributions Py
(control) and P; (treatment).

If we knew Ay g p, and Ap p,p, then we could ap-
ply standard hypothesis tests, but unfortunately when B is
very large we cannot compute A M,B,Dy O A M,B,D exactly
However, we can obtain tight upper/lower bounds A4 M.B.D;
and A M.B,p, since the number of samples from our model
M is not constrained by user study size. Now to test the
hypothesis E[Ay 5,p,] < E[Aa,B,p,] We can apply stan-
dard hypothesis tests under the (pessimistic) assumption that
A,y =AY 5 p, and Aarp.p, = Ay g p, . As long as the
upper/lower bounds are close 5\]‘(4” B.D, ~ 5\5\}’4 B.p, the impact
on statistical power will be minimal.

When reporting confidence levels we need to account for
errors which might occur if our upper/lower bounds are
inaccurate (i.e., Ay B, D, >)\MBD or A\i1,B,D; </\ B.D;)
in addition to standard sampling error over the selection of D,
from P;. Thus, when we apply hypothesis testing and obtain

a “p”-value p’ our final “p”-value would be p = p’ + d; where
01 denotes the probability of the event that either one of our
upper/lower bounds for A\y7, g, p, was incorrect. In our analysis
below we ensure that Pr[Ay 5 p, > 5\}(}737& V Am,B,D;, <
)\MBD}§51:0.01.

We provide a concrete example in Figure 6. To simulate a
small user study we subsampled datasets D (000webhost)
and D, (Bfield) of 51ze |Do| = |D1] 500. Flgure 6
plots the upper bound >\ B,p, and lower bound AL M.B.p, for
both datasets where the model M is a Transformer model
trained on the Neopets dataset using the same parameters
in section VI-B. In Table I we also provide 96% binomial
confidence intervals for B 102 under the assumption
that (1) Ay,B,D, = = \u 3.5.p, and (2) under the assumption
that Ay B.p, = )\M’ B.p,- We can combine both confidence
intervals to obtain a new 95% confidence interval. In this case
we observe that the binomial confidence intervals are disjoint
and that A4 M.B.Dy < Al M,B,p, Where Do denotes 000webhost
and D, denotes Bﬁeld Thus, we accept the hypothesis that the
000webhost password distribution provide stronger resistance
against an password attacker with a guessing budget B = 103
using model M.
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Interval at B = 10'3

TABLE I: Overall 95% Binomial Confidence Interval When
Guessing Budget B = 10'3

Bfield 000webhost

ub (0.821, 0.887) | (0.544, 0.636)
b (0.814, 0.882) | (0.532, 0.624)
overall | (0.814, 0.887) | (0.532, 0.636)

VII. CONCLUSION

In this paper, we provided theoretical and empirical evi-
dence that regular Monte Carlo will sometimes yield inaccu-
rate estimations of the guessing number of a password and of
the attacker’s guessing curve. We extend the regular Monte
Carlo method by developing rigorous statistical techniques to
confidently upper/lower bound the guessing number of a pass-
word. We also showed how to use our Confident Monte Carlo
framework to provide high confidence upper/lower bounds
on the attacker’s guessing curve. Our rigorous statistical
framework allows us to evaluate the impact of a password
policy interventions (e.g., password composition policies) on
password strength, rigorously compare the performance of
different cracking models and characterize the resistance of a
password dataset/distribution to an offline password attacker.
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TABLE II: The percentage of filtered passwords

Bfield Brazzers | Clixsense CSDN | Neopets | 000Webhost
0.155% | 0.009% 1.317% 0.445% | 2.128% 2.410%
APPENDIX A

EXPERIMENT DETAILS
A. Transformer neural network

Our Transformer neural network is composed of a classic
encoder-decoder structure. The encoder contains 16 identical
layers stacked upon each other. Each layer has 2 sub-layers.
The first is a multi-head self-attention mechanism with 16
heads, and the second is a simple, position-wise fully con-
nected feed-forward network. The decoder is a basic linear
layer. In addition, we set the embedding size to be 128 and
the size of hidden layers to be 1024.

B. Data Preprocessing

For Transformer neural network, we restrict the alphabet set
to be the union of 95 printable ASCII characters and 2 special
characters — start/L denoting the start/end of a password
text string, respectively. Also, we fix the maximum length of
passwords to be 16. Thus, passwords in Dy,..;, containing
non-ASCII characters or having length larger than 16 are
filtered out, and the remaining passwords are prepend/append
with start/ L. The percentage of filtered passwords are shown
in Table II. Passwords in D;.s; are untouched in evaluation,
passwords containing characters not in the alphabet set are
assigned probability 0, which implies not being cracked under
any circumstances. For 4-gram Markov model, we adopted
implementation from [23] which only performs prepend-
ing/appending without any smoothing techniques. We did not
apply any smoothing techniques to make sure the probabilities
of all allowable strings add up to 1, i.e., the model strictly de-
fines a probability distribution. How heuristics like smoothing
techniques affect rigorous analysis of password probabilistic
models remains a open question.

APPENDIX B
BOUNDING GUESSING CURVE UNDER PASSWORD
COMPOSITION POLICIES

For any password pwd we use Allowed®(pwd) to describe
the password policy C an attacker would follow when making
guesses. We set Allowed®(pwd) = 1 if and only if password
pwd satisfies the policy C (e.g., passwords must be at least
8 characters long). Similar to GE(-) and G™(.), we define
GEE(q) = [{z € M : pM > g A Allowed®(z) = 1}| and
GO™M(g) = {z € M : pM > g A Allowed®(z) = 1}| such
that GEF*(g)+1 and G©™¥(q) are the smallest and largest pos-
sible guessing number of a password with probability ¢ in M
under policy C, i.e., G (q) +1 < G%(q) < GS™(q). Given
a set S of k iid samples randomly selected from model distri-
bution M, we let Gg’EX(Q) =1 D 2€5,pM > g,AlLowed® (2)=1 ﬁ

be the regular Monte Carlo estimate of G©F*(g), and

AC,IN 1 1
Gg (q) = EEzes,pyzq,AnowedC(z):lW be the regular

Monte Carlo estimate of G&™(q). For ¢ = {EX,IN}, we
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denote Ggﬁed(q) = median ({ég;(b(q)}lgign) where S =
{S1,52,...,S5,} and each S; contains k independent samples
from model M.

In this section, we state the theorems that upper and lower
bound the guessing curve of an attacker who follows given
password policies C. Due to space limitations we defer the
formal proof to the full version [21]. We define )\(ch’ BD =
ﬁ\y € D : G%(y) > B| to be the guessing curve of set D
against an attacker with model M under password policy C,
i.e., the percentage of passwords in D cracked by making the
top B most probable guesses outputted by model M satisfying
password policy C. Define A§, 5 = Pry p[G"(y) < B] to be
the probability of a password from some unknown distribution
‘P cracked by an attacker making the top B guesses of model
M satistying password policy C.

First Upper/Lower Bound. We define X(]C\/[”]gl D.S.c

5\2’[{%’ p.s,c below to be the first upper and lower bounds on

and

)‘M,B,D:
1C,ubl o . C
ALB.DSe = e A1\4,G‘C(qi),D> ’
1<i<l,B<Gg (gi)—¢€/ai
$C,ib1 o c
AMLB.DSC = e (AM,G%,-),D :
1<i<t,B>G g™ (qi)+e/q:
1C,ubl
For completeness, we set Ay;ppg, = 1 (resp.
1C,lbl _ . "‘(CZIN’ ’
Migpse = 0 if B > max{Gg (a:) — €/a:} (resp.

B< 1réli2[{ég’Ex(q¢) +¢€/q;}). Then our first upper and lower
bounds on )‘%4, g 1s shown below:

Theorem 9. Given a password distribution P, a sequence
of probability mesh points Q = {q1,- -+ ,q¢} and a password
policy C, for any guessing number B > 0 and any parameters
0 <e€1,60 <1, we have:

Pr [)\%’B < j‘g/ﬁ;D,S,q + 62?| >1—a

C 1C,lb1
Pr(\rs =2 A B pse, — ] 21-a

where a = (-exp(—2ke?)—exp(—2|D|e3) and the randomness
is taken over the sample set S «+ MP¥ with size k and the
dataset D < PIPI,

Second Upper Bound. We define 5\%}?227 p.s,5 below to be our
second bound on )\(][\:/[, B.D"

)\C,ubQ

M,B,D,S,5 ‘= min

(AC c >
<i<0.B<6 AC,IN M>GL(Qi),D
1<i<e,B< ‘Gs,med(Q)

)\C,ub2

For completeness, we set M.B.D.Se = 1if B > 112356{6-

Gg ¥ .(@)}. Then our second upper bound on /\FM, g is shown
below:

Theorem 10. Given a password distribution P, a sequence
of probability mesh points Q = {q1,- -+ ,q¢} and a password

policy C, for any guessing number B > 0 and any parameters
0<5§%,0§61§%—5,0§62§1, we have:

Pr )\(JCW’B < X(JCM’?;Z?D,S,(; + €2i| >1—a

where o = (- exp(—2ne?) —exp(—2|D|e3) the randomness is
taken over n Monte Carlo sample sets S = {S1,52,...,5,}
each of which contains k samples from model M and the
dataset D < PP

Third Upper Bound. We denote 5\%;[%3 = ‘%My eD:p) >
0 A Allowed®(y) = 1| to be the percentage of passwords that
will be eventually guessed by model M restricted by policy
C. We have /\%4’ B.D < X%ﬁﬁ for any guessing number B > 0
due to the fact that passwords with zero probability in M will
never be guessed by M. Then we have the following trivial
upper bound on )‘(IC\/I., B

Theorem 11. Given a password distribution P, a password
cracking model M and a password policy C, for any param-
eters 0 < e <1, we have:

Pr [VB > 0,5, 5 < 3548 + e} > 1 — exp(—2|D|?)
where the randomness is taken over the dataset D + PIPI.

APPENDIX C
BOUNDING GUESSING CURVE Ay, B, D

In this section we present the theorems of bounding
AM,B,D-

First, by applying Theorem 4 to the upper and lower bounds
on G*¥(q) and G™(q) from equations (1) and (2) we have our
first upper and lower bounds on A\, B,p:

Theorem 12. Given a password dataset D containing iid
samples from distribution P and a sequence of probability
mesh points Q = {q1,--- ,q¢}, for any parameter 0 < e < 1,
we have:

Pr [VB >0, \rep < J\UMb}B,D,S,e} >1— (- exp(—2ke?)
Pr [VB >0, \ap.p > £\§€1{37D757€} >1— (- exp(—2ke?)

where the randomness is taken over the sample set S < M¥
with size k.

Second, by applying Theorem 4 to the lower bound on
G™(q) from equation (3) we have our second upper bound
on \ M,B,D-

Theorem 13. Given a password dataset D containing iid
samples from distribution P and a sequence of probability
mesh points Q = {q1,- - ,q¢}, for any parameters 0 < § <
%,O <e< % — 0, we have:

Pr [VB >0, B0 < S\KI;?B’D’S’(;} > 1 — £ exp(—2ne)

where the randomness is taken over n Monte Carlo sample
sets S = {S1,S2,...,Sn} each of which contains k samples
from model M.
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Third, we show the formal statement of the trivial upper
bound on Ay, p,p proposed in Section V-C as below:

Theorem 14. Given a password crackmg model M, for any
guessing number B >0, A\yrg,p < /\M D-

APPENDIX D
ADDITIONAL PLOTS

Figure 7 shows the additional plots (Brazzers and CSDN)
for experiments described in Section VI. Due to space limita-
tions the plots for Clixsense and Neopets are deferred to the
full version [21].

APPENDIX E
MISSING PROOFS

Reminder of Theorem 3. For any guessing number B > 0
and any 0 < e < 1, we have:

PI"[)\MyB Z )\M,B,D — 6] Z 1-— exp(—2\D|e2),
Pr[)\M7B < >\M,B,D + 6] >1-— eXp(—2‘D|62)

and

where the randomness is taken over the sample set D < P!P!.
Proof of Theorem 3. Consider Ay p,p to be a function
of the |D| samples in D. For any two sets with the same
number of iid samples from P D = {di,--- ,d;,--- ,d|p|}
and D' = {dy,--- ,d},--- ,dn} that only d1ffers on the one
sample d; and d}, the d1fference of Ay,B,p and Ay, B, pr is
at most 1/|D], i.e., |A\n,B,0 — Av.B,p| < 1/|D|. Therefore,
using McDiarmid’s inequality [20] we have:

Pr[)\M,B 2 )\M,B,D — 6] 2 1-— exp(—2|D|e)
Pr[)\kI,B < )\]W,B,D —+ 6] >1-— exp(72|D|e)

O

Reminder of Theorem 8. Given a password distribution
P and a password cracking model M, for any parameters
0 <e< 1, we have:

Pr [VB >0, Ay p < AU, +e} > 1 — exp(—2|D|€?)

where the randomness is taken over the dataset D « PPl
Proof of Theorem 8. Let 3 _ppy" be the total prob-
ability mass of passwords in distribution P that will be
guessed with non-zero probability in model M. Then we have
Am,B < ZyeP pr” for any B > 0, since passwords with zero
probability in M will never be guessed. Let X1,..., X |p,
be |D| random variables where X; = 1 if the ith sample in
D has non-zero probability in M, and X; = 0 otherwise.
Then Z‘lﬂ‘l X; |D|)\}(/[b ’» is the number of passwords
in D that will eventually be guessed by model M. Note
that A3, = HE(XIZ) X) = 3, p)!. Using Chemnoff
bound, for any 0 < € < 1 we have:

Zpy < )\“b3 +¢€] > 1 —exp(—2|D|e?).
yeP

Since VB > 0, Ay, < ZyeP pé”, we have:

Pr [VB >0, B < )\MD + e} > 1 — exp(—2|D|ée?).
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Reminder of Theorem 1. Given a set S with k iid password
samples sampled from distribution M, for any probability q €
[0,1] and any parameter € > 0, we have:

Pr(G(g) < G¥'(q) + ¢/q) > 1 — exp (—2ke?)

Pr[G(q) > GZ(q) +1—¢/q] > 1 — exp (~2ke?)
where the randomness is taken over S < M¥.
Proof of Theorem 1. Given a password probability ¢ and a
set S with k£ samples randomly sampled from distribution M,

consider k independent random variables X 1¢ yeee ,X,f where
for any 1 <¢ <k and ¢ € {EX, IN} we define:

1
XZ‘EX = PQ/I
0

1
XiIN = PQ/[
0

Then we have 0 < Xf’ < % and the expectation of Xf is
G?(q) as shown below:

if the ith sampled password is z and pi” > q;
otherwise.
if the ith sampled password is z and M >

otherwise.

1

E(XP) = > Pt o =z e Mipt > gl = G(g)
zEM,pQ{>q #
1

EXM = > o =HzeM p2 > g} =G"(q)
zeM,pM >q 8

Observe that G“b( ) =

FE E(XY) =
can bound |G¢( ) —

k k
LS X? and E(2 Y00, X7) =
G? ( ). Using Hoeffding’s inequality we
G?(g)| with any t > 0 as below:

—2°k?
>1—exp (W) =1—exp (_thqu)‘

Setting ¢t = €/q, then for any ¢ > 0 we have:
Pr[G¢(Q) < Gg(q) +¢/qgl >1—exp (—2ke2)
Pr(G?(q) > G%(q) — ¢/q) > 1 — exp (—2ke?)
Note that the actual guessing number G(g) in between
G¥*(q) + 1 and G™(q), i.e., G*(q) + 1 < G(q) < GM(q).
Therefore, by directly applying the upper bound of G™(g) and

the lower bound of G®*(q) above, we can rigorously bound
G(q) with high confidence as stated in this theorem. O

Reminder of Theorem 2. For any password probability
q € 0,1, and any parameters 0 < § < 3 and 0 < € < § —,

Pr[G(q) > 6 - GS X ea(@) +1] > 1 — exp(—2ne?)
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Fig. 7: Confident Bounds for Additional Datasets
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where the randomness is taken over n sets of k Monte Carlo
samples S = {S1,- -, Sp} from model M.

Proof of Theorem 2. We start with lower bounding G?(q) for
¢ € {EX, IN} by directly applying Markov’s inequality. Recall
that E(G‘g(q))SeMm = G?(q). Using Markov’s inequality,
for any 0 < § < 1 we have:

Pr[G%(q) < G%(q)/6] > 1 6. ®)

Let X? be the indicator variable corresponding to the ith
execution of the regular Monte Carlo estimation with randomly
selected sample set .S;. X ? = 1 if and only if the ith estimation
Gg (q) < G?(q)/9; otherwise, X = 0. Note that E(X?) >
1 — § according to equation (8). Using Chernoff bound we
have:

PrY " X? < D] <Pr[} X{ <n(1-6—6)] < exp(—2ne”)
=1 =1

|3

where we set § < % and € < % — 6. Then we have:

. G® n
Pr(GE .q(a) < 6@] > Py 1; > 5] > 1 - exp(~2ne’)
=1

Recall G(q) > G®¥*(q) + 1. By directly applying the lower
bound of GE*(¢) above on G(q) this theorem is proved.
O

APPENDIX F
NOTATION TABLE
Table III lists the common notations that are used in this
paper.

TABLE III: Notation Table

M A probabilistic password guessing model

M Password distribution generated by model M

p% d Probability of password pwd outputted by model M

G(pwd) Number of guesses that an attacker using model M
needs to check in order to crack the password pwd

G(q) Guessing number of a password pwd with probabil-
ity g =4

pw

G™(q) Number of passwords with probability strictly
greater than q

G™(q) Number of passwords with probability greater than
or equal to q

¢ A variable representing EX or IN

k Number of Monte Carlo iid samples in .S from M

S Sample set that has & iid samples from M

Gg(q) Monte Carlo estimation of G (q) for ¢ € {EX, IN}

N Number of repetitions of Monte Carlo estimation

S Set of N Monte Carlo sample sets S1,..., SN
Gg’ meq(@)  Median estimated guessing number among N esti-

mated guessing numbers G‘gl (GO CJ?N (9)

B Number of guesses checked by an attacker

D Password dataset an attacker wants to crack

AM,B,D Fraction of passwords in D that can be cracked
within B guesses by an attacker using model M

P Real password distribution that D is sampled from.

AM,B The probability that a random password pwd sam-
pled from P would be cracked within B guesses

C Password composition policy
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