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Abstract— Wireless Sensor Network (WSN) and Internet of 

Things (IoT) allow sensor devices to collect information about 

various critical sectors through wireless networks. However, 

when the WSNs are connected to a public network, the security 

of the WSN is vulnerable. Besides, WSN needs a key distribution 

scheme to secure data among other sensor devices. Furthermore, 

IoT devices have low computing, energy, and memory storage 

capabilities. Thus, designing a lightweight, efficient, and secure 

protocol communication for WSN is always a challenge due to 

the resource constraint of sensor devices. The existing schemes 

result in the number of keys stored by sensor devices depending 

on group size. When the group size increases, the number of the 

stored key by the sensor also increases. Other research proposes 

key establishment based on polynomial multiplicative and causes 

high computational capability. This paper proposed a key 

distribution scheme based on (�, �)-Lucas polynomial and XOR 

to achieve lightweight, memory overhead efficiency and security. 

The proposed method is evaluated in several parameters: 

memory overhead, communication overhead, energy 

consumption, computational complexity analysis, and security. 

The results indicate that our scheme outperforms the existing 

approaches regarding memory overhead, computation efficiency, 

and support security. 

 

Keywords— Group key establishment, WSN, Lucas polynomial, 

memory overhead, information security, key distribution. 

I. INTRODUCTION 

Wireless Sensor Network (WSN) consists of sensors 

working together to sense the environmental conditions and 

send them to the sink node through a wireless network. The 

characteristics of WSN are self-configured and infrastructure-

less. WSN is also easy to implement for a long time and 

inexpensively. Based on the features and advantages, WSN 

can be applied in various sectors such as health monitoring 

[1], [2], agricultural [3]–[5], military [6], [7], fire detection 

[8], disaster [9], water quality [10], and many more. 

Nowadays, WSN has integrated with the Internet of Things 

(IoT). This technology allows many sensors to join a network 

to provide various data. However, when WSN integrates with 

IoT, WSN will connect to a public network, and the securities 

will be vulnerable to attacks. For instance, eavesdropping 

attacks allow the intruder to collect unencrypted 

communication key information, message identities, 

gateways, and others [11], [12]. Encryption methods can be 

implemented for securing WSNs. One major problem with 

implementing the encryption technique is properly distributing 

the secret key for communicating with any network node [13]. 

Asymmetric encryption and symmetric encryption can 

address the problem of key distribution. Key distribution using 

asymmetric encryption or Public Key Cryptography (PKC) 

has the advantage of not needing a secure channel for key 

exchange, but the computational complexity is high. It makes 

the performance of PKC much slower than the symmetric 

encryption scheme [14]–[17] and is improper for WSN 

because of the constrain of the sensor in resource and 

computation [18]. Meanwhile, working with symmetric 

encryption, any parties must share the same key, which must 

be secured from unauthorized parties. Therefore, a secure key 

distribution is needed. A key distribution scheme using a 

symmetric key has lower computational complexity than 

asymmetric encryption [14], so implementing symmetric 

encryption is still preferred over asymmetric encryption [19]. 

Most distribution schemes involve a Key Distribution Center 

(KDC) with a predistribution key mechanism where the 

keying information is loaded into the sensors before 

deployment. KDC provides end-to-end encryption so only 

authorized parties can compute the secret key [14].   

Blom [20] proposed a key distribution scheme based on 

symmetrical polynomials with a pairwise key type. When two 

nodes want to communicate, they will calculate the shared key 

of the polynomial obtained from KDC and the information on 

the random value from other users. If the value generated by 

the two users is the same, then the node can be called a secure 

link key. This scheme has several disadvantages. Firstly, each 

node must store as many keys as the network size (n) – 1, so 

the memory overhead will be high. Secondly, KDC must 

distribute the key information to all network members making 

this approach expensive even on a small scale and impossible 

to implement. 

 Several studies with pairwise key types have solved the 

first problem regarding memory overhead [21]–[24]. The 

results of this study succeeded in reducing the memory 

requirements used to store the preliminary key before network 

deployment. However, the used concept is a pairwise key. So 

the complexity of KDC will increase because it must 

International Conference on Advanced Communications Technology(ICACT) 195

ISBN 979-11-88428-10-6 ICACT2023 February 19 ~ 22, 2023



distribute each preliminary key for each sensor in the network, 

and memory consumption is high because each user must 

store � –  1 establishment keys due to each node must run the 

establishment key creation mechanism to all other nodes in the 

network. To overcome this problem, a group establishment 

key scheme was proposed [21], [25]–[27]. This scheme 

divides the network into groups and communicates between 

nodes in the group using the group establishment key. This 

solution can reduce memory consumption by the group size, 

but the memory consumption will increase with the group 

size. Considering the previous research, it is still necessary to 

develop a scheme where memory consumption is independent 

of the group size and network. Another problem is the 

constraint of IoT that has low capabilities in energy and 

computational [28]. So that, we must design a lightweight key 

establishment scheme. 

In this paper, we proposed a novel group key distribution 

scheme based on (p,q)-Lucas polynomial and XOR operations 

to achieve a lightweight scheme and memory overhead 

efficiency. This research was implemented by simulation 

using Network Simulator-2 (NS-2), version 2.35. The 

contributions of this paper can be summarized below: 

• Lucas polynomials can produce odd-degree or even-degree 

polynomials. This condition causes a decrease in 

computational complexity compared than uses normal 

polynomials. Applying the XOR operation does not change 

the length of the keying information until the group key is 

reached. Thus, the combination of (p,q)-Lucas polynomial 

and XOR operation make this scheme lightweight. 

• Our research proposed a single group key for each group 

communication to reduce the number of keys that SN must 

store. Thus, any number of SNs in a group does not change 

the number of keys the SN must keep. 

• Moreover, the motivation for using (p,q)-Lucas polynomial 

is that the polynomial can form any degree in any base 

number q [29], so that it can reduce the probability of an 

attacker guessing the used polynomial. In addition, we 

prove that our scheme supports forward and backward 

secrecy. 

The rest of this paper is organized as follows: firstly, we 

introduce the model system used in our proposed scheme in 

Section II. In the next session, we will demonstrate the 

proposed scheme in detail. Section IV discusses performance 

and comparison to other existing schemes. Finally, Section V 

is the conclusion. 

II. SYSTEM MODEL 

In this section, we will describe the details of the system 

model in two parts; the network model and the protocol 

description. 

A. Network Model 

The details of the network model of the proposed approach 

are shown in Fig. 1. From the illustration, it can be informed 

that a WSN consists of 
 groups where each group has � 

sensor nodes or communicators. We assume that WSNs have 

three elements: communication groups of Sensor Nodes (SN), 

Base Station (BS) as sink node, and Key Distribution Center 

(KDC). The aspects of WSN have properties as follows:  

1) Sensor Node (SN): Any group communications 

consist of Sensor Nodes (SNs). The SNs have constrained 

resources such as energy and memory. SNs are responsible for 

sensing the environmental condition and sending them to the 

Base Station. SNs accomplish key session generation and 

group key establishment in this proposed scheme. To join a 

group communication, an SN must register with the Key 

Distribution Center (KDC) to obtain a token. 

 

2) Base Station (BS): BS is assumed secure and has 

higher processing capacity and memory than SN. BS acts as 

an interface between users and SNs. This BS receives all 

sensing data that SN obtained.  

 

3) Key Distribution Center (KDC): KCD has high 

computational ability compared to other elements, such as SN 

and BS, for helping establish a group key. In this scheme, 

KDC generates and distributes keying information to all SN in 

WSN. 

 

B. Protocol Description 

Fig. 2 illustrates the protocol in the group key 

establishment scheme. This research assumes that a KDC 

manages the keys used in the network. The protocol of this 

scheme consists of 3 steps. Step 1. All SNs register to KDC, 

and KDC responds with Step 2. Each node in the group 

obtains a polynomial and a random number which will later be 

used to form the group key shared by KDC. Step 3. Then, 

each node inputs the random number into the obtained 

polynomial to obtain the session key. In the next stage, each 

node generates a secret input and distributes it to other nodes 

in the same group. An XOR operation between the session key 

and the secret input generates the secret key. Then, use XOR 

between the secret key obtained and the session key to return 

each user’s secret input. At this stage, each node has all the 

secret inputs from nodes in the same group. So, calculating the 

group key is done by XOR for all the secret inputs. This group 

key is used for communication between groups. 

 

 

FIGURE 1. Network model of the proposed method 
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FIGURE 2. Protocol Description 

III.  THE PROPOSED METHOD 

This section presents the proposed group key establishment 

scheme consisting of three stages: token generation, session 

group key generation, and group key establishment. 

A. Token Generation 

Initially, KDC generates random base number � and 
produces (�, �) − Lucas polynomial. In general, the (�, �) −Lucas polynomial equation can be described as 
follows: 

��(�) = � 2��                            ; � = 01��                             ;  � = 1�����(�)�� + ����(�)��; � ≥ 2, � ≥ 1 

 

The first 10 (�, �) −Lucas polynomial when � = 1 can be 

seen below [29] : ��(�) = �                                                                           (1) ��(�) = �� + 2                                                                  (2) ��(�) = �� + 3�             (3) ��(�) = �� + 4�� + 2          (4) � (�) = � + 5�� + 5�          (5) �"(�) = �" + 6�� + 9�� + 2         (6) �%(�) = �% + 7� + 9�� + 7�         (7) �'(�) = �' + 8�" + 20�� + 16�� + 2                     (8) �)(�) = �) + 9�% + 27�   + 30�� + 9�                     (9) ���(�) = ��� + 10�' + 35�  " + 50�� + 25�� + 2       (10) 
 

The weakness of using polynomials is the number of 
multiplication is high [21], [27]. Furthermore, when the group 
size increases, so does the computation complexity. For 
instance, Han et al. [30] form a polynomial by multiplying all 
secret values of SNs. This scheme produces a polynomial with 
degree � where � is the number of SNs in a group. However, 
in this scheme KDC chooses one polynomial ��(�) of those (�, �) −Lucas polynomials and generate � that is the value of 
variable �.  

Algorithm 1 Token Generation (KDC Side) 

Input: �; 

Output: ��(�); 
1: Generate �, �; 
2: ��(�) = �����(�)�� + ����(�)��; 

3: Send +�, ��(�), to SNs 

The chosen polynomial ��(�) and � will be distributed to all 

SN in a group. Thus, the degree of polynomials does not 

depend on group size. Moreover, KDC also sends the current 

number of valid SNs -./. So that, KDC will broadcast 01 =+��(�),  �, -./,. The details of token generation are shown by 

Algorithm 1. 

B. Session Group Key Generation 

This stage describes the session group key generation as 

Algorithm 2. For � users 2-�, 2-� … … . , 2-� in a group, each 

node receives polynomial ��(�) and � from KDC during 

initialization. The variable � of � is used to compute the value 

of the polynomial, which is called the session key 456. 

 
Algorithm 2 Session Group Key Generation (SN side) 

Input: �, ��(�); 

Output: 456; 
1: Compute:  456 = ��(�); 

 

C. Group Key Establishment 

The last stage is group key establishment as Algorithm 3. 
This process begins when � users 768 , 769, … … . , 76:  in group 

communication group generate a secret input 4; and distribute 
it to all nodes in the group using the session key 456  which has 

been calculated to obtain the secret key 4<6= . 4<6= = 456 ⊕ 4; (11) 

Then, the other nodes extract the received 4<6=  using XOR 

operation between 456 and 4<6=  dan for gaining 4;. 4; = 456 ⊕ 4<6=(12) 

For a group key establishment, each node 76=  computes group 

key 5<6 by XOR operation between 4; and the others. 5<6 =  4� ⊕ 4� ⊕ 4� ⊕ … … ⊕ 4� (13) 

In the last step, each SN distributes ?@ = +5<6, -./, to all 

SNs in group communication, where -./ is the number of 

secret input 4; that SN is obtained from other SNs, including 

its secret input. The subscript j only when updating B. 

 
Algorithm 3 Group Key Establishment (SN side) 

Input: 456, 4;; 
Output: 5<6; 
1: Compute:  4<6= = 456 ⊕ 4;; 
2: Send A4<6=B to SNs. 

3: Compute: 4; = 456 ⊕ 4<6=; 
4: Compute: 5<6 =  4� ⊕ 4� ⊕ 4� ⊕ … … ⊕ 4�; 

IV. RESULTS AND DISCUSSIONS 

This section presents the performance metrics to evaluate 

the proposed method. This research is being done with the 

following assumptions: KDC and BS have high resources and 

trustworthiness that cannot be compromised, all SNs in this 

simulation are static, and the SNs have similar resource 
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capability in energy, memory storage, computational power, 

etc. The Wireless Sensor Network environment was simulated 

using Network Simulator-2 (NS-2) version 2.35 with the 

following simulation parameters: initial SN’s energy: 10 J, 

number of SN: 1000, network topology: 500 m × 500 m, 

transmit power and receive power: 1 J, simulation time: 100 s. 

 

A. Performance Analysis 

1) Memory Overhead: Memory constraint is one of the 

issues in WSN. Therefore, the key distribution scheme must 

be designed effectively regarding memory consumption. This 

section discusses memory overhead in two terms: preliminary 

key and the number of the key stored. For the preliminary key, 

each SN in a network receives a polynomial and value � and 

generates a secret input 4; during initialization. Assume that 

polynomial, value �, and secret input 4; take <, 4, and C space, 

respectively. The total memory space consumed by an SN can 

be written as  D1 = < + 4 + C. 

Another major issue in group key establishment is the 

number of the common secret keys needed to be stored in each 

SN increasing as the group size. Compared with the existing 

scheme, our scheme is efficient in terms of memory 

consumption. In our scheme, each SN in a group receives one 

polynomial and implements XOR for all SNs’ secret input. 

This technique takes only one common secret key needed to 

store in memory. It is static and doesn’t increase when the 

group size increases.  

 

2) Communication Overhead: Energy is another issue 

of WSN’s constraint. Therefore, the key distribution scheme 

must have less information exchange to reduce the energy 

consumed by radio transmission. The energy consumed during 

the key distribution process depends on the number of packet 

exchanges and the size of each packet. Our schemes only need 

one keying information exchange to compute the group key. 

The secret input 4; is distributed to all SNs in a group network 

and makes this scheme efficient.  

 

3) Computational Complexity Analysis: This scheme 

involves Lucas polynomial in generating a token in Step 1. 

Lucas polynomial sequences consist of odd-degree 

polynomial and even-degree polynomial as follow [21]: ��(�) = E��� + E��� + E��� + ⋯ + E����  
or ��(�) = E��� + E��� + E�� + ⋯ + E����G�  

where E� , E�, E�, … . . , E� are constants. Therefore, the 

computational costs for establishing a group key with an even-

degree polynomial and odd-degree polynomial are as follows: 

 
(�G�)×�� × I + 

�� × J  

and 

 
(�G�)9

� × I + �� × J 

If we consider the normal polynomial as below: ��(�) = E��� + E��� + E��� + ⋯ + E��� 
So, we can express the computational complexity of a normal 

polynomial as: 

(1 + �) × �2 × I + � × J 

where c and m are multiplicative cost and additive cost, 

therefore, the computational complexity of the Lucas 

polynomial is lower than the normal polynomial. 

Our scheme uses the XOR function to establish the group 

key in Step 2. XOR function is a simple arithmetic calculation 

by binary addition. Therefore, our scheme is lightweight and 

computation efficient. 

 

4) Energy Consumption: This section discusses the 

energy consumption of a single SN by applying a different 

number of SNs in network communication.  To simplify the 

simulation, we assume the used Lucas polynomial from Eq. 

(2) and q is a random number in K�, where n = 10.  Fig. 4 

shows the energy consumption of a single SN when the 

number of SNs in the network is between 100-1000. Fig. 4 

shows that the consumed energy always increases with the 

number of SNs. In our scheme, each SN shares its secret input 

with others in group communication. It reflects why energy 

consumption is increasing. 

 

 
FIGURE 4.  Energy consumption in various numbers of SN 

 

B. Security Analysis  

This section discusses the security analysis of the proposed 

scheme, which involves forward secrecy, backward secrecy, 

and group key confidentiality. 

 

1) Forward secrecy: when an SN has been revoked 

from a group, then it cannot obtain any group key 5<6. Since 

the group key can be derived among members of group 

communication, the group key will be regenerated.  Moreover, 

the KDC will renew the  -./ that indicates there is SN has 

been removed. 

 

2) Backward secrecy: if a new node joins a group, it  

cannot access the previous group key since it is obtained by 

involved nodes in group communication. The new SN will 

generate a secret value 4;  and share it with all SNs so that the 

new group key will be established by Eq. (13) and refresh the 

previous group key. The -./ also feature gives information 

that the number of member’s group increase. 
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3) Group Key Confidentiality: This parameter relates 

to SN outside the group and cannot derive the key to a group. 

Only SN that has got a specific polynomial ��(�)  from KDC 

can calculate the key to that group. When SN does not get a 

polynomial from KDC, then the SN cannot get the secret 

value 4; belonging to other SNs because the shared secret 

value 4;  is hidden with the output value of the polynomial 456 

like Eq. (11). To get the actual value of the secret value 4; of 

all SNs, SN must perform calculations such as Eq. (12), 

namely extracting 4<6=  with 456 using the XOR operation. 

When an attacker has not registered with KDC, he must find 

which polynomial to use for a group. With the use of (�, �)-

Lucas polynomial, each value � will produce a sequence of 

Lucas polynomials ��(�)  with varying degrees of 

polynomials, it will be difficult for attackers to guess which 

used polynomials. When the attacker cannot find out the 

polynomial ��(�) and the value � is used, the attacker cannot 

extract the secret value 4;  of each SN in the group. 

 

B. Comparison with Other Similar Schemes 

Now, we focus on performance comparison regarding 

memory overhead and communication overhead. Table 1 

shows the memory overhead comparison between 2 existing 

schemes in terms of the number of key storages by a single 

SN. We compare our scheme with Manasrah et al.’s [22] and 

Dinker et al.’s [31]. The number of keys stored in Manasrah et 

al.’s scheme and Dinker et al.’s are 
 − 1 and � − 1, 

respectively, where 
 is the network size and n is group size. 

 
TABLE 1. Performance Comparison  

Scheme Key Type 
Memory 

Overhead 

Number of 

keying 

Information 

exchanges 

Manasrah et al.’s 

[22] 

Pairwise 
 − 1 3 

Dinker et al.’s 

[31] 

Pairwise � − 1 1 

Our scheme Group 1 1 

V. CONCLUSIONS 

In this paper, we proposed a group key establishment 

scheme based on (�, �) −Lucas polynomial and XOR 

operations. Our approach contains three elements: KDC, BS, 

and a group of SNs. First of all, KDC generates � and � and 

then computes sequences of (�, �) −Lucas polynomial. KDC 

selects one of the polynomials in the sequence and shares it 

along with value �. Secondly, all SNs in a group create a 

session group key by computing the received polynomial and 

value �. At least, each SN generates a random value and 

broadcasts it to other SNs to establish a group key. We 

conducted performance evaluations that show the memory 

overhead and communication overhead. We also analyzed the 

security in terms of forward security and backward security. 

Finally, we also compared our proposed group key 

distribution with two existing schemes and showed the 

superiority. The current schemes provide a key distribution 

scheme where the number of keys stored depends on group 

size or network size. On the other hand, the memory 

consumption in our scheme is static and free from group size. 

Furthermore, our approach used Lucas polynomial and XOR 

operation to obtain the group key. It makes our scheme 

lightweight. This paper includes an analysis of the security 

and performance evaluation of the proposed scheme. We can 

conclude that our scheme is lightweight, efficient in memory 

overhead, and also support backward and forward secrecy. 
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