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Guest Editorial: Special Section on Communication
in Automation—Part II

THE special section on “Communication in Automation”
presents relevant research works concerning selected

aspects about the adoption of digital communication techniques
for interconnecting devices and equipments in advanced control
systems. This second part (the first one has been published
in the February 2008 issue of the IEEE TRANSACTIONS ON

INDUSTRIAL INFORMATICS) completes the section. In the present
issue, three papers are presented, which deal with techniques
and mechanisms for enhancing performance and dependability
of control networks. In particular, they address the design and
dimensioning of large-scale CSMA-based control networks,
the exploitation of priority-based medium access control pro-
tocols to achieve increased real-time performance in sensor
networks, and a fault-tolerant orthogonal solution for clock
synchronization in controller area networks.

Large building automation systems often rely on CSMA-
based control networks like LonTalk. In such case, a major
drawback is that the quality of service provided by the commu-
nication network and, consequently, the reliability of the whole
building automation system depend directly on the amount of
traffic exchanged over the different network segments. Network
performance engineering can be profitably employed to verify
the correct design and dimensioning of building automation
networks. It combines performance analysis and diagnosis
methods to evaluate the effective network utilization and allows
design errors to be discovered before the overall system is
deployed. Therefore, it can save the engineering costs caused
by either the overdimensioning of the communication system
or the need for redesigning it.

The paper “Diagnosis and Consulting for Control Network
Performance Engineering of CSMA-Based Networks,” by
Ploennigs et al., develops a diagnosis model based on fault
trees that is able to assess the coherence of the huge amount of
information resulting from performance analysis and, hence,
to identify design errors. Besides enabling fault causes to be
quickly traced back so that proper solutions can be easily de-
rived, this approach can also help the user to better understand
the network design, by providing him a clear view of the fault
behavior. Moreover, additional consulting tools are provided
that implement best practice strategies, useful for supporting
the user in parameterization activities.

At present, the availability of small and inexpensive sensing
devices provided with a digital communication interface enables
large sensor networks to be also used for feeding real-time con-
trol systems. Unfortunately, the need to send a huge amount of
data being measured by sensors over networks that are often
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characterized by a low data rate may have a serious negative
impact upon the timing behavior of the control loop.

The paper “A Scalable and Efficient Approach for Obtaining
Measurements in CAN-Based Control Systems,” by Andersson
et al., presents a solution to the problem described above.
The authors propose a system where sensor measurements
are described by means of an approximate representation—an
interpolation of sensor measurements as a function of space
coordinates. A priority-based medium access control (MAC)
mechanism, such as the one adopted by the controller area
network (CAN) protocol, is then used to select the sensor mes-
sages that carry the highest information content. This means
that the most significant data from a large number of sensor
measurements can be conveyed with relatively few messages.
Such an approach greatly reduces the time required for ob-
taining a meaningful snapshot of the current environment state;
hence, it may be suitable to support the timing requirements of
real-time feedback control loops.

Besides being appropriate to interconnect devices in low-cost
applications, the CAN protocol is currently also targeting mar-
keting niches with higher technological requirements. The
reliability level reached by CAN technology makes many
researchers believe that it can also be adopted for the inter-
connection of devices in control systems with dependability
requirements. However, the suitability of the CAN technology
to address these challenging applications strongly depends on
the ability to integrate a number of already available solutions
into a single, comprehensive architecture. Clock synchroniza-
tion certainly plays an essential role in such a kind of systems.
Therefore, a solution is needed that is able to fulfil all the
expected requirements on dependability, cost, and accuracy.

The paper “Orthogonal, Fault-Tolerant, and High-Precision
Clock Synchronization for the Controller Area Network,” by
Rodriguez-Navas et al., discusses the importance of clock syn-
chronization in upcoming CAN-based critical systems and de-
scribes a novel solution to provide this kind of service. The
proposed approach exhibits a significant number of advantages:
while providing a very high accuracy degree, it keeps low com-
munication and computation overheads. Moreover, mechanisms
to provide fault tolerance have been included as well. Unlike
previous approaches for clock synchronization, this proposal is
designed to be orthogonal to the rest of the system. Thus, it can
be incorporated directly into the existing CAN systems, without
the need to replace any component; in this way, the additional
implementation costs are kept low.

Finally, the process of publishing a special section like this
one has required the help of several people. Again, we would
like to express our gratitude to all of them: the authors, for
their contributions and their cooperation in promptly replying
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to the reviewers’ comments; the reviewers, for their careful re-
views and comprehensive comments; and, finally, the editorial
team, for their guidance in preparing and finalizing this special
section.
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