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Most high-performance COTS processors and other
components of the current generation have limited error
detection and relatively poor error containment. Inter-
nal error detection and recovery logic remain entirely
unchecked. They also contain hardware design faults
(called “errata”) that are discovered after commitment
to manufacturing and are listed in “specification update”
publications [1]. A notable exception are the G5 and G6
processors from IBM that have very good error detection
and containment. The COTS components also do not
offer built-in hardware support for implementing fun-
damental fault tolerance techniques such as component
duplexing, TMR voting, sparing, and design diversity
for the tolerance of design faults. Such techniques are
essential to assure long life and dependable operation of
space-based computing systems.

A fundamental solution that allows the use of high-
performance, but poorly checked processors in depend-
able space systems is the use of a generic, hierarchical,
fault-tolerant hardware infrastructure (FTI) [2]. This
FTI is a software-independent innermost defense for an
autonomous, fault-tolerant long-life system that may
also employ other, especially software-based , fault tol-
erance techniques. It is interesting to note that the at-
tributes of the FTI are analogous to those of the human
immune system when the analogies body = hardware
and cognition = software are employed.

The elementary FTI of [2] is composed of four types
of special-purpose ASICs called “nodes”. Adapter (A)
nodes are interfaces with the COTS processors; Monitor
(M) nodes collect A-node inputs and issue recovery sig-
nals; S3 nodes control power-on and -off sequences of the
system, generate fault-tolerant clock signals and provide
nonvolatile storage; Decision (D) nodes provide compari-
son and voting services and provide communication links
for COTS processors of the system. The entire FTI is
fault-tolerant and contains no software, thus being im-
mune to malicious software intrusions.
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[2] A. Avižienis, “A fault tolerance infrastructure for de-
pendable computing with high-performance COTS
components,” in Proceedings of the International
Conference on Dependable Systems and Networks
(DSN 2000), (New York, NY), pp. 492–500, June
2000.

Proceedings of the 10th IEEE Pacific Rim International Symposium on Dependable Computing (PRDC’04) 

0-7695-2076-6/04 $20.00 © 2004 IEEE


	Index: 
	CCC: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	ccc: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	cce: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	index: 
	INDEX: 
	ind: 


