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Inspiring New Research in the Field  
of Signal Processing in the Encrypted Domain 

e are excited to 
bring you this spe-

cial issue of IEEE 
Signal Processing 

Magazine on signal 
processing in the encrypted domain 
(SPED). At first glance, processing of 
encrypted signals seems like an oxymoron: 
once signals are encrypted the necessary 
information to do any meaningful pro-
cessing is obscured. Fortunately this con-
tradiction is only seemingly, and there is 
a growing community of researchers 
exploring and discovering new methods to 
manipulate encrypted signals.

Among others, the need for SPED 
technologies originates from a growing 
societal awareness and relevance of secu-
rity and privacy. On a daily basis, almost 
every one of us is sharing more personal 
data of greater diversity within an increas-
ingly larger circle. Controlling access to 
and the use of this data is an ever more 
important concern, and cryptography-
based techniques typically come to the 
rescue. Unfortunately, classic crypto-
graphic primitives are designed to protect 
data at rest, but fail if the processor itself is 
untrusted. At the same time, the use of 
personal data becomes more varied, 
requiring more flexibility in processing 
and presentation. Being able to process a 

plethora of sensitive signals at potentially 
untrusted sites, without or minimally 
leaking information, is one of the main 
motivators for SPED technologies. Core 
technologies that are being investigated in 
the SPED community include founda-
tional principles, cryptographic tech-
niques specifically tailored towards 
processing of fuzzy signals, or homomor-
phic encryption schemes, allowing the 
performance of algebraic operations on 

encrypted data. Applying SPED technolo-
gies to real-world problems and enhanc-
ing the efficiency of SPED techniques is a 
second active focus of research that 
addresses a wide variety of contexts from 
biometry to video distribution.

In this special issue, we aim to provide 
the reader with a broad overview of the 
state of the art in SPED, both for core 
technologies and applications. The first 
two articles in this special issue introduce 
some general principles of SPED, one by 

Rane and Boufounos on nearest neighbor 
methods with minimal leakage of infor-
mation and one by Troncoso-Pastoriza and  
Pérez-González on secure signal process-
ing in the cloud. 

The following four articles consider 
applications of SPED technologies for pri-
vacy protection: privacy-preserving bio-
metrics by Bringer et al., private media 
search by Fanti et al., privacy-preserving 
speech processing by Pathak et al., and 
privacy preservation in smart metering 
systems by Erkin et al.  

The next two articles focus on SPED in 
the context of media processing: secure 
watermarking by Bianchi and Piva and 
video distribution by Boho et al. 

The final article in this issue by Agui-
lar-Melchor et al. takes us to the forefront 
of SPED, discussing fully homomorphic 
encryption as a candidate for solving many 
SPED-type problems.

Readers interested in a comprehensive, 
tutorial-like introduction to the basic 
cryptographic tools SPED relies on may 
refer to [1].

We wish you happy reading and hope 
that this special issue of IEEE Signal Pro-
cessing Magazine will inspire new 
research in the exciting field of SPED.
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bEINg ablE to PRocESS 
a PlEthoRa oF SENSItIvE 
SIgNalS at PotENtIally 

uNtRuStED SItES, 
wIthout oR mINImally 
lEakINg INFoRmatIoN, 

IS oNE oF thE maIN 
motIvatoRS FoR SPED 

tEchNologIES.
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