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EDITOR’S NOTE

Empowering the
Smart Grid with
Wireless

lechnologies

Xuemin (Sherman) Shen

uring the late 19th and early 20th centuries, electric power had replaced

steam power as the driving force of the second industrial revolution. Criti-

cal inventions such as electric lighting and electric motors had significantly
improved the production rate, transportation efficiency, and people’s living standard.
As named by the National Academy of Engineering (NAE), electrification is “the
most important engineering achievement of the 20th century.” As we enter the 21st
century, the focus is on the green economy. Therefore, some of the basic assumptions
and/or concepts of the original power grids gradually become obsolete and need to
be updated. One obvious example comes from the fast growing deployment of dis-
tributed generation (DG) of electricity all over the world. According to the Interna-
tional Energy Agency (IEA), solar power can contribute 2.3 percent to the world’s
power by 2020, rising to 8.8 percent by 2030. Based on the forecast of BTM Consult,
wind power market penetration is expected to reach 3.35 percent by 2013 and 8 per-
cent by 2018. Coming along with the potential economic and environmental benefits
of DG are the increased concerns about power system stability and reliability. Specif-
ically, traditional electricity consumers are being gradually transformed into electrici-
ty “prosumers” who not only consume energy but also produce energy and send it
back to the power grid. As a result, the basic assumption of unidirectional electricity
delivery (from centralized generators to electricity customers) in traditional power
grids is no longer suitable. Advanced power system operation mechanisms should be
developed to address specific characteristics of the DG, such as the sunlight-depen-
dent power generation of solar plants. Similar problems exist in traditional power
grids as more and more electric vehicles (EVs) are integrated for transportation effi-
ciency improvement, while more and more smart-meters are installed for household
demand response purposes. All these surging demands require a transition of the
current electric power grid toward a new generation of power grid, commonly
referred to as the “smart grid.”

Information and communication technologies have been significantly advanced
over the last decades, which can be applied to enhance the stability and reliability of
the power grid. Both wireline and wireless communication technologies can be used
for the communication infrastructures of the smart grid. The wireline network such
as fiber-optic network is typically used in traditional power grid to facilitate power
system operation and control at extremely low latency. As the cost of deploying a
wireline network is relatively high, the application is typically limited to utility-level
communications (e.g. among the distribution substations), while the communications
within the distribution systems (i.e. below the substation level) are not very common.
Power line communications (PLC) enjoys the benefit of existing communication
infrastructures in terms of power transmission lines and are more cost-effective than
traditional wireline communications. However, since the power lines are not original-
ly designed for communication purposes, PLC is more suitable for home automation
and long-haul low-rate communications in transmission systems where the electro-
magnetic interference (EMI) is not extensive. In comparison with wireline networks,
wireless networks have the advantage of low deployment cost and high flexibility, and
are gaining more and more interest from both academia and industry for smart grid
applications. The smart grid mainly requires three levels of communication networks,
including home area networks (HANSs) for the interconnections of household appli-
ances; neighborhood area networks (NANs) for communications among smart
meters, DG units, and distribution system devices; and wide area networks (WANs)
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for utility-level communications among upstream assets such
as power plants and substations. Wireless communication
technology can provide efficient solutions for all three levels of
network infrastructures. Currently, wireless networks are wide-
ly used for smart meter applications and are clearly frontrun-
ners for HANs (see “The path of the smart grid,” IEEE Power
Energy Mag., 2010). In what follows, I briefly discuss the criti-
cal issues of empowering the future smart grid with wireless
networks.

Llarge-Scale DG Integration in Distribution Systems

Substantially increasing the penetration of sustainable
energy (such as wind and solar energy) is a major objective of
the smart grid. Although the utility-level wind/solar farms can
be well controlled, as they are typically integrated in the sub-
transmission systems which are owned by the utilities, the
adoption of sustainable energy based DG in the distribution
systems poses great challenges on smart grid monitoring and
control. One of the most critical problems limiting the DG
penetration rate is the voltage rise problem, which is caused
by the time-dependent nature of a DG output. As real and
reactive power is injected at the DG connection point, the
voltage at the connection point rises and is potentially greater
than the regulatory limit. Although traditional methods such
as network reinforcement and reactive power compensation
can somehow solve this problem, they are not suitable for DG
since the distribution network is extremely sensitive to mone-
tary expenditure and the feeder resistance is comparable to
feeder reactance. In order to push the level of DG installation
to its theoretical limits, i.e. the thermal limit of the feeder,
making the distribution system smarter is indispensable. In
the context of smart grid, voltage regulators are deployed at
strategic locations of a feeder to adjust the voltage set point,
while remote terminal units (RTUs) are deployed at the DG
connection points or critical load buses for voltage measure-
ment and report. WiFi and ZigBee devices can be used to
establish multi-hop communications among the RTUs at low
deployment cost and negligible operation costs. The existing
cellular communication infrastructure (e.g. 3G and LTE) can
provide high-speed low-latency communications for emergen-
cy voltage report (e.g. significant voltage deviation caused by
the start-up of critical loads) from an RTU to a voltage regu-
lator. With such fine-tuned voltage regulation, large-scale DG
integration in distribution systems becomes possible. More-
over, the highly flexible wireless networks perfectly fit the
plug-and-play nature of the RTUs. As no re-wiring is required
when deploying additional wireless communication RTUs, a
smooth transition for making the distribution system smarter
can be expected.

Pervasive EV Monitoring and Control

EV integration is another major issue in the smart grid.
Most of the power distribution systems were built decades ago
without considering the impact of EVs. For instance, if all EVs
start to recharge their batteries during a mid-night off-peak
period when the electricity is cheap, the thermal limits of the
feeders and the capacity limits of the distribution transformers
may be violated. On the other hand, EVs with vehicle-to-grid
(V2G) capabilities can in turn compensate for the peak power
demand by releasing excess energy back to the grid. However,
if many vehicles discharge their batteries simultaneously when
the electricity price is high, the frequency of the power grid
can become unstable. In order to achieve a proper coordina-

tion among the recharging/discharging processes, “on-the-go”
information exchange between the EVs and the power grid is
indispensable since vehicles are mobile in nature. For instance,
the location information, battery status, and recharging/dis-
charging demand of EVs can be submitted to the utilities
when the vehicles are moving. Then, the real-time electricity
price can be calculated by the utilities based on the informa-
tion collected at different locations. In this way, the electricity
price can be used as a steering signal to regulate the recharg-
ing/discharging demand to maintain the power system stability.
Obviously, wireless networks are the only choice for such
information exchange. The information exchange can be per-
formed through the existing cellular communication networks,
which provide nearly ubiquitous coverage over the mobile
vehicles. To further reduce communication costs, the emerging
vehicular ad hoc networks (VANETS) with vehicle-to-infras-
tructure (V2I) communication capabilities can be used. The
existing wireless networks for smart meters can also be used as
auxiliary communication infrastructures, given that related
issues such as mobility support and horizontal/vertical han-
dover are properly addressed.

Cyber-Physical Security and Privacy

In the traditional power system operation, the system secu-
rity (or physical security) corresponds to the reliability of
power delivery. For instance, the North American Electric
Reliability Council (NERC) emphasizes that the system opera-
tors maintain sufficient ancillary services under n-1 contingen-
cy conditions (e.g. under the loss of one critical generator). In
the context of smart grid, various issues of cyber security
emerge because of the application of communication tech-
nologies. The security issues are even more severe in wireless
networks, which are based on the broadcast radio medium. A
malicious attack can be easily launched via a wireless network
by injecting fake measurement data and control signals to
threaten the physical security of the power grid. The attacks
can mimic the fault in transmission systems or the loss of gen-
eration beyond the n-1 contingency conditions. As a result,
cascade failures in the power grid are likely unavoidable,
which results in large-scale blackouts. To prevent such attacks,
all the data transmitted in the smart grid should be verified.
User privacy is also of paramount importance because of the
introduction of smart meters. The power consumption data of
electricity customers is closely related to their daily activities.
For instance, low household power consumption reveals the
absence of family members, and vice versa. End-to-end
encryption should be performed to protect the data confiden-
tiality, while the computational and communication overhead
should be reduced, taking account of the limited capabilities of
low-cost smart meters.

In conclusion, by integrating the electric power grid with
information and communication technologies, the smart grid
will bring huge economic and environmental potential to the
current trend of green economy. As most of the world’s elec-
tric power grids are still in the initial stages of a transition
toward the smart grid, initiatives for long-term research and
development activities are required from both academia and
industry, which is interdisciplinary in nature and requires the
understanding of both power grid and wireless networking
technologies. I hope this Editor’s Note is helpful with respect
to “empowering the smart grid with wireless networking tech-
nologies.”

IEEE Network * May/June 2012




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Cadmus MediaWorks settings for Acrobat Distiller 8)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


