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SHI Yindun (#4% /&), XU Shiyi (#x43)

School of Computers, Shanghai University, Shanghai 200072, China

Abstract: This paper develops an improved structural software complexity metrics named information flow

complexity which is closely related to the reliability of software. Together with the three software complexity

metrics, the total software complexity is measured and some rules to reduce the complexity are presented in

the paper. To illustrate and explain the process of measurement and reduction of software complexity, sev-

eral examples and experiments are given. It is proposed that software complexity metrics can be measured

earlier in software development and can provide substantial information of software systems whose reliabil-

ity can be modeled and used in the determination of initial parameter estimation.
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Introduction

As we have known, a high qualified dependable sys-
tem results from its high performance in all aspects in-
cluding reliability, availability, testability, maintainabi-
lity, safety, and security!"). It is also seen that the num-
ber of residual defects in software could be one of the
most important factors to decrease the quality of soft-
ware and to make it unreliable. Defects can be intro-
duced into software during its development, modifica-
tion as well as testing. Therefore, the number of resid-
ual defects is closely related to the experience, skill,
and psychological quality of human beings, which im-
plies the more complicated the software is, the greater
number of residual defects will be introduced into
software 2. In theory, one can find all of defects in
software; however, it is impossible to perfectly realize
it within a reasonable period of time. In this case, an-
other way of keeping software with high quality should
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be considered. It is, for example, to reduce the com-
plexity of software as much as possible during devel-
opment so that the designer can treat it smoothly
and/or directly with fewer tricks. Hence some unex-
pected defects can naturally be avoided when develop-
ing the software. Most researchers want to measure the
complexity of the system so as to be able to manage it.
Experimental results show that the costs of develop-
ment and testing of software are closely related to the
complexity of software . 1t is believable that reduc-
ing costs and increasing dependability are the unified
goals which can be achieved when the complexity of
software is properly reduced’.

Previous research on software complexity metrics
has been concentrated in the following areas. Explored
metrics was studied based on the lexical content of a
program, including lines of code, which calculated the
number of lines of code; Halstead’s original work!®,
which counted operators and operands; the Cyclo-
matic complexity measure by McCabe !, which
counted the number of branch points in a program,
and other extensive study by Thayer et al.,”*) which
counted the occurrence of a wide variety of statement
types. These simple lexical measures have proven to
be surprisingly robust in predicting various aspects of
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software quality.

Information flow complexity is an appropriate and
practical basis for measuring large-scale system!”)
perhaps the most widely known metric of structural

and

complexity, which is improved from the original work
developed by Henry'”. Observing the patterns of
communication among the system components, we are
in a position to define measurements for complexity,
module coupling, cohesion and dependence. The in-
formation flow metric reflects the system’s structure,
which is different from other metrics mentioned above,
with lines of code (LOC) and Halstead’s volume (HV)
reflecting the system’s textual size mostly and Cyclo-
matic number (CN) reflecting the system’s branches
mostly. Different methods reflect different complexity
factors of system.

As a matter of fact, there are a number of demerits
to be desired in Henry’s information flow. This metric
is validated in the UNIX, but whether it can be appli-
cable in other environment is doubtful. If either fan_in
or fan_out (their definition is shown in Section 2.2) is
zero, the module’s information flow complexity will be
zero because of the multiplication between them!'!).
This condition is unpractical in the view of testing the-
ory. The length of module in formula'” is an inde-
pendent metric in calculating the software complexity

[12] and makes the information

named as lines of code
flow complexity correlated much to it. As a result it
supplies little information for calculating total software
complexity. Several different definitions of flows are
used "and the definition of global information flows
is also somewhat ambiguousm].

Some strategies are proposed in the paper to over-
come the above problems and some new definitions
and methods are introduced to measure the information
flow complexity in Section 2. We use lines of code,
Cyclomatic number and Halstead’s volume metrics to-
gether with the new information flow complexity to
measure the software. The measurement and controlla-
bility of the complexity of the system are shown in

Section 3.
1 Information Flow
1.1 Function call chart

We consider a function as a module and a system as a
whole. The information flow complexitym] considers a

data structure as a module without thinking over the re-
lation of different modules. If one wants to calculate
the information flow complexity of a program, the only
thing one does is to add the modules without consider-
ing the connection between modules. In fact, the con-
nection between modules should not be neglected, be-
cause in the specification design stage, the data flow is
extremely important and it also reflects the complexity
of the program.

For example, we use the program named LOKI97 as
an example whose function is encrypting and decrypt-
ing. In the program, the data structures of Plaintext,
Cryptograph and Key are considered, and their relation
is the foundation and main theory of system. The in-
formation flow complexity should not just add the in-
formation flow complexity of Plaintext, Cryptograph
and Key because of a number of connections existing
among them.

Reading the source code is a tough task to ade-
quately understand the procedures of program. The
data flow becomes more complicated due to the func-
tion calls. So it is reasonable to figure out the function
call chart to illustrate the relation of data flow.

Function call chart can also be used to calculate the
Cyclomatic Number. The branch of a program will be
counted by adding every function as the information
flow complexity methods described below.

Different from traditional function call chart, the
purpose of function call we used is to calculate the in-
formation flow complexity. So we count the times of a
function call another. The example of drawing the
function call chart is given in the right of Fig. 1. The
digits 2 and 1 in the right part mean FunctionA calling
FunctionB twice and calling FunctionC once.

FunctionA( )

| Crncion )

call FunctionB( ); 2 1
call FunctionC( );
call FunctionB( );

Fig.1 Method of drawing function call chart

1.2 Measuring the information flow complexity

The term fan_in and fan_out, which were defined by
Henry, are the basis of measuring information flow
complexity. But the definition of them is difficult to
understand and to measure. It is necessary to redefine
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them. We have the definition of them formally below.

Definition 1 The fan in of procedure A is the
number of parameter passed from outside and global
variables read by procedure 4.

Definition 2 The fan out of procedure A4 is the
number of return value and global variables written by
procedure A.

For a procedure, the fan_in information means that
there is information flowing into it and the fan out
means that there is information flowing from it to the
environment, where the procedure interacts. Before
starting to measure the information complexity, it is
necessary to list the number of fan_in and fan_out of
every procedure.

Combining the function call chart and the definition
of fan_in and fan_out, the information flow complexity
of system can be calculated by the following three
steps.

Step 1 Calculate the information flow of every
procedure without considering their position in the
function call chart according to the formula,

(fan_in*fan_out)* !

Step 2 From down to up of the function call tree,
the information flow complexity of a procedure is the
information flow complexity of itself and the informa-
tion flow complexity of its sub-procedure.

Step 3 The complexity of the procedure in the top
of function call chart is the information flow complex-
ity of system.

In the formula of Step 1, the term fan_in * fan_out
represents the total possible number of combinations of
an input source to an output destination. The weighting
of the fan_in and fan_out component is based on the
belief that the complexity is more than linear in terms
of the connections which a procedure has with its envi-
ronment. The power of two used in this weighting is
the same as Brook’s law of programmer interaction !'*
and Belady’s formula for system partitioning ''*". The
information flow complexity of a system will be calcu-
lated by Step 2 and Step 3.

To explain the process of measuring information
flow complexity clearly, we take a piece of LOKI97
program as an example, which is demonstrated as
pseudo code.

makeKey(parameter pl, parameter p2, parameter p3)

{
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define local variable 1v1,Iv2;
read global variable gb1;
read pl,p2,p3;

call procedure add(p1,p2) ;
write global variable gb2;

return Ivl;

add(parameter q1, parameter q2)

{
define local_variable lva;
read global variable 1v1;
read ql,92;
return lva;

H

As described in Definition 1 and Definition 2, the
fan_in and fan_out of procedure makeKey and Add are
listed in Table 1.

Table 1 The fan_in and fan_out of procedure

makeKey and Add
makeKey/() Add()
fan_in pl,p2,p3,gbl ql,q2,lvl
fan_out gb2,lvl lva

Because procedure Add does not call any user de-
fined procedure, the IF of procedure Add is that
IF(Add)=(3x1)*=9. Procedure makeKey calls proce-

dure Add, so the IF complexity of procedure makeKey
is that IF(makeKey) = (4 x 2)* + IF(Add) = 64+9 = 73.

2 Measurement and Controllability
of Software Complexity

There are many complications affecting software reli-
ability module, such as software complexity, pro-
grammer skill, testing effectiveness, running environ-
ment and so on. Most researchers proposed''!! that all
above complications behaved as the residual errors
without considering the software complexity or test ef-
fectiveness, which is not scientific. Because there is a
truism that if the software is less complicated or better
test effective, there will be fewer errors in the system
for fewer errors being injected and more errors being
eliminated.
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It is obvious that the more complicated a system is,
the more errors being injected into it. If we could quan-
tify the complexity of a system, it will be a good refer-
ence to evaluate software reliability. Because of the
different characteristics of previous software complex-
ity such as LOC, CN, HV, and the IF, we gather them
together to quantify the software complexity.

For a system with four complexity methods, there
would be four complexity terms and the complexity of
the system can be described by a complexity vector in
n-dimensional space as

C= (LOC, CN, HV, IF)

Different systems can be compared by their com-
plexity vectors, provided that corresponding complex-
ity metric is equal in the two systems. It is likely that
each metric in the vector varies between any two sys-
tems. And it is possible to determine the differences
between two systems by subtracting their complexity
vectors. The result can be used to analyze their com-
plexity, but we can compare one complexity metric of
two systems according to the result vector. It cannot be
used to compare the whole complexity of two systems.
For example, the complexity vector of system A4,
C(4)=(450, 65, 9000, 700) and of system B, C(B)=(500,
50, 9500, 600), the subtracted vector C(4—B)=(-50, 15,
—500, 100) is calculated, which means the LOC and
HV of system B is greater than system 4 and the CN
and IF of system A is greater than system B. but we can
not say that system A is more or less complicated than
system B.

Instead, the Euclidean norm of the complexity vec-
tor is used to indicate the complexity of a system and
for comparison of different systems. After calculating
every complexity vector, we discover that the digit is
greatly varied between different metrics. So we take
every metric by logarithm.

The expression of the complexity vector is given as

|C]| = VIn’LOC+In>*CN-+In*HV-+InIF

For example, consider the LOKI97 system and other
two systems called Calculus and Library. Their com-
plexity data is listed in Table 2.

Table 2 shows that, the level of the whole complex-
ity according to complexity vector from high to low is
LOKI97, calculus and library. By analyzing their
source code, we find the reason is that in most proce-
dure of system LOKI97, the branches and fan in and
fan_out are much greater than any other system and

according to the function call chart, the relation of pro-
cedure of LOKI97 is more complicated than the other

two.

Table 2 Complexity metrics of three systems
Metrics LOKI97 Calculus Library
LOC 1170 1138 3754
CN 119 98 179
HV 35639 41013 22777
IF 51752 1097 1171

InLOC 7.0647 7.0370 8.2305

In CN 4.7791 4.5849 5.1873

In HV 10.4811 10.6216 10.0335
In IF 10.8542 6.9763 7.0656
Il 300.4203 232.0304 245.2457

The complexity of a system, which was developed
by different programmers, is varied dramatically. The
lower the complexity is, the fewer errors remained in it.
As a result, we may wonder that if there will be any
regulation to follow to decrease the complexity in the
phase of design specification and programming. To
achieve this purpose, we can reduce the information
flow complexity by two regulations.

First, in a procedure, either fan_in or fan_out should
not excess 5, or else the programmer should divide it
into two or more procedures. It is especially useful
when calculating the information flow complexity, be-
cause

(fan_in(C) fan_out(C) )*

= (fan_in(4+B) fan_out(4+B) )’

=((fan_in(4)+fan_in(B)) (fan_out(4)+fan_out(B)))’

>(fan_in(4)*fan_out(4))*+(fan_in(B)*fan_out(B))’

In the formula, 4+B means integrating 4 and B in one
procedure named C. For example, if the fan_in (4+B)
is 8, fan_out (4+B) is 7, then the information flow
complexity of procedure C IF(C) is 3136. After divid-
ing C into 4 and B randomly, suppose that fan in(4)
and fan_in(B) is 3 and 5, fan_out(4) and fan_out(B) is
4 and 3, then the IF(A)+IF(B) is 369, which is much
smaller than IF(C). This regulation should be used in
the LOKI97 program to decrease the complexity.

Secondly, the number of branches in a procedure
should not excess 10. If the number of branches in a
procedure is greater than 10, the procedure should be
divided into two or more sub-procedures!’”. Wood-
field"'® has argued that a 25% rise in the problem
complexity can lead to a 100% rise in program com-
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plexity. Usually, a procedure implements one function.
If the function is very complicated, the procedure
complexity will increase so quickly that more errors
will be incurred. It is wise to decompose the problem
into two or more sub-problems.

3 Conclusions

The development of software complexity measurement
has experienced for a long time, but the criteria of
measuring the software complexity have not been
ubiquitously set yet. By incorporating the new concept
of information flow into complexity measurements,
which reflects much information of structural com-
plexity, we may certainly make the evaluation of soft-
ware complexity more accurate than ever before. Deal-
ing with the parameters such as LOC, Cyclomatic
number, Halstead’s volume and information flow com-
plexity as different components of total software com-
plexity, we can also improve the ability to estimate
software reliability. By the rules proposed in the paper,
we may directly reduce every metric of software com-
plexity. The rules can help us minimize the defects re-
maining in software and improve the software reliability.
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