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Abstract: In order to improve performance and security of image encryption algorithm effectively based on 

chaotic sequences, an extended chaotic sequence generating method is presented based on logistic cha-

otic system using Bernstein form Bézier curve generating algorithm. In order to test the pseudorandom per-

formance of the extended chaotic sequence, we also analyze random performance, autocorrelation per-

formance, and balance performance of the extended chaotic sequence. Simulation results show that the ex-

tended chaotic sequence generated using our method is pseudorandom and its correlation performance and 

balance performance are good. As an application, we apply the extended chaotic sequence in image en-

cryption algorithm, the simulation results show that the performance of the encrypted image using our 

method is better than that using logistic chaotic sequence. 
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Introduction 

In the last decades, digital information, such as digital 
images and digital video, has been widely used in 
many fields. Anyone may have the possibility to freely 
access multimedia sources, so the problem of the digi-
tal information’s copyright protection from any kind of 
unauthorized manipulation is becoming more and more 
important. 

Discrete chaotic dynamical systems have nonlinear 
dynamic behavior. The sequence generated by using 
chaotic dynamical system is pseudorandom, sensitive 
to the initial conditions and can generate highly com-
plicated signals by a simple recursive procedure. Be-
cause of the good properties of the chaotic sequence, 
chaotic  system  is  widely  used  in  communications, 

cryptology, optimization, control and image processing, 
etc.[1-5] In 1989, Matthews firstly used discrete chaotic 
dynamical systems in cryptography[6]. He derived a 
one-dimensional chaotic map, which is used to gener-
ate a sequence of pseudorandom numbers, and used the 
one-dimensional chaotic sequence in cryptograph. In 
1991, Habutsu et al. developed a cryptosystem based 
on a piecewise linear chaotic system tent map[7]. In 
Habutsu’s cryptosystem, the parameter of the tent map 
is used for a secret key of the encryption algorithm and 
the chaotic sequence generated by forward iteration of 
the chaotic tent map. The efficiency of the algorithm is 
good but the cryptosystem can be easily broken by us-
ing a ‘chosen ciphertext attack’ and ‘known plaintext 
attack’. Zhang and Wang [8] presented a new image en-
cryption algorithm based on permutation transform and 
chaotic systems. The first step of the algorithm dealed 
with the image using technique of permutation trans-
form. Then, two-dimensional nonlinear map was util-
ized to circularly iterate gray value of pixels. The algo-
rithm validly solves the problem of encryption owing  
to   the    self-similarity.    But    the    chaotic    sequence 
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generating method is not safe because its key-space is 
not enough. 

This paper proposes an extended one-dimensional 
chaotic sequence generating method based on logistic 
systems and Bernstein function. Simulation results 
show that the sequence generated by this method is 
pseudorandom. We analyze random performance, cor-
relation performance, and balance performance of the 
extended chaotic sequence. In addition we present an 
application of the extended chaotic sequence in image 
encryption algorithm. 

1 Algorithm Principles 
1.1 Logistic chaotic system 

One-dimensional logistic chaotic system is widely 
used in communications, cryptology, optimization, 
control, and image processes because its expression is 
simple and the computation process is easy. Logistic 
chaotic system has two different expressions, one is 

1 ( ) (1 ),
0 1,  1,2,

n n n n

n

a F a a a
a n          (1) 

where 3.57 4, 0 (0,1),a  and the sequence 
generated by using formula (1) is distributed in (0,1) . 
The other is 

2
1 ( ) 1 2 ,  1 1,  1,2,n n n na F a a a n   (2) 

where )1,0(0a and the sequence generated by using 
formula (2) is distributed in ( 1,1) . We will present an 
extended chaotic sequence generating method based on 
the above two logistic system and also analysis random 
performance, correlation performance, and balance 
performance of the extended chaotic sequence and the 
corresponding logistic sequence thereinafter. 

1.2 Chaotic sequence generating mothod 

CAD/CAM mathematical problems have generated 
many solutions, each adapted to specific aspects of de-
velopment. In 1971, B zier presented a curve generat-
ing method based on Bernstein function and control 
points[9]. The method is widely used in computer aided 
geometric design (CAGD) because of its good proper-
ties. The method is described as follows: 

Suppose ( , , ),i i i iP x y z 0,1, , ,i n  are control 
points, where 3.iP R  Then the n-rank Bézier curve 
generated by these n+1 points is defined as follows: 

,
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here , ( ) C (1 )i n i i
i n nB u u u  is called Bernstein ba-

sic function. When the parameter u changes from 0 to 
1, we can get a curve generated by formula (3), which 
is inside the polygon constituted by control points. The 
curve is called Bézier curve generated by the control 
polygon.  

The main properties of B zier curve is presented as 
follows[9]:

(1) Affine invariance Bézier curve is invariant un-
der affine maps. 

(2) Convex hull property For [0,1]u , Bézier 
curve lies in the convex hull of the control polygon. 

(3) Endpoint interpolation Bézier curve passes 
through 0P and nP .

(4) Symmetry B zier curve defined by control poly-
gon 0 1 nP P P is the same as the curve defined by con-
trol polygon 1 0n nP P P , they only differ in the direc-
tion in which they are traversed. 

In the above processing of generating Bézier curve, 
the control points 3

iP R are all geometric points in 
three-dimensional space, and the curve P(u) is in the 
polygon generated by control points. Now let us con-
sider an extended situation. If the control points are 
nonobjective numeral points, then the points on the 
curve generated by formula (3) will also be nonobjec-
tive numeral points, and we can get a nonobjective 
numeral curve generated by formula (3) which is in-
side the nonobjective numeral polygon constituted by 
the nonobjective numeral control points. When the 
control points are random, we can get a random curve 
generated by the random control points. 

Now we present the extended chaotic sequence gen-
erating method based on the above analysis. Set 

1 2{ , , , , },i i i
na a a 0,  1, 2 , ,i    K are K+1 one-

dimensional logistic sequences generated by formula 
(1) or (2) and 1 2{ , , }t t is a one-dimensional logistic 
sequence generated by formula (1) (Because the se-
quence generated by formula (1) is distributed in (0,1) ). 
Based on the above chaotic sequences, we can generate 
an extended logistic chaotic sequence as follows: 

,
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Using formula (4), we can generate an extended 
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chaotic sequence based on known chaotic sequences 
1 2{ , , , , }i i i

na a a and 1 2{ , , },t t 0,  1,  2 ,  .i   ,K

Now we propose the extended chaotic sequence 
computing formula of 1,2,3,K  here 

1 2{ , , , , },i i i
na a a 0 1 2 3i , , ,  and 1 2{ , , }t t are known 

one-dimensional chaotic sequences: 
0 1(1 ) ,  1,  2,  n n na t a t a n      (5) 

2 0 1 2 2(1 ) 2 (1 ) ,  1,2,n n n na t a t t a t a n (6)
3 0 2 1 2 2 3 3(1 ) 3(1 ) 3(1 ) ,n n n n na t a t ta t t a t a

1,2,n               (7) 
Because there is de Casteljau algorithm for generat-

ing B zier curve in CAGD, the efficiency of generat-
ing an extended chaotic sequence is better. And from 
formula (4) we can know that the extended chaotic 
generating system’s key space is larger than formula (1) 
or (2) because there are K+2 parameters for generating 
an extended chaotic sequence, so the extended method 
is more secure. 

2 Performance Analysis 

Expanded frequency sequence is widely used in ex-
panded frequency communication, and the sequence is 
binary sequence defined in { 1,1}. We can generate 
expanded frequency sequence by using chaotic se-
quence[10]. Set the chaotic sequence as 1 2{ , , }a a ,
then we can get an expanded frequency sequence 

1 2{ , , }b b by using the following method: 
1 ,      ;  

 1,2,
1 ,      ;

i
i

i

a c
b i

a c
       (8) 

where the value of c is the threshold of the method. 
Now we can generate the expanded frequency se-
quence by using formula (4) and formula (1) or (2). In 
this paper, the threshold value of c is 0.5 when using 
formula (1) generating chaotic sequence and the 
threshold value of c is 0 when using formula (2) gener-
ating chaotic sequence. 

2.1 Randomicity analysis 

In order to analysis the performance of the sequence 
generated by using our method, we compare the ran-
domicity of the extended chaotic sequence and the cor-
responding logistic chaotic sequence by experiments. 
The lengths of the sequences are 300 and the experi-
ment results is presented in Fig. 1. 

Fig. 1 Randomicity analysis 

Figure 1 gives the simulation results of randomicity 
analysis of the extended chaotic sequence generated by 
our method and the logistic chaotic sequence generated 
by formulae (1) and (2), it is shown that the sequence 
generated by formula (4) and formula (1) or (2) are 
random in (0,1) and ( 1,1). This means the extended 
chaotic sequences are pseudorandom. 

2.2 Correlation performance analysis

Expanded frequency sequence is widely used in ex-
panded frequency communication, and the sequence is 
binary sequence defined in { 1,1}. Set the length of 
the expanded frequency sequence {b1,b2,…} as N, then 
the autocorrelation coefficient of the expanded fre-
quency sequence is defined as follows[11]:

1

1AC( )
N m

i i m
i

m b b
N

           (9) 

From the definition of the autocorrelation coefficient 
we know that the value of the coefficient is related to 
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the value of the step length m, the less the autocorrela-
tion coefficient change when the value of the step 
length is changing, the better randomicity the se-
quences have. Now we compare the autocorrelation 
coefficient of the extended chaotic sequence and the 
corresponding logistic chaotic sequence by experi-
ments. The lengths of the sequences are 300 and the 
experiment results are presented in Fig. 2. 

Fig. 2 Correlation performance analysis 

Figure 2 gives the results of the autocorrelation coef-
ficient analysis of extended chaotic sequence generated 
by our method and logistic chaotic sequence generated 
by formulae (1) and (2). It is shown that the autocorre-
lation coefficient of extended chaotic sequences is 
similar to the corresponding logistic chaotic sequences’ 
autocorrelation coefficient, so the extended chaotic se-
quence is random. 

2.3 Balance performance analysis

Set the length of {b1,b2,…}as N, P, and Q are the num-
bers of 1and 1 in {b1,b2,…}, then we can define bal-
ance of the sequence as follows[12]:

( )
P Q

E N
N

            (10) 

From the definition of the balance we know that the 
value of the counterbalance is related to the length of 
the sequence N. In the following experiments, the 
length of the sequences is changed from 1000  to 
5000. 

Figure 3 gives the simulation results of the balance 
analysis about the extended chaotic sequence gener-
ated by our method and the logistic chaotic sequence 
generated by formulae (1) and (2). It is shown that the 
balance of the extended chaotic sequences is similar to 
the corresponding logistic chaotic sequences’ balance, 
this means the extended chaotic sequence is random. 

3 Application in Image Encryption

Habutsu et al. presented an image encryption method 
using logistic chaotic sequence and bit-computation. 
Now we encrypt image using Habutsu’s method and 
substitute logistic chaotic sequence by the extended 
chaotic sequence generated. Here the threshold value c
is 0.5 and K=3 in formula (4). 

Figures 4 and 5 give the results of encrypted im-
age. It is clear that the performance of the encrypted 
image using our method is better than that of using 
logistic chaotic sequences. On the other hand, the 
extended chaotic generating system’s key space is 
larger than logistic chaotic system because there are 
K+2 initial parameters for generating an extended 
chaotic sequence, so the extended method is more 
secure. 
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Fig. 3 Balance performance analysis 

Fig. 4  Encrypted image 

Fig. 5 Encrypted image 
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4 Conclusions

This paper presented an extended one-dimensional 
chaotic sequence generating method based on logistic 
system and Bernstein function. The sequence gener-
ated by this method is pseudorandom, and we analyzed 
random performance, correlation performance, and 
balance performance of the extended chaotic se-
quence. And we also presented an application of the 
extended chaotic sequence in image encryption algo-
rithm. The method we proposed can be extended to 
high dimension chaotic system. 
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