
elecommunication networks are known for high relia-
bility. This is true for normal operations and outages

due to failures in the network associated with hardware,
software, and so on. However, unexpected disasters (e.g.,
earthquakes, hurricanes, and terrorist attacks) do happen,
and can have catastrophic impacts without excellent net-
work contingency planning. This feature topic will address
the various approaches to plan for and manage recovery
following disasters, so that all concerned can mitigate these
events effectively.

Network disaster recovery (NDR) has become timelier
in the last few years, with catastrophic natural disasters
occurring in different parts of the world due to various
causes, with different responses necessary. There is no
telling when and where the next disaster will occur, but
disasters will occur. This topic will continue to gain atten-
tion until properly mitigated. Communications is critical to
survival and safety, as well as to the health and security of
the world. With growing penetration of the Internet from
residential use, combined with commercial and otherwise
significant traffic being carried over backbone networks,
impacts from service interruptions continue to be critical
to many segments of society. Most technical articles in this
area cover emerging technologies, standards, protocols,
and networking solutions; but address less in terms of what
to do when they fail, especially when such failures are
numerous and catastrophic, and how to maintain critical
communications.

This feature topic of IEEE Communications Magazine
aims to provide a comprehensive overview of the state of
the art in technology, regulation, and standardization for
NDR, and to present a view of research and industry chal-
lenges and opportunities in this area.

NDR is mainly about recovering communications after
a disaster, supporting communications during disaster
recovery operations, and rapidly bringing life back to nor-
mal for customers of the network. At times, you need to
work toward all three at once! And because triggering

events can happen without notice and in unpredictable
ways, with unpredictable results, we must plan accordingly.
Furthermore, the rarity of these events makes it difficult to
obtain resources and assess risk.1

Network recovery requires mobile replacements within
short times, including rapid power backup and fast restora-
tion of service. Network operators need to be prepared to
rebuild any part of their networks extremely rapidly. In
addition to communications networks, disasters will most
likely damage other infrastructures and systems, and ren-
der them dysfunctional. Repair of the other infrastructures
requires coordination, which requires effective communi-
cations. This need makes network recovery a high priority.

Disasters can cause severe disruption to peoples’ lives.
Communications with relatives and assistance resources
outside the scope of the disaster is critical to recovery and
human security. The importance of effective communica-
tions is clear, but equally clear is the vastness of the causes
of disasters. Both natural and manmade disasters should
be considered. It is important to plan for what you cannot
prevent; strengthen your mitigation capabilities, and plan
for the massive impacts of the worst case. Because disas-
ters can not be predicted well, it is crucial to plan creative-
ly, robustly, but without concrete information or known
risks.

Network disaster recovery is insurance paid for through
preparation, supplemental to an insurance policy, so that
networks, and the businesses and end users the networks
serve, can survive through and after a catastrophe.

Among the five articles of this NDR feature topic, two
are on the best practices of major operators; one on the
lessons learned from the China earthquake in 2008; one is
from a large product manufacturer on key actions neces-
sary to properly prepare for an emergency; and one is
from academia on how to deliver messages from and to a
disaster area.

In “Rapidly Recovering from the Catastrophic Loss of a
Major Telecommunications Office,” Kelly Morrison
describes the mobile response components and processes
for service restoration of a failed network office. With the
fast evolution of communications technology and various
environmental conditions, a key step to the success of a
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1 That is why network disaster recovery is such an important issue, and
why we present these articles for your reference.
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recovery is exercise so that the recovery team is trained
and ready. This article also shares the recovery experiences
from real disasters.

In “Disasters Will Happen — Are You Ready?” Chris
Oberg et al. explain in great detail the planning necessary
for a solid network disaster recovery plan, the pitfalls to
avoid, and the many elements of the plan that you may not
have considered. They suggest several elements of a good
plan, and provide some guidelines and tools you can apply
to your own disaster planning. Furthermore, they cover
key elements to include in a plan, and even how to work
with the government to coordinate successful recovery of
network services, as well as how to support recovery
efforts. By sharing their real world experience at Verizon,
these disaster recovery and communication network veter-
ans share their 99 combined years of experience on net-
work disaster recovery.

Considering many lessons learned, Yang Ran provides
“Considerations and Suggestions on Improvement of Com-
munication Network Disaster Countermeasures after the
Wenchuan Earthquake.” In this article she analyzes what
worked and did not work well in the recovery efforts of the
Wenchuan earthquake, and in related events such as Katri-
na, the 2005 London bombings, and the 9/11 attacks. From
this analysis, the author provides several improvements:
priority service functions in the public switched telephone
network (PSTN), strengthening wireless communications
capabilities, and leveraging technologies to handle emer-
gency high-volume traffic. In addition, Yang Ran provides
suggestions for future research to enhance network disas-
ter recovery capabilities.

Rick Krock, in “Lack of Emergency Recovery Planning
Is a Disaster Waiting to Happen,” highlights the need for
emergency preparedness and discusses several key actions
necessary to properly prepare for an emergency. He cites a
2006 study, “Availability and Robustness of Electronic
Communications Infrastructures” (ARECI), which focused
on reliability and security of networks in addition to emer-
gency preparedness. He discusses specific recommenda-
tions that are applicable to disaster recovery. This article
also cites a recent example of industry’s efforts to antici-
pate and prepare for an emergency situation, related to
the 2009 worldwide flu pandemic associated with the
H1N1 virus strain. Cooperation among government and
industry, including network operators, vendors, and other
parties, as well as among countries, should continue and
get stronger for better recovery planning in the future.

An important need for end users of networks is the
ability to communicate during the post-disaster phase
while they are in shelters. Kenichi Mase presents a novel
communication system and service to accomplish this end
in the article “How to Deliver Your Message from/to a
Disaster Area.” The system, called the Shelter Communi-
cation System (SCS), connects to the Internet, and
accounts for the fact that networks may be severely dam-
aged and traffic overload may occur. The SCS is designed

to provide message communication service between shel-
ters, as well as between shelters and points outside the dis-
aster area. Evaluation of a prototype of the SCS and other
message services, cellular phone mail, and facsimile is pre-
sented. According to the author, the SCS can help maxi-
mize the role of the Internet as the social infrastructure to
contribute to rapid disaster recovery. 
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